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HAUMWOHANBbHBIW CTAHOAPT POCCUNCKOWU ®PEQLEPALUUMN

3awmTta undopmauumn

ABTOMATU3NPOBAHHbLIE CUCTEMbI B 3ALLULLIEHHOM UCMOJNHEHUAU
OPTAHM3ALIMA U COAEPXXAHUE PABOT NO 3ALUUTE OT NPEAHAMEPEHHbIX CUNOBbIX
SNEKTPOMAINHUTHBIX BO3AENCTBUUN

OOwume nonoxeHun

Information protection.
Protected operational systems. Organization and content of operations on
the protection against purposeful powerful electromagnetic impacts.
General requirements

Nara BBeaeHua — 2015—07—01

1 ObnacTb npuMeHeHUs

Hacrosuin ctaHgapT ycTaHaBnMBaeT obLMe MOSOXEHUSI MO OpraHu3aumMm U coaepxaHuio pabot no
3aLUMTe aBTOMaTU3MPOBAHHBLIX CUCTEM OT NpeHaMePEHHbIX CUMOBLIX SNEKTPOMAarHUTHLIX BO3AENCTBUNA.

TpeboBaHUs HaCTOALLEro CTaHaapTa noanexar NpuMeHeHuio Ha Tepputopun Poccuickoin depepa-
UMM opraHaMu rocyaapCTBEHHOW BMACTU, MECTHOrO CaMOYNpPaBiieHUsi, MPEANPUATUAMU U YIPEXKAEHUAMU
HE3aBUCUMO OT WX OPraHU3aLUOHHO-NPaBoOBOM POPMbI U POPMbI COBCTBEHHOCTU, AOSMKHOCTHLIMU NMLAMU U
rpaxkaaHamu Poccuiickoit degepauum, B3SBLULMMU HA cebs obsasarenbcTBa, MMG0 065a3aHHBIMKM NO CTaTyCy
UCMONHATL TpebGoBaHWA HOPMaTUBHO-NPABOBLIX AOKYMEHTOB Poccuiickon deaepaummn no sawmre UHdOp-
mauuu.

2 HopmaTuBHbIE CCbINKN

B HacToflLem cTaHgapTe UCNosb30BaHbl HOPMAaTUBHbLIE CCLISIKM HA CneayiloLme CTaHAapThb:

FOCT 2.120-73 EguHasa cuctema KOHCTPYKTOPCKOW AOKYMEHTauun. TeXHUYECKUI NpoeKT

FOCT 34.602-89 NHdopmaumoHHaa TexHonorna. KoMmnneke craHaapTtoB Ha aBTOMaTU3UPOBAaHHbLIE
cucTembl. TexXHUYECKkoe 3a4aHmne Ha co3faHne aBTOMaTU3NPOBaHHbIX CUCTEM

FOCT 34.603-92 NHdopmauMOHHAA TEXHONOrUA. Buabl UCNbITAHUIA aBTOMATU3MPOBAHHBLIX CUCTEM

FOCT P 50922-2006 3awpmta uHgopMmaunn. OCHOBHbIE TEPMUHLI U OnpeaesieHus

FOCT P 51275-2006 3awmTa uHcdopmaumn. O6beKT nHdopmatusaumm. dakropel, BO3AENCTBYIOLWMUE
Ha nHdopmaumio. ObLMe NONOXKEHMA

FOCT P 51583-2014 3awuTta nacpopmaumu. Nopsaok cosgaHuss aBToMaTtu3MpoBaHHbIX CUCTEM B 3a-
LUMLLEHHOM UCMONHEeHUn. OBLmne NonoXKeHus

FOCT P 51624-2000 3awwmta uHdopmauuun. ABTOMaTnu3NpoBaHHble CUCTEMbI B 3aLUMLLEHHOM UCMNOS-
HeHun. Obwme TpeboBaHus

FOCT P 52863-2007 3awuTta nHdopmMaunn. ABTOMaTUu3npoBaHHbIe CUCTEMbI B 3aLUULLEHHOM UCNOs-
HeHuKn. UcnbiTaHMa Ha YCTOWYMMBOCTL K NpeAHaMepeHHbIM CUIOBLIM 9M1EKTPOMAarHUTHBIM BO3AENCTBUAM.
Obwwe TpeboBaHus

MpumMeyaHue—Tpu NonbL3oBaHUN HACTOSALLMM CTaHAAPTOM LienecoobpasHo NpoBepuTs LeiicTBINE CChIoY-
HbIX CTaHAapPTOB B MHMOPMALIMOHHON cucTeme obLLero nonb3oBaHnsa — Ha oduunansHoM cainte PefepansHoOro areHT-
CTBa NO TEXHUYECKOMY PErynupoBaHUIO U METPOSIOrMK B CETU VIHTEpHET UNK No eXerogqHoMy UHOPMaLIMOHHOMY YKasa-
Tento «HaumoHanbHble CTaHAAPTLI», KOTOPLIA ONyGIMKOBaH MO COCTOSHUIO Ha 1 SHBapA TeKyLlero roga, 1 no Beinyckam
€XEMEeCSAYHOro MHPOPMaLIMOHHOro ykasaTens «HauvoHanbeHble CTaHAapThl» 3a TeKyLuid rog Ecnv 3ameHeH ceblfoYHbIN
CTaHfapT, Ha KOTopbIA AaHa HegaTWpPOBaHHAs Cchlflka, TO peKOMeHAYeTCA UCMNOMb3oBaTh 4ENCTBYIOLLYIO BEPCUIO STOMO
CTaHfapTa C y4eTOM BCEX BHECEHHbLIX B JaHHYHO BEPCUIO U3MEHEHUW. ECnin 3aMeHeH CCbINOYHbIA CTaHgapT, Ha KoTopbli
faHa jaTupoBaHHas ccblnka, TO peKOMeHAYeTCsa WCMOMb3oBaTb BEPCUIO 3TOM0 CTaHAgapTa C YKasaHHbIM Bbille rofoM
yTBEpXAEHUA (NPUHATKSA). ECnun nocne yTBepeHUs HacTosLWero cTaHaapTa B CCbINOYHbIA CTaHAapT, Ha KOTOpLIA faHa
AaTupoBaHHasA ccChblflka, BHECEHO U3MEeHeHWe, 3aTparnBatoLlee MNnonoXeHue, Ha KOTopoe faHa CChblflka, TO 3TO Nonoxe-
HWe peKkoMeHAyeTcA NpUMeHsTb 6e3 yyeTa fJaHHOro M3MeHeHUs. Ecnn cehiNoYHbIi cTaHaapT oTMeHeH 6e3 3aMeHbl, To
MoSoXeHue, B KOTOPOM JaHa CChbifika Ha Hero, peKOMeHAYyeTcA NPUMEHATb B YacTu, He 3aTparvBaroLen 3Ty CChISKy.

M3pnaHue ocpuumanbHoe
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3 TepmuHbI, onpeaerieHUs U cokpaleHus

3.1 B Hacrosilem craHaapTe npumeHeHbl TepmuHbl no FOCT P 50922, TOCT P 51583, NOCT P
52862, a Take cneayloLmin TEPMUH C COOTBETCTBYIOLLIMM OMnpeaeneHuem:

311

06bekT nHpopmaTusauumn: CoOBOKYNHOCTb UH(POPMALIMOHHLIX PECYPCOB, CPEACTB U CUCTEM 00pa-
0OTKN MHCpOPMALMK, UCMIONb3YEMbIX B COOTBETCTBUM C 3a4aHHON MH(POPMALIMOHHON TEXHOIIOTMEN, a TalKe
CPeACTB UX o6ecneveHusi, NOMELLEHUH U 06bLEKTOB (34aHUN, COOPYXEHUI, TEXHUYECKUX CPEACTB), B KO-
TOPbIX 3TW CPEeACTBA U CUCTEMbI YCTAHOBIEHDI, UMM MOMELLEHWUI U 06BEKTOB, NPeiHa3HaYEeHHbIX A8 Bee-
HUA KOH(PUAEHUMaNbHbIX NEPErOBOPOB.

[FOCT P 51275, cratbs 3.1]

3.2 B HacTosILLeM CTaHaapTe NPUMEHEHbBI CrieyloLLue COKpaLLeHns:
AC — aBTOMaTU3NPOBAHHAA CUCTEMA;

AC3W — aBTOMaTN3MPOBAHHAA CUCTEMA B 3ALLMLLIEHHOM UCMOITHEHUMN,
K3 — KOHTpOonMpyemas 30Ha;

MH — moaenb HapywuTens;

MY — mogenb yrpos;

OW - 06bekT nHhopmaTusauuu;

O3 — oueHka apDEKTUBHOCTH;

MO — nporpamMmmHoe o6ecneyeHune;

MAOMWH — no6o4HbIE SNEKTPOMArHUTHLIE U3NYyYEHUS U HABOAKM;

C3W - cucrema 3awmTbl MHOPMaLUK;

T3 — TeEXHNYECKOE 3aaaHue;

TC — TexHn4Yeckoe CpeacrTBo;

YT3 — 4yacTHOE TEXHUYECKOE 3aJaHUE;

OMB - 3neKTpomarHuTHoe BO3encTBue;

MC 3MB - npeaHamMepeHHOe CUMOBOE 3NEeKTPOMarHUTHOE BO3AENCTBUE.

4 O6wwme NONOXEHNsA NO OpraHM3auMn U cogepxaHulo padboT no 3awute aBTO-
MaTU3NPOBaHHLIX CUCTEM OT NMpPegHaMeEpPEeHHbIX CUSOBbIX 3NeKTPOMAarHUTHbIX BO3-
AencreBun

4.1 Pa6otbl no 3awute AC ot NC SMB, Bxogawmx B knaccudukayuio u nepeveHs paktopos, BO3-
JAeicTByoWMX Ha nHopmaumio cornacHo NOCT P 51275, ABnAOTCA COCTaBHOW 4YacTbi0 komnnekca pador,
BbINOMHsieMbIX cornacHo FOCT P 51583 u FOCT P 51624.

OcobeHHocTaAMM opraHu3auum pabot no sawmte AC ot NC SMB asnaioTcs:

- NpoBefeHMe UX B COrMacoBaHum ¢ pabotammu nNo NOCTPOEHUIO CUCTEMbI OXpaHbl ((hU3n4eCcKon 3aLm-
Tbl) 06bEKTa, Ha KOTOPOM akcnnyaTupyetca AC;

- OpUeHTauusa Ha pelleHue 3aaayd 3awmTel AC ot NC SMB Ha aTane akcnnyaTtauuu B COCTaBe KOM-
NNEKCHON cucrtembl obecneyeHus 6esonacHocTn obbekTa.

OcobeHHOCTH coaepkaHua pabot no sawmte AC ot NC SMB o6ycnoBneHb!:

- 0coBeHHocTAMM napameTpoB NC SMB, dun3nyeckux ssiBNeHni, NPOUCXOASLLMX NMPU MX BO3AENCTBUM
Ha AC, BUAOB AECTPYKTUBHbLIX HAPYLLEHUI UX (PYHKLUMOHUPOBAHUS U YPOBHSAMM YCTOWUMBOCTU AC;

- 0co6GeHHOCTAMM TakTukuM npuMmeHeHusa TC MNMC 3MB u cnocoboBs 3awwmtbl AC OT HUX;

- KOHCTPYKTUBHbLIMU OCOOEHHOCTSAIMM MOCTPOEHUA U cnocobamm npuMeHeHusi cpeacTs 3awmTtbl AC ot
MNnc 3MB;

- 0COOEHHOCTAAMM METOAMYECKOro anmnapara, NnpumeHsieMoro Ansa kateropuposaHus AC ¢ uenbio 3a-
AaHuA Tpe6oBaHuii K ypOBHIO 3alumieHHocTu oT MNC OMB u oueHkn achdekTMBHOCTU 3aLmThI;

- cneuundumkoi meponpuaTuii no 3awute AC ot NC 3MB u ux pauuoHanbHbIMU COYETAHUSAMMU;

- 0COOEHHOCTAMM BUAOB AEATENBHOCTU, OCYLLECTBAEMbIX N0oA ynpaBneHueMm AC, U nocneacTBusiMu,
K KOTOPbIM NPUBOAUT HapyLLEeHMEe ux PYHKLMOHUPOBaHUA B peaynbraTe NC OMB;

- 0c06eHHOCTAMU NpoBeAeHUA ucnbiTaHmin AC Ha ycToinumeocTs k NMC SMB.

4.2 HeobxoaumocTb 3awmTbl AC ot NC 3MB o6ycnoeneHa:

- cywectBoBaHUeM pasHoobpa3sHbix Buaos M OMB, ocywectensieMbix Ha AC No Uensam dneKTponu-
TaHuAa, NUHUAM CBA3U, METANNOKOHCTPYKUUAM, NOCPEeACTBOM 3NEeKTPOMarHUTHOro 6bICTp0MeHF|IOLL[eI'OCF|
nona, AeCTpPpyKTUBHOE B03,qu7ICTBI/Ie KOTOPbIX MOXET NPUBECTU K UCKAXKEHUIO, YHUUTOXXEHUIO UK 6n0KMpOBa-
HUIO uHopmauuu. Obwasa knaccudukauua NMNC 3MB npuseaeHa B Tabnuue A.1 (npunoxenue A);



roCT P 56103—2014

- HanNU4Y“em U AOCTYNHOCTLIO NPUODPETEHNSA/M3TOTOBNEHUSI TEXHUMECKUX CPEACTB — UCTOUHUMKOB MC
3BM, umetowmx BbICOKYIO 3 (EKTUBHOCTL NMPUMEHEHUS 32 CYET KOMMAKTHOCTU UCMONHEHUS U MOBUNbHO-
CTU, AUCTAHLMOHHOCTU UCMNOMb30BaHUSA, MACKMPOBKMN NOA AEUCTBUE SNEKTPOMArHUTHLIX NOMEX U T.4.

- 3HAYUTENBLHOCTLIO (PYHKLMOHANBHLIX HAPYLLEHWN LWTaTHOW aesitenbHocT TC AC npu okasaHuM Ha
Hux NC SMB.

4.3 Meponpusatuamm no sawmre uHgopmauumn B AC ot NC 3MB aBnsiotcs:

- noebiweHne ycronymsoctu AC k NC 3MB, o6GecneumBaeMoe ee COOTBETCTBUEM TpebBOBaHMSAM
FOCT P 52863;

- CHWxeHue yposHen NC SMB, Ha noptax AC, o6ecneunBaeMoe NPMMEHEHUEM 3aLLUMTHBIX CPEAICTB U
TEXHONOruN;

- cBOEBpemMeHHoe nony4veHue uHdopmauum o MNMC 3MB Ha AC, obecneunBaemoe npUMEHEHMEM
cpeacte o6HapyxeHus NC SMB;

- cBOeBpeMeHHoe pearumpoBaHue Ha C OMB, oGecneunmBaemoe onepaTuBHbIM nepeBogoM AC B
6esonacHble pexxvmMbl PYHKLMOHUPOBAHUSA CPeACTBaMU 3aLLUMTbI;

- OpraHn3aunoHHO-TEXHUYECKUEe MEpbl, HanpaBneHHble Ha npeaynpexaeHne MNC SMB u cBoespe-
MEHHOE BbISIBIEHWE WX UCTOYHMKOB, UCKIIOYaIOLLME (3aTPYAHAIOLLUME) UX JOCTABKY B MECTA NPUMEHEHMUS.

4.4 YposeHb 3awmueHHoctn AC ot INC 3MB, a Takke cocraB U 3¢pdeKkTUBHOCTL 06ecneunBaloLmx
€ro Mep 3aLmTbl AOSDKHBI ONPeAenaTLes AnddepeHUMPOBaHHO C YYETOM COOTHOLLEHUS 3aTpaTt Ha 3aluuTy
1 pa3mepoB yuiepba, KOTOpbI MOXET ObITb HAaHeceH nyTem MNC SMB Ha AC.

4.5 3awurta AC ot NC SMB pocruraercs:

- peanu3auueil HeobXoAUMbIX MEpPONpUATUIA NO 3awmte uHcdopmauumn ot MNC 3MB npu cosgaHuu
AC3U n ux pasmewieHnm Ha OU;

- BbinonHeHueM dyHkuui 3awmTel oT MNC SMB npu akcnnyatauum AC3U.

4.6 MNpu cosgaHum AC3U c uenbio noctpoenuna 3awmtebl ot MNMC OMB npoBoasTcsa cneayiowme pabo-

Tbl:

- pa3paboTka NPOEKTHbIX peLueHuit 3awmTbl AC;

- peanusauua NPOEKTHbIX peleHui 3awmTbl AC;

- BBOA B Aenctene AC B 3awiieHHom ot NC SMB ncnonHeHuu.

4.7 MNpw skcnnyaTtauun AC3U ansa sawumtel oT NMC SMB nposoasaTcs cneayiowme paboTbi:

- UCMOMNb30BaHNE N0 Ha3HAYEHUIO TEXHUYECKUX cpeacTs oBHapyxeHus NC SMB u TC sawmtol o1 MNC
OMB;

- BbINONIHEHWE OpraHU3aLMOoHHO-TeXHUYECKMX MeponpusaTuin no 3awmrte AC ot NMNC 3MB Ha OWY;

- TeXHUYecKas aKcnnyartauus cpeacts o6HapyxkeHusa NMC 3MB u TC sawuTel ot NC 3MB;

- KOHTpOnb 3awmeHHocTn AC ot INC SMB.

4.8 PaboTbl N0 NOCTPOEHMIo cuctemMbl 3awwmtbl AC oT MC 3MB A0MmKHbLI NPOBOAUTLCS BO B3aumoaei-
CTBMU CNeAyoLUX OpraH13auui n OpraHos:

- opraHusauuu/yupexxgeHus-nons3osarensa AC3W, aensawoweiica 3akasyukom pabor;

-CNeunanM3upoBaHHON opraHu3auuu, SBRAOLWERca ucnonHuTenem paboTt B Yactu pa3paboTku npo-
€KTHbIX PELUEHUI 3aLUnTbI;

- MPOEKTHOI opraHusauum, opraHudauuii-noctaswmkos AC3U, cpeactB oBHapyXeHuUs U 3awuThbl OT
npeAHaMepeHHbIX CUMOBbIX 3NIEKTPOMArHUTHLIX BO3AEWCTBUN, CTPOUTENbHBIX U MOHTaXHbIX OpraHusauun,
ABMNSAIOLLMXCA MCNOMHUTENAMU paboT B YacTu peanusauuy NpoeKTHbIX peLleHuin 3awmTel AC Ha OU;

- 9KCNEepTHOW OpraHU3aLum, BbIMOSHAIOLLEH 3KCNEePTHO-aTTECTaLMOHHbIe PYHKLMK;

- KOHTPOJbHO-HAA30PHOrO OpraHa Be4OMCTBA, B COCTaB KOTOPOro BXOAMUT OpraHusaunsi-nonbL3oBaTenb
AC3U;

4.9 dyHKumsaMM 3akasdmka pabot no sawmrte AC ot MNC OMB asnsiores:

- NPefocCTaBneHne UCXOAHbIX AaHHbIX UCONHUTENSAM;

- yyactue B paspabotke MY, B cucteMHoun npopaboTke NMpOEKTHbIX peLleHuid, pazpaboTke, cornaco-
BaHWW 1 yTBEPXAEHMM T3 Ha co3aaHue cuctemsol 3awwutbl oT NMNC SMB, B opraHusaumun npoBeaeHus npuemMo-
CAATOYHbIX UCMbITAHUN;

- pa3paboTka OpraHu3auoOHHO-PacnopaAUTENbHOM gokymeHTauum no 3awuTte AC ot NMC SMB;

- corrmacoBaHue MpaBui NOMb30BAHUA WU WHCTPYKUWMIA NO 3KCnnyaTauuum MNporpammHO-TEXHUHECKUX
cpeacts 3awwuTbl oT NC SAMB 1 gpyrux akcnnyaTayMOHHbIX JOKYMEHTOB.

4.10 Cneunanu3upoBaHHOW OpraHusauven ABMAETCA OpraHusauus, YNormHOMOYEHHast KOHTPOMbHO-
HaA30pHbIM OpraHoM BEAOMCTBA Ha NpoBeaeHue paboTt B obnactu 3awwmTsl ot NMC SMB.

4.11 OyHKUMAMM cneluanu3mpoBaHHOW OpraHM3auun siBRAIOTCA:

- BbINOMHEHWE KOMMNEKCa NpeanpoekTHeIX paboT, Bknovaa paspabotky MY, npoeegeHue obeneno-
BaHua AC B coctaBe OW, cUCTEMHYIO NPOpPaboTKy NPOEKTHLIX PELUEHUI B BUAE KOHUEMNUMM 3aluTbl, paspa-
BoTky T3 Ha cuctemy 3awutbl ot NC SMB;

- HAYYHO-TEXHUYECKOE CONPOBOXAEHNE NPOEKTHLIX U MOHTAXHbIX paboT;
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- nposeaeHue ucnoitanuini AC no MOCT P 52863;

- y4acTue B NpPOBEAEHUU NPUEMO-CAATOUHbIX UCMbITAaHUI cucTembl 3awuTbl AC ot NMC 3MB, npose-
AeHne oueHkn ee ah(heKTUBHOCTH;

- NOAroTOBKA MakeTa JOKYMEHTOB Ans arrecrauum AC B 3aLLMLLEHHOM UCMOSTHEHUN;

- NNAHOBAaA NPOBEpPKA 3alLUMTHLIX CBOMCTB (TecTupoBaHue) akcnnyarupyembix AC3U B coctase OU, a
TaKkKe ueneesan NpoBepka Npu U3MEHEHUSIX ero UHGPACTPYKTYpbl, COCTaBa M Pa3MeLleHUss OCHOBHOIO U
BCNOMOraTenbHOro 06opyaoBaHus, u npu usmexnedun My Nc SMB.

4.12 MNMpoeKTHON opraHu3auuen No BbINONHEHUIO paboT, cBA3aHHbIX C 3awmToi AC B coctase OU ot
NMC 3MB, ABNAETCS YNONHOMOYEHHAA KOHTPONIbHO-HAA30PHLIM OPraHOM OpraHusauus, Cneuuanusupyto-
wasca B o6nactu npoektupoaHus AC3M u OU n umelowasa nMUeH3un Ha npoBegeHne paboTt no sawmre
MHopMaLK.

4.13 ®YyHKUMAMU NPOEKTHOW OpraHu3aummn ABNSeTCA BbINONHEHWEe kommnnekca padoTt no paspabotke
NpoeKTHbIX peweHui 3awmTtbl AC ot NMC SMB B BUuae paboyeli 4oOKymeHTaumu ¢ NnpuBa3skon k OU.

4.14 OpraHusauusaimu - noctaswukamu AC3U, cpeacte oGHapyxeHus u 3awmtel ot NC SMB apnsioT-
€A OpraHu3aumu, ynonHOMOYEHHbIE/NPU3HAHHBIE KOHTPOMbHO-HAA30PHLIM OPraHOM U UMEIOLLME NULEH3UN
Ha pa3paboTKy, U3roTOBMEHNE U PEMOHT AaHHbIX TC.

4.15 ®yHkuusiMu opraHusaumii-noctaBmkoB AC3U, cpeacts oGHapyxeHus u 3awmtbl ot NC 3MB
ABMAOTCA:

- paspaboTka, M3roToBfieHMEe M NOCTaBka MporpaMmMHbix U TC COOTBETCTBYIOLLETO HA3HAYeHUs CO-
rnacHo T3 u yaosneTsopsiowmux Tpebosanuam FOCT P 52863, a Takke npoBeaeHne Ux CEpBUCHOTO o06cny-
>KUBAHUA N PEMOHTA;

- paspaboTka akcnnyaTauMoHHOW AOKYMEHTaUuMn Ha noctaensaemMble TC.

4.16 MoHTaXXHOW opraHu3auuei no BbINONHEHUIO paboT, cBA3aHHbIX ¢ 3awmTol AC ot MNC 3MB sB-
NAETCA OpraHu3auus, cneuuanu3upyiowasncs B MOHTaxe, nycke u Hanagke AC3W, cpeacte oGHapyeHus u
sawwmTbl oT NMC 3MB, nubo Apyras BHELWHSA OpraHW3auusa ykasaHHOro npoduns, UMeloWwas nuueH3un Ha
NPOBEAEHUS AaHHBIX paboT M NONHOMOUNSA/0A06PEHUA KOHTPONBHO-HAA3OPHOIO OpraHa.

4.17 KOoHTpONbHO-HAA30PHLIV OpraH (popMUpyeTCA Ha BEAOMCTBEHHOM ypoBHe Ha 6ase noapasaene-
HWsA, pas3pabaTbIBAIOLLErO N KOHTPOSUPYIOLLErO BbiNONHEHUe TpeboBaHuin Nno 6e3onacHOCTH nHdopMaumm u
obbekToB, NMMBO Ha beaepanbHOM ypoBHE Ha 6a3e ronoBHbIX N0 Bonpocam 6e3onacHOCTU uHdopmaumu u
o6bekToB BegomcTs Po.

4.18 DYHKUMSAMN KOHTPONbHO-HAA30PHOIO OpraHa siBnsieTcs paspaborka u yreepxxaeHue TpeboBaHum
K cpeactsaM M MepaM 3aluTbl U KOHTPOJSb UX BbINOMHEHMS, NpeA0CTaBneHne nosHOMO4YMin/ogoopeHuin op-
raHu3auusm, y4acTBYIOLLMM B NpOBeAEHUM paborT.

4.19 DKCNepTHON opraHusauuein ABNSETCA ynonHOMOYEHHAsK KOHTPONbHO-HAA30PHbIM OpraHoOM Nnpo-
dunbHasa no BONpocam 3aluTbl MHpOpMauun U 06bEKTOB OpraHu3auusi Be4omMcTBa, nubo ynonHomMo4eHHoe
noapasgernieHne LUTaTHOroO opraHa B COCTaBe royloBHOrO no Bonpocam GesonacHocTU uHdopmauum u o6b-
ekToB BegomMmcTea Po.

4.20 PYHKUMSAMMN SKCNEPTHON OpraHmsauun sBnsiioTC:

- Hay4yHO-TEXHUYECKasi SKCrepTu3a pesynbLTaToB NPeAnpoeKTHbIX, NPOEKTHLIX paboT, yyacTtue B UC-
nbiTaHusax AC B 3awmueHHomM ot NC 3MB ncnonHeHuu;

- cornacoBaHue u yreepxaeHue MY, skcnnyaTauMOHHbIX U OPraHW3aLMOHHO-PACNOPAAUTENLHBIX [10-
KYMEHTOB o 3awute ot NC SMB;

- KOHTpOnb peanusauuu TpeboBaHuii No obecneyeHmio HeobxoaumMoro ypoBHs 3awmtel AC ot C
OMB;

- pa3paboTka HOPMaTUBHbIX U METOAUYECKUX JOKYMEHTOB MO BonpocaM obecneyenus 3awmtbl AC ot
Mnc SMB.

5 OpraHusaums n cogepxxaHue paboT MO NMOCTPOEHUID CUCTEMbI 3aWUTbl OT
npegHamMepeHHbIX CUMOBbLIX 3MEKTPOMAarHUTHbLIX BO3AEMCTBUIA NPU CO3AaHUM aBTo-
MaTU3MPOBaHHbIX CUCTEM B 3allUILEHHOM UCMOSTHEHUU

5.1 Pa3paboTka KOHLENUUM 3alUTbLI aBTOMAaTU3MPOBaHHbLIX CUCTEM OT NpeAHamMepeHHbIX CH-
JIOBbIX 3S1IEKTPOMAarHMTHbIX BO34eUCTBUN

5.1.1 Uenbto paspaboTku koHuenumu 3awmtel AC ot NC OMB sBnseTcs onpeaeneHne OCHOBHbIX Ha-
npaeneHuin paboT no sawmTe M NyTen ux peanusaumm, obecneynBalomX BbINONHeHWe TpeboBaHui no 3a-
wute AC ot NC OMB B peanbHbIX YCMOBUAX €€ NPUMEHEHUS.

KoHuenTyanbHbie NpoeKTHbIE pelueHnus no 3awmte AC B Buae cuctembl 3awmtbl o1 MC SMB aomkHbI
paspabaTtbiBaTbCA C LieNnbio BbIpaboTKkM COrnacoBaHHOW TOUKU 3PEHUS MEXayY 3aKa34MKOM W OpraHu3aumsiMu-
UcnonHuTensimm pador.
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KoHuenuus sawmtel AC ot NC 3MB MoxeT paspabaTbiBaTbCs B BUAE OTAENBHOIO pasaena KoHuen-
uum AC (koHuenuum 3awmTel MHdopmayun B AC), Ha OCHOBaHMK KOTOPOro paspabartbiBaeTtcs T3 Ha co3aa-
Hne AC3U (MT3 Ha cosaaHue C3U n AC).

5.1.2 O6cnenoBaHne aBTOMaTM3MPOBAHHbIX CUCTEM B COCTaBe 06 bEKTOB MH(popMaTU3aLIMK

5.1.2.1 O6cneposaHue AC B coctaBe OM AOMKHO OCYLLECTBRATLCA C LEenbio nonydyeHus/coopa unc-
XOZHbIX AaHHBIX Ans BbINOMHEHUSA paBoT Mo NOCTPOEHUIO cuctembl 3awuTtbl AC o1 NMC 3MB. PaboTtsl gomk-
Hbl MPOBOAUTLCS MO YTBEMKAEHHBIM METOAMKAM U MporpamMmam.

5.1.2.2 B nporpamme 06cneaoBaHnsa A0MKHbI ObITb NPEAYCMOTPEHBI:

a) usyyeHue gokymeHtauum Ha AC un OW (NpoekTHOMW, 3SKCnnyaTauumoOHHOM, OpraHu3auuoHHO-
pacnopaauTenbHOW, Y4ETHON U T.N.);

6) BM3yanbHbIii OCMOTP C LEMbIO:

- YTOYHEHUS AaHHbIX, NOMNYYEHHbIX U3 AOKYMEHTauuu u coopa HeobXoAUMbIX AOMONMHUTENbHBLIX AaH-
HbIX;

- MPOBEPKU BbINONHEHUSI BEAOMCTBEHHbIX TPEOOBaHUI U PEKOMEHAAUMNA U BbISIBNEHUS (DAKTOPOB YA 3-
Bumoctu AC k NC 3MB;

B) TECTUPOBaHKUE C NOMOLLLIO cneumanbHblx TC ¢ uenbio:

- onpeaeneHus/yToYHEeHNs 3NeKTPOMUIMYECKUX XapakTepPUCTUK KOHCTPYKTUBHBLIX 3SnemeHTos OWU
(npumMeHsitoTca nmutatopbl SMB u cpeacTea ux uamepeHus u o6paborku);

= YTOYHEHNA pacnonoXXeHua Tpacc IJNEeKTponuTaHua n TIMHUIA CBA3M (I'IpVIMGHHIOTCH WHAWKATOPHbIE
YCTPOWCTBA);

- YTOYHEHUS MPOCTPaAHCTBEHHbLIX XapakTepuctuk O 1 ero aneMeHTos;

- pa3paboTku KapTbl pacnpeaeneHnst aNeKTPOMarHUTHbIX Nonen nomewweHus (nomeweHnin) OU;

) ONPOC U aHKETUPOBAHWE CNeLnanucToB C LUenbio noctpoeHna MH (NpuMeEHSAIOTCA MEeTOAblI 9KCrepT-
HbIX OL|EHOK).

5.1.2.3 PesynbTathl 06cnegoeanus OM gomkHbl 0popMnaTECA OTAENbHBIM NPOTOKOOM.

CocraB uHdopmauumm, onpeaensiemon npu obcnegosaHun AC B coctae OW, npuBeseH B NpUIoxe-
Huun B.

5.1.2.4 Mo pesynbTatam 06crneaoOBaHUA COCTABNAETCS ONMcaTeNbHAsA XapakTepucTuka, BKIoYaroLlas
cneayowmit 0606LLEHHbIN NepeYeHb LaHHbIX:

- 0 npeanpuATun/ydpexxaeHun, B COCTaBe KOTOpPOro akcnnyatupyetrca AC3WU, sknmiovaiowme obwme
JaHHble (HauMeHOBaHWe, pacnofioXeHue, TONOoMnorMa U UHMPACTPYKTypa, pexumbl (DYHKLUOHMPOBAHUS,
nepcoHar), AaHHble 0 cuctemax 6e30nacHOCTU OT NPUPOAHBLIX TEXHOTEHHBIX U aHTPOMOFEHHbIX YIPo3, AaH-
Hble 0 cuctemax obecneveHus (ANeKTponuTaHne, 3a3emnexlne, CTpyKTypupoBaHHas kabenbHas ceTb);

- no OW, Bkntovatowme obye aaHHble (MECTO PACNOMOXKEHUA U FPAHULBI, HAUMEHOBAHUE U NpeaHa-
3HaYeHue, pexumbl MYHKLMOHUPOBAHUS, NEPCOHAN), AaHHbIe O MPUMEHSAEMbIX HA HEM Mepax U cpeacTBax
6e30nacHOCTH, AaHHbIe 0 CUCTEMAXx U cpeacTBax obecneveHus;

-0 TC u cermeHTax WHAHOPMALIMOHHBLIX CUCTEM, DYHKLUMOHUpPYIOLWMX B cocTaBe OU (coctaB u obwan
XapaKkTepucTuka, AaHHbie 0 ceTeBOoM obopyaoBaHuM, TMN obwero u cneunanbHoro MO, xapakrepuctuka
peluaembix 3agav);

- UHpopmaLUua ana nocTpoeHnsa MH (Tunbl n cocTae HapyLuMTenen, X ocHaleHue, NpodeccMoHanb-
HbI1 YPOBEHb, Lienu, cnocotbl AeNCTBUIA).

5.1.3 MocTpoeHue mogenu yrpo3 6e30nNacHOCTM aBTOMATU3UPOBAHHOW CUCTEMbI C YYE€TOM
BO3MOXHbIX NpeaHaMepPeHHbIX CUNOBLIX 3NeKTPOMarHMTHbIX BO3AeNCTBUN

5.1.3.1 KoHeuHoW uenbio paspabotku MY aBnseTcs nonyyeHue AaHHbIX, HE0OX0AUMBIX Ans BbIpaboT-
KM NPOEKTHbLIX PELLEHUI NO NOCTPOEHUIO aA€eKBAaTHOW CUCTEMBI 3almTbl MHGopmauumn B AC ot NC 3MB.

5.1.3.2 Paspa6oTka MY gosmkHa BKno4aTh:

- onpeaeneHue yrpo3 6esonacHoctu uidopmauumn B AC 1 oLieHKY NOCNEACTBUN UX peanusaumu;

- paspabotky MH;

- onpeaeneHue yassumocten AC B coctase OWU, cooteeTcTBylOWMX yrpo3am MNC SMB.

5.1.3.3 NepeueHb yrpo3 6esonacHoctn nHdopmauuu B AC aomkeH hopMUpOBaTLCH C y4ETOM BO3-
MOXHbIX BapuaHToB nposeaeHus OMB u ux NOCNEACTBMIA, Pa3nMUalOLLMXCA XapakTepoM U pa3mepamu
yuwiepba. Benuumna oxupaemoro yuiepba sBNSeTca nokasatenem Ans NpoBeAEeHUs PaHXUPOBAHUA Yrpo3.
BasoBas npoekTHaA yrpo3a cooTBeTCTBYET Haubonee onacHOMy BapuaHTy NPOSABIIEHUNA Yrpo3bl, COOTBETCT-
BYIOLLEMY HaubonbLUEN BENMYUHE HAHOCUMOTO yLep6a.

5.1.3.4 Noa MH cneayetT noHumaTtb OGOGLLEHHYIO XapaKTepuCTUKy ucnonHutensa yrpossl MC 3MB
NPUMEHUTENLHO K KOHKpeTHON AC. KoHeuHoil uenbto coctaenenusa MH asnaetca onpeaeneHue Hanbonee
BEpOATHbIX TNoB TC SMB 1 oxnaaembix MECT UX NpUMEHeHUs (NOAKNIOYEHUA), NPUBOAALLMX K peanu3a-
U1K yrpos B OTHOWEHUN KOHKpPeTHON AC. B MH aHanusupyeTcs peanbHOCTb peanu3aumn KOHKPETHBIX Yrpos3
C Y4€TOM BO3MOXHOCTEW HapywmTens u cneumcuku OU.
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5.1.3.5 B cocTaB KayeCTBEHHbIX U KONMYECTBEHHbIX Xapakrepuctuk MH Bxopar: Tun HapywmTtens
(BHELUHWIA, BHYTPEHHUI, KOMOUHUPOBAHHbIN), YUCNEHHLIN COCTaB, MOTUBaLUUA, Lens SMB, BoopyxeHue u
ocCHaLeHue, kBanudmkaums U HaBbIKW, BO3MOXHOCTU NpuobpeTeHus/msrotosnedmsa TC SMB u nx napameT-
pbl, cTeneHb UHpopmupoBaHHoCTU 0 AC, O 1 ero anekTpoHHON UHPACTPYKTYpe, TakTUKka COBEpLUEHUS
3OMB, nonHomo4uMA aoctyna u gencrsun Ha ON.

5.1.3.6 Paspaborka MH gomkHa npov3BoaAUTLCA CNEeLUanM3upPOBAHHONW OpraHu3auuen ¢ npueneye-
HWEM B Ka4eCTBe IKCNEepTOB NpeACTaBUTENEN OpraHnM3aLum—3akasyuka.

5.1.3.7 Yaszeumoctn AC k NC 3SMB xapakrepusyloTca COBOKYNHOCTbIO YCMOBUM, CNOCOOCTBYIOLUX
peanusauumn gaHHoN yrpo3sbl Ha OWU.

K chakTopam ya3BUMOCTM OTHOCATCS:

- HU3KMI (HeaOCTaTOuYHbIN) YypoBEHDb ycTonuusocTu AC k MNMNC 3MB;

- OTCYTCTBUE/HEAOCTATOYHOCTb OPraHU3aLMOHHO-TeXHUYeCckux Mep no 3awmte AC ot NC OMB, npe-
AycmaTtpusaemblx Tpe6oBaHUAMU HOPMATUBHBIX OKYMEHTOB;

- OTCYTCTBUE/HEJ0CTaTOMHOCTb M HU3KUI YPOBEHb ONEPaTMBHOCTU nony4veHus undopmauum o6 yrpo-
3e;

- HeAOCTaTOYHOCTb 3aLUUTHBLIX CBOMCTB KOHCTPYKTUBHBLIX 9neMeHTOB OU no cHuwxkeHuio yposHei MC
3MB;

- HENoNHoTa n HeadPEKTMBHOCTb OPraHM3aLMOHHbIX Mep 3awmTbl oT NC OMB;

- HU3KWI YPOBEHb rOTOBHOCTU U KBanudukaumm nepcoHana OU k oTpaxeHuio yrpos NC SMB;

- HECOBEPLLEHCTBO OXPaHHO-PEXMMHBIX MeponpuaTtuii Ha OU, NO3BONAIOLLMX OCYLLECTBNATL Becnpe-
NATCTBEHHYIO A0CTaBKYy UCTOYHUKOB NMC OMB B MecTa nx apheKTUBHOrO NPUMEHEHUS.

5.1.3.8 BbisiBneHne ya3BMMOCTEN AOJDKHO MPON3BOAUTLCA NPUMEHUTENBLHO KO BCeM Tunam TC, cno-
Co6HbIM peanu3oBaTth yrpo3y kaxaoro suaa NC SMB ¢ kaxaoro B0O3MOXHOro HanpasneHus SMB. MNpusHa-
KoM ysassBuMocTM AC K KOHKpeTHomy Buay MNC OMB, peanudyemMoMy KOHKpETHbIM TC U3 3afaHHOW TOYKU
NMPUMEHEHUSA, ABNAETCA NPEBbILLEHWE YPOBHSA CUMNOBOr0 BO34EWUCTBUA, NPUXOASILLET0 HA COOTBETCTBYIOLLMUMI
nopt arakyemon AC Hag cywecteyiowmm B AC ypoBHEM ee yCcToinumBoCcTM K OMB B TeueHue npoMexyTka
BPEMEHM CYLLUECTBEHHO BAXXHOTO ANns AaHHOW AC.

$opma ceogHoM Tabnuupl yrpo3 NC 3MB npuseaeHa B npunoxeHuu B.

5.1.4 dopmupoBaHue TpeSoBaHuii NO 3aWMUTE aBTOMATU3UPOBAHHbIX CUCTEM OT NpeAHaMepeH-
HbIX CUNOBbIX 3MIEKTPOMArHUTHbIX BO3AEHCTBUNA

5.1.4.1 TpeboaHus no 3awurte AC ot NC SMB 3apatorcs B cocraBe obwmx TpeGosaHuii, npeabse-
naembix kK AC3U cornacHo NOCT P 51624, u BkniovaioT:

- TpebGoBaHmne K ypoBHIO 3ayuiueHHocTn AC ot NC 3MB;

- TpeBoBaHMsA K COCTaBy M XapakTepuctukaMm meponpusatuin no sawmrte AC.

5.1.4.2 TpeboBaHus K COCTaBy M XapakTepuctukam Meponpuatui no sawmte AC A0smKHbLI onpeae-
NATbCA B COOTBETCTBUM C TUMOBbIMKU TpeboBaHUSMM u pekoMmeHaauuamu no sawmte AC ot MNC SMB u
BKIO4aTh:

- Tpe6oBanua no ycronumsoctn AC3UM k NC 3SMB cornacHo MOCT P 52863;

- TpeboBaHUA K 3aLUMTHLIM CBOMCTBaAM cucteM obecneveHus AC3U un nomewenus OU;

- TpeboBaHusa K cocTaBy PyHKUMM M 06ecneyusaloLMM UX XapakTepucTukaM no peLeHnio 3agay oo-
HapyxeHua u sawmTel ot NMC SMB, peanusyembix TC;

- TpeboBaHuA k coctaBy (PyHKUMI U 0BecneynBaOWMM UX XapakTepucTukam, npeabasnsemolie Kk TC,
pewarLimm 3agaqm obHapyxenusa NMNC SMB 1 3aLmTbl OT HUX.

5.1.4.3 CocTaB 1 xapakTepucTuku mMeponpustuii no 3awurte AC gomkHbl o6ecneunsaTtb TpebyeMblii
ypoBeHb 3awpmieHHocTn AC ot MNC 3MB, peanuayembiX KaxabiM M3 BO3MOXHbIX CMOCOGOB C KaXaoro u3
BO3MOXHbIX YrpPOXKaeMbIX HanpaBneHuin cornacHo MY.

5.1.4.4 TpeGoBaHusa no 3awmte AC ot NC SMB gomkHbl ObiTb BKkNoYeHbl B T3 (YT3) Ha co3paHue
CUCTEMbI 3aLUTbl MHCpOPMAaLMKU OTAENbHbIM pa3aenom.

Mpu uenesoit paspabotke AC3U TpeboBaHue no ycroiunsoctu k MC SMB cornacHo MOCT P 52863
3apaetca B T3 Ha cosaaHue AC, paspabaTbiBaeMbix B cOOTBETCTBUM C TOCT 34.602.

5.1.5 PopmMMpoBaHMe NPOEKTHbIX PELIeHUi Mo 3aluTe aBTOMaTU3UPOBAHHLIX CUCTEM OT npea-
HaMepeHHbIX CUITOBbIX 3JIEKTPOMarHUTHbIX BO3AeNCTBUNA

5.1.5.1 TpoeKTHble peLlEHns CUCTEMbI 3alUMTbl POPMUPYIOTCA B XOAE BbIMNOMHEHUS] TEXHUYECKOrO
npoekta Ha AC3U cornacHo MFOCT P 51583 B Buae anbTepHaTUBHLIX BAPUAHTOB MOCTPOEHUSA CUCTEMBI 3a-
wutbl AC ot NC 3MB B cocrae OW, OCHOBAHHbLIX HA €AMHbIX MPUHLMNAX 3aLMTLI C Y4eTOM paspaboTaH-
Hov MY u pasnuyalowmxcsa nepevyHs MM MeponpuATUIA NoO 3aLUTe U YPOBHAMM UX geTanusauuu. B npoekt-
HbIX peLleHnaX 06beaANHATCA YacTHbIe OYHKLMOHArbHbIE CBOWCTBA 3aLLUMThI, peanusyemble OTAerbHbIMU
MEpPONPUATUAMU NO 3aLLuTe.

5.1.5.2 ®opMmupoBaHme NPOEKTHbIX PELUEHWA CUCTEMbI 3awwuTbl MHopmauun B AC ot MNC SMB

AOIMKHO NPOM3BOAUTLCA COrNacHO CrieyoLWmM OCHOBOMNONaraloLwmMm npuHLmunam:
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- 30HaNLHOCTH, NpeaycMaTpuBaioLLen 00pa3oBaHWe HECKONbKUX BIIOXKEHHbLIX KOHTYPOB, CO3AaI0LLMX
«3LWeNnoHNpPoBaHHyIo» 3awmTy AC;

- paBHONPOYHOCTU, NpeaycmaTpuBaioLLen obecneveHme TpedyemMoro yposHs 3awmiieHHoctu AC ans
BCEX BapMaHTOB peanu3aumnun 0XxuaaeMbix yrpo3 CO BCEX BO3MOXKHbIX HANPaBneHui;

- HA1eXKHOCTU U XMUBYYECTU, Npeanonaraowmx BbiNONHEeHUe 3aaad 3awmTbl AC B LUTATHLIX U YPE3Bbl-
YaHbIX CUTYaLUAX NyTeM NPUMEHEHUsT COOTBETCTBYHIOLLIMX TEXHUHECKUX PELLIEHWIA U OPraHU3aLMOHHBLIX Mep;

- afanTMBHOCTU, NpeanonaraoLwei BO3MOXHOCTb NepecTpoeHns (HapaluvBaHWsl) CUCTEMbl 3aLLuThbl
npu nsmeHeHusx MY, kondurypauumn u uHdpactpykrypol O, TepputopuansHoro pasmernesnsa AC3U;

- aAeKBaTHOCTU, NPeAyCMaTPUBAIOLLEH OPUEHTUPOBAHHOCTb NMPOEKTHLIX PELUeHU CUCTEMbI 3aLLUTHI
Ha NpuHATYI0 MY;

- KOHTPONSA 3aLUMLLIEHHOCTU, NPEAYCMaTpPUBAIOWEr0 BO3MOXHOCTb KOHTPONSA paboTocnocobHOCTU 3a-
LLMTHBIX KOMMOHEHT 1 BCEN CUCTEMBI 3aLmTbl AC B LIENOM, a Takke Nepuoanyeckoe u LeneBoe npoBeaeHme
O3 cucrembl 3awmTtbl AC3U ans noaTBepXaeHUsi ee 40CTaTOYHOCTHU.

5.1.5.3 lNpoekTHble peweHnsa cuctembl 3awmTl AC3U ot NC SMB B coctase OU aomkHbl paspaba-
TbIBaTbCS B HANpaBneHUAX:

- oB6ecneveHus Tpebyemoro ypoBHs yctonumBoctu AC k NC 3MB;

- (PYHKLUMOHANbLHOrO PaCLUMPEHUSI LUTATHLIX CUCTEM 0Ee30MacHOCTM OpraHuM3auuu, HanpaBAEHHOTro Ha
npegoTepauleHne goctasku TC MNC SMB B MecTa NPUMEHEHUSI U YTEYKU UHopmaumm 06 yazBuMoctsax OU
n aKcnnyaTupyembix B €ro cocrase AC;

- 06opyaosaHua O anemeHTaMu, NOBLILLIAIOLLMMU 3aLuLeHHoCcTL OU k MC SMB;

- LeneHanpaBneHHOro ucnonb3oBaHus TC oGHapyxeHua u 3awutbl ot MNC OSMB;

- NnpeaynpexaeHus, BbisiBNeHus, npecevenusa yrpos NC 3MB, ux nokanusauuu u nuksuaauyumn no-
CrneacTBUit NOCPEACTBOM OPraHU3aLMOHHBIX Mep.

5.1.5.4 MNpoeKTHbIe peLUeHNUsT CUCTEMbI 3aLLMTbI HE AOJDKHbLI OrpaHuMymMBaTh npumeHenne AC3U no Ha-
3HaYeHuIo.

5.1.5.5 Mo kaxxaoMy NPOEKTHOMY PELLUEHUIO 3aLUTbl A0IDKHA NpoBoaUTLCA O3 € uenbio noaATBepxae-
HWA TpeboBaHUIi 3aLUMLLEHHOCTU OT Yrpos.

5.1.5.6 BblbOp NpOEKTHOro peLueHusl, MPUHUMAEMOrO 3a OCHOBY CO3[aHUA CUCTeMbl 3awmTbl AC oT
MC 3MB, u3 coctaBa anbTEPHATUBHbLIX BAPUAHTOB, AOIDKEH OCYLLECTBNATHCA C Y4ETOM MX CTOMMOCTHbIX
OLIEHOK.

5.1.5.7 Buibop Tunoe TC oBHapykeHus u 3awmtbl oT NMC SMB 1 nopaaok ux pasmeLLeHus JOImkeH
YAOBNETBOPATE NPEABABAAEMBIM K HUM (DYHKUMOHaNbHLIM TpeGoBaHuAM u obecneunBaTb BO3MOXHOCTb
npYMeHeHUs B 06 bEKTOBLIX YCNOBUAX B COOTBETCTBUU C TEXHUYECKUMM YCAOBUSAMU HA U3AENUs.

5.1.5.8 TC oGHapyxeHus u 3aumtbl oT NMC 3MB, ucnonb3yembie B NPOEKTHLIX PELLEHUSIX CUCTEMDI
sawuTel AC, OOMKHLI COOTBETCTBOBATL TPeOOBAHUAM CTAaHAAPTOB W UMETb COOTBETCTBYIOLLME cepTuduka-
Tbl COOTBETCTBUA TpeboBaHuAM No obecrneyeHmnio 6e30nacHOCTH MHdopMaLun.

5.1.5.9 OpraHusaunoHHble Mepbl 3aumTbl AC o1 MC 3MB a0mkHbI B HAUMOGOMNbLUEN CTENEHU Cornaco-
BbIBATLCA C OBLLMMU PEXUMHO-OXPaHHLIMM Mepamu 3awmTel OU n mepamu 3awmtbl nHopmaumu B AC ot
yteuek no MAMUH. OpraHu3aumoHHble Mepbl pa3pabaTbiBalOTCA B AOMNOMHEHME K (PYHKUUSIM, OCYLLEeCTB-
nAaembiM TC oBHapyxeHus NMC OMB u TC 3awurtbl oT NMC 3MB. OHM A0MKHLI NPeayCcMaTpUBaTh BO3MOM-
HOCTb X KOMMNEHCMPOBaHUsA nNpu Bbixoae TC u3 cTpos.

5.1.6 OueHka 3¢phpeKTMBHOCTU 3alUTbLI AaBTOMATU3UPOBAHHbLIX CUCTEM OT MNpeaHaMepeHHbIX
CUJOBbIX 3JNIEKTPOMAarHMTHbIX BO3AeICTBUN

5.1.6.1 O3 cucremnl 3awutbl AC3U ot NC 3MB nossonseT onpeaenuTb CNOCOOHOCTb NPUMEHSIEMbIX
Ha OU TC 1 opraHM3aUMOHHbIX MEepP NPOTUBOCTOATL KOHKPETHON Yrpo3e, peanusyeMoii cornacHo paspabo-
TaHHOI AnsA Hero mogenu yrpos. Lensio O3 ABnseTca nposepka PyHKUMOHANbLHOW AOCTaTOMHOCTN U afek-
BaTHOCTU CUCTEMbI 3aLLUUThI OT OXXUAAEMOI Yrpo3bl, AOCTUraemMon KOHKPETHbIM BAPMAHTOM €€ NOCTPOEHUS.

5.1.6.2 O3 cucremnl 3awutbl AC3U ot NC SMB gomkHa npoBoaAUTLCA Npu:

- CPABHUTENMbLHOM aHanu3e anbTepPHaTUBHLIX BAPMAHTOB NPOEKTHLIX PELLUEHUI CUCTEM 3aLLUTbI;

- BBoge AC3W B gencrsue;

- UBMEHEHUM YCNOBUIA akcnnyaTaumu AC3W, coBepLUEHCTBOBaHUM CPEACTB U CcnocoboB anekTpomar-
HUTHOrO HanageHus u Apyrux akropax, TpebyloLmX NPOBEPKU AOCTATOYMHOCTU U aAEKBATHOCTU 3aLUUTHBIX
ceoncte AC3U;

- YTOYHEHUsIX U uameHeHuax My u MH.

5.1.6.3 Opranusauma nposegeHna O3 3sawmtbl AC ot IC OMB Bo3naraetca Ha npeanpu-
ATue/yupexaeHue-nonb3osarenn AC3U. Pabotbl no O3 a0mkHbI NPOBOANUTLCS CNELManU3npPOBaHHO| opra-
HW3aumen ¢ NPUMEHEHNEM YTBEPXEHHbIX METOAMUK U NPOrpamMm.

5.1.6.4 Pe3ynbtatbl O3 0bopMnsiOTCA B BUAE 0TYETA, COrnacyemMoro ¢ 9kCnepTHon opraHusauuen.



FOCT P 56103—2014

5.2 Peanu3aumusi NMPOEKTHBLIX PeWeHUii CUCTeMbl 3aWUThl aBTOMAaTU3UPOBAHHbLIX CUCTEM OT
npegHaMepeHHbIX CUMOBbIX 3NeKTPOMAarHUTHbIX BO3AeNCTBUIA

5.2.1 TexHnyeckoe 3agaHne Ha NPOEKTUPOBaHUE

5.2.1.1 CooteetcTBylowue pasgensl T3 (UT3) Ha npoekTUpoBaHWE CUCTEMbBI 3aLUMTbl MHCpOpMaL UK B
AC ot NC 3MB pa3spabartbiBaloTcsi ¢ Lenbio onpeaeneHus Tpedosanuii k AC3U B yactu 3awutel ot MNC
OMB, a TaKke onpeaeneHus CocTaBa U coiepXXaHust pabot u nopsaka ux NpoBeaeHUA.

5.2.1.2 TpeboaHusa no 3awmrte AC ot NC SMB aomkHbl BKNoYaTbes B T3 Ha cosgaHue AC3U oT-
AenbHbiM pasgenom unu B T3 (UT3) Ha co3gaHue cuctembl 3awmThbl uHpopmayuu 8 AC ot NC 3BM.

Mpu npoBeaeHnn AaHHbIX paboOT Ha CTaAUAX CTPOUTENLCTBA, PEKOHCTPYKLUUU U TEXHUYECKOrO nepe-
ocHaweHuss OU 3agaHusa Ha aTn paboTbl B YACTU 3aLUMTbl MOMELLEHUN, KOMMYHUKauuin, TC obecneveHuns u
T.N. BKITIOYAIOTCA B COCTaB CMEXHbIX pa3genoB ocHoBHOro T3 Ha OW.

5.2.1.3 T3 Ha cosganue AC3U (T3 (UT3) Ha cospganme C3U B AC) ¢ yueTom TpebGoBaHui NO 3awmre
o1 NC 3MB A0MmMKHO COrnacoBbIBATLCS U YTBEPXKAATLCA B COOTBETCTBUM € TpeboBaHusmu FOCT 34.602.

5.2.1.4 T3 Ha cospganune AC3U (T3 (UT3) Ha cosganne C3U B AC) B yactu 3awmtbl ot NC 3MB
AOIMKHO coaepXaTh:

- CCbIfIKYy Ha HOPMAaTUBHO-METOAMYECKME AOKYMEHTbI, C YYETOM KOTOPbIX ByayT paspabarbiBaTbCca u
peanu3oBbIBaTLCSA MEpPbl 3aLLMThI;

- UcxogHble aaHHble no AC3U u OU (HasHavyeHune u koHdurypauus AC3U, yCTOMUMBOCTb IN1EMEHTOB
AC un kxommyHukauui k NC OMB, pacnornoxeHue OTHOCUTENbLHO rpaHuy K3, mHdpacTpykTypa, pexxumbl
dyHKUMOHUPOBaHUSA n nepcoHan ON);

- TpeboBaHUs K yCTon4nBocTn anemeHtoB AC3U k MNC SMB;

- TpeboBaHuA NO 3aLmTe TEXHUYECKUX cucTem, obecneunsaiomx yHkyuoHuposanue AC3U, ot MNC
SMB;

- nepeyeHb NpPeabSABNSAEMON 3aKa3uMKy Hay4YHO-TEXHMYECKON NPOAYKLMU U JOKYMEHTaLMu;

- CPOKM BbIMONHEHUSI U UConHuTENen paboT, NopaaoK NPUEMKU paboT Mo CO3AAHUIO CUCTEMBI 3aLliu-
Tl AC o1 NC SMB.

5.2.2 BbinonHeHMe NPOEKTHbIX paboT

5.2.2.1 Pa3paboTka NpOeKTHOW AOKYMEHTauuu Ha co3gaHue cucrtembl 3aumtbl AC ot NC 3MB, akc-
nrnyatupyemon B cocrase OW, AOIDKHA MPOU3BOAUTLCA B COCTaBe paspaboTku TEXHUYECKOro NpoekTa Ha
AC3M nnbo oTaenbHO M OCYWECTBAATLCA C y4eTOM TpebOoBaHMi, YCTAHOBAEHHLIX B COOTBETCTBYIOLLEM
HOPMaTMBHOM AOKYMEHTe, NPUHATOM MuHcTpoem Poccum [1]. B npoekTHON AOKYMEHTaLun peanusyloTcsi
NPOEKTHbIE peLleHus], pa3paboTaHHble Ha CTaguu NPeanpPoeKTHbIX paboT.

5.2.2.2 MNpoekTHaa AOKyMeHTauusa Ha cuctemy 3awmtbl AC ot NC SMB odhopmnseTcsa B COOTBETCT-
Bun ¢ FOCT 2.120 B BMAE OTAENBHOIO TOMa U COCTOUT M3 MOSICHUTENbBHON 3anMUCKU U NPUIOXKEHWI, BKIIO-
YyaLwmx HeobxoauMble YepTexku NIaHUMPOBOK, CXeMbl KOMMYHMKaLUMK, cneuudukaumio obopyaoBaHwus,
CMETHYIO AOKYMEHTaLuIO u Apyrne marepuarnsi.

5.2.2.3 Mpu npoekTtupoBaHun cuctemol 3awmtbl AC ot NC SMB gomkHo ncnonb3oBarbcsi 060pyao-
BaHuWe, COOTBETCTBYIOLLEE 3aaaHHbIM TpeboBaHuAM no ycToiunsoctu no FOCT P 52863 u umerowiee cooT-
BETCTBYIOLLUE CepTUdUKaThI.

5.2.2.4 Pasgen no sawmte mHopMmauun TexHudeckoro npoekra AC B vactu 3awmtbl ot NC OMB
MOAMEXUT SKCMepTu3e, Ha KOTOPYIO NPEeACTaBNAoTCA:

- MOSAACHUTENbHAA 3anMcKa C NPUMOXKEHUSAMMU;

- MYy,

- O3 3awutbl nHpopmauyun B AC3UM ot MNC SMB.

Mpu aKkcnepTu3e NpoekTa paccMaTpuBatoTCs:

- 060CHOBaHHOCTL BbIGpaHHOrO Mecta pacnornoxeHnuss O n pasmelyeHns AC3WU, a Takke oBOCHO-
BAHHOCTb MPOEKTHbIX PELUEHWNIA 3aLLUTbI;

- AOCTaTOYHOCTb MPUHATBIX B NPOEKTE Mep no obecneyeHuto 3awmTel O ot MNMC BMB u ux ageksat-
HOCTb MY;

- COOTBETCTBUE YPOBHS NPUHATbLIX OPraHU3aUMOHHO-TEXHUYECKMX Mep 3aLLUUTbl YPOBHIO COBPEMEHHbIX
OOCTMKEHUI HAYKN U TEXHUKMU;

- MPUMEHEeHne B NpoekTe cepTuduumpoBaHHbiX TC 0GHapPYXeHUA U 3aLUmnThbI.

Mo pesynbTaTtam 9KCMepTM3bl AAHHOTO AOKYMEHTA MO 3aluTe MHOpMAaLMKU COCTaBNAETCA 3akKmiode-
HUe, KOTOPOe yTBEePKAAaeTCA NpeaceaaTenem 9KCnepTHOW KOMUCCUM U HaMpaBnseTCa 3aKka3yuky.

5.2.3 BoinonHeHue paboT N0 MOHTaXy, NYCKY M Hanagke aBTOMaTU3MpOBaHHbLIX CUCTEM B 3a-
WMILEHHOM OT NpegHaMepPEeHHbIX CUITOBbIX 3NIEKTPOMArHMTHbIX BO3AENCTBUIA UCMOSTHEHUMN

5.2.3.1 Mo pesynbTatam NPOeKTHbIX paboT OCYLLECTBAKTCS:

- noctaBka ceptuduuuposaHHbix TC AC, COOTBETCTBYIOLIMX TPebGoBaHUAM N0 yCTOMYMBOCTU K MC
OMB u npoweawmx ucnoitanusi no FOCT P 52863;

8



rOCT P 56103—2014

- mocrtaBka ceptuduumpoBaHHbix TC o6HapyxeHusa u 3awmtbl oT NMC OMB, COOTBETCTBYIOLLMX 3aAaH-
HbIM TPpeGOBaHUSIM U HOPMATUBHLIM [JOKYMEHTAaM;

- CTPOUTENbHO-MOHTaXHbIE paboThI.

5.2.3.2 CTpoOUTENbHO-MOHTXHbIEe pabOTbl BKIOYAIOT:

- BbINOSNIHEHME paboT N0 CTPOMTENLCTBY/PEKOHCTPYKUMU CNeunannu3npoBaHHbIX 34aHWUI, NOMELLEHWN,
COOPYXEHUW, NpeAHa3HauYeHHbIX Ans co3ganusa OU u pasmeweHna B Hem AC3U;

- o6opyaosaHue OW 3aLUTHBIMU KOHCTPYKTUBHBLIMU 31EMEHTaMu;

- COOPY>XEHME/NPOKNaAKy B 3alULLIEHHOM UCMOMHEHUN NUHWIA CBA3U, 3NEKTPONMUTAHUSA, 3a3eMmeHus],
KaHarnoB U KOMMYHUKALIUM CUCTEM BEHTUNSILMU, KOHAMLMOHMPOBAHUSA, NOXAPHON U OXPAHHOW CUrHanNu3auum
nT.N.;

- MOHTaX, MOAKMIOYEHNE U HACTPONKY TEXHUYECKMX U NpOorpaMmmMHbIX cpeacts AC u C3U;

- MpoBeAEHUe NyCKOHAanNaA0uHbIX paboT.

5.2.3.3 ABTOpPCKMIA HAA30p 3a CTPOUTENLbHO-MOHTaXHbIMU paboTamu OCYLLECTBRSIETCA Ha UX 3aBep-
waoLLlem arane B COOTBETCTBUMU C TpeOOBAHMSAMU, YCTAHOBMEHHBIMW B COOTBETCTBYIOLLUX HOPMATUBHbIX
AOKYMEeHTax.

ABTOpCKMI HaA30p AOIDKEH MPOBOAUTLCS pa3paboTuyMkoM npoekTa cuctembl 3awmtbl AC ot MC
SMB.

5.2.3.4 MNyckoHanago4Hble paboTbl BKIOYAIOT:

- aBTOHOMHYyI0 Hanagky AC3U, TC obHapyxeHus u 3awmTbl u ux MO;

- KoMnnekcHyio Hanaaky AC3U, TC obHapyxeHus 1 3aumTthbl B coctaBe OU;

- NpoBeAeHue npeaBapuTenbHbIX ucnoiraHun AC3U, TC obHapyxeHus u 3awmtel B coctase OU Ha
paboTocnocobHOCTL U cooTBETCTBME T3 B COOTBETCTBMM C MPOrPaMMOA U METOAUKOW npeaBapuUTEnbHbIX
UCMbITAHWA, YCTPAHEHUE HEUCNPABHOCTEN U BHECEHWE U3MEHEHUI B NMPOEKTHYIO U SKCMNyaTaLUOHHYO A0-
KYMEHTaLMIO B COOTBETCTBUM C MPOTOKONOM UCTbITAHUIA.

5.2.3.5 NpensapurenbHbie UCNbITaHUSA AOIMKHbI NPOBOAUTLCA B cooTBeTCTBUM € TOCT 34.603.

5.2.3.6 OQHOBPEMEHHO HA 3Tane CTPOUTENbHO-MOHTAXHBIX U MYCKOHANaA04HbIX paboT AOMKHLI NPO-
N3BOAUTLCS:

- paspaboTka komnnekra AokymeHTauum no akcnnyartauum AC3U B coctase OU 1 aeicTeuii No BbiAB-
NIEHNIO 1 pearnposaHunio Ha yrposbl NC OMB, nokanu3auumn U NMKBUAALMKU UX NOCNEACTBUN;

- paspaboTtka pasgena opmynspa (TEXHMYECKOro nacrnopra) aBTOMaTu3MpOBaHHON CUCTEMbI B 3a-
LUMLLEHHOM MCMONHEHUU B cocTaBe 0O6beKTOB MHpopmaTusauum no 3awmrte ot NMNC SMB (cMm. npunoxxeHue

n;

- noaroToBka nepcoHana OWU u cnyxobl 6e30nacHOCTU NpeanpuUATUA K NpoBeaeHuio paboT no 3awmre
AC ot NC 3BMB Ha sTane akcnnyaTtauuu.

Mo pe3ynbTaram nyckoHanaao4HbIx pabot AC3U nepenaeTtcs B ONbITHYIO SKCnsyaTaumio.

5.3 BBog B gecTtBue aBTOMaTU3MpPOBaAHHbIX CUCTEM B 3alUIEHHOM OT NpeaHaMepPeHHbIX Cu-
FI0BbIX 3J1I€KTPOMarHMTHLIX BO3AENCTBUA NCNONHEHNUN

5.3.1 Beog B geicrteue AC B 3awmuieHHoM ot NMC SMB ucnonHeHun ocyLeCTBNSIETCA B COOTBETCT-
Bum ¢ FTOCT P 51583 n BkmovaeT npoBeaeHUE ONbITHOM 3KCnnyaTauuun, NPUEMOYHBbIX UCMLITAHUW U aTTe-
cTauuio.

5.3.2 MNMpoBegeHue ONbITHOW JKCNIyaTauuu aBTOMaTU3MPOBAHHbLIX CUCTEM B 3alNIEHHOM OT
npeaHaMepPEeHHbIX CUFOBbIX 3MEKTPOMArHUTHbIX BO3OeMCTBMM MCNOSIHEHUM B COCTaBe OOLEKTOB
MHdopMaTU3aLMKn

5.3.2.1 Beog AC3U B onbITHYIO 3KCnyaTauuio NponM3BoanTCs Ha OCHOBE akTa, COCTaBssieMoro no pe-
3ynbTatam npeaBapuTenbHbIX UCTILITAHUMN.

5.3.2.2 OnbiTHaA akcnnyatauust AC3U B coctrase OU nposoautca B cootBeTctBumn ¢ FOCT 34.603 u
BKITIOYaeT:

- onbITHYIO akcnnyatauuio AC3U, TC obHapyxeHna n 3awmtbl oT NC OMB B kOMNNeKce ¢ Apyrumu
TEXHUYECKUMU U MPOrpaMMHBIMU CPEACTBAMU B LIENAX NPoBeEpKM ux pabortocnocobHocTn B coctase OU u
oTpaboTku npoueayp 3aLmTbl MHOPMALUU OT YHUHTOXEHUSA, UCKAXKEHUS, BNTOKMPOBAHUS;

- AONONHUTENbHYIO Hanaaky TC oGHapyxeHus u 3awmtel oT NC SMB u gopabotky ux MO;

- obopmMmneHue aKkTa 0 3aBepLUeHUU OMbITHOW IKCNnyaTauuu.

5.3.3 MpoBeeHMe NPUEMOYHbIX UCTILITAHUA ABTOMATU3UPOBAHHbLIX CUCTEM B 3aLUIWEHHOM OT
npeaHamMepeHHbIX CUJIOBbIX 3MIEKTPOMAarHUTHbIX BO3AEUCTBMI MCNOSIHEHUM B COCTaBe OGLEKTOB
uHgopmaTusaumm

5.3.3.1 MpuemouHbie ucnoiramsa AC B 3awmiueHHom ot NMC 3MB mucnonHeHumn AoIpkHbI NPOBOAUTLCS
no pesynbTaTaM OMbITHOW 3KCMyaTaumn.

5.3.3.2 NpueMouHble UCnbiTaHUs NPOBOAATCA B cOOTBETCTBUMN C TOCT 34.603 u BKMIOYaloT:

- UCMbITaHUA Ha cooTBETCTBME T3 cornacHo nporpamMmme n METOAUKE UCMbITaHWUI;
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- aHanu3 pe3ynbTaTtoB ucnbiTaHuii TC oOHapyxeHus u 3awmtbl oT MNC 3MB u ycTpaHeHue BbISBeEH-
HbIX HEJOCTATKOB;

- opopmnenne akra npuemku AC3U B NOCTOAHHYIO 3KCMsyaTaLumio.

5.3.3.3 Mo pesynbTatam npeaBapuTenbHbIX ucnbitaHnin AC3W npeacraenseTca ana arrecrauuu no
TpeboBaHnam 6esonacHocTu uHdopmavium ot yrpos NcC SMB.

5.3.4 ATTectaumsa aBTOMaTU3MPOBAHHbIX CUCTEM B 3alMIIEHHOM OT nNpeAHaMepeHHbIX CUrNo-
BbIX 3/1IeKTPOMAarHMTHbIX BO3AeMCTBUI UCNOJSIHEHUMN B COCTaBe 0O0bLEKTOB MHopmaTusaummn

5.3.4.1 Attectrauus AC3U B cocraBe O npoBoAUTCA B COOTBETCTBUU C TPeOOBAHMSAMU COOTBETCT-
BYIOLLIETO PYKOBOASALLErO AJOKYMEHTA, YTBEPXKAEHHOro FocTexkoMmuccnen Poccun [2].

5.3.4.2 Mpu npoBeaeHun atrecrauun AC3UM Ha npeameT COOTBETCTBUA TPEOGOBAHUAM MO 3ALLUTE MH-
cdopmaummn OT yrpo3 YHUUTOXEHURA, UCKaXKeHUs, BNIOKMPOBaHUA OLEHMBAETCA:

- ycroiuusoct AC3U no MOCT P 52863 k NC SMB, peanusyembim cornacHo MY;

- athpheKTUBHOCTb 3alMTHBIX pyHKUMIn OU k yrpose MC SMB;

- HanuuMe 3KCNIyaTauuoHHOW, OPraHU3aLMOHHO-PACMOPAAUTENBHON U YYETHOW AOKYMEHTauuu no
3auurte AC3U ot NC SMB;

- CNOCOGHOCTL M FOTOBHOCTL NepcoHana k aewcrausam no sawmrte AC3U ot NC SMB.

5.3.4.3 Mo pesynbTatam aTtTeCTaUMOHHbIX UCNLITAHMIA COCTABNAIOTCA NPOTOKONbI, HA OCHOBAHUKN KO-
TOpbIX hopMUpyeTCA 3akmioueHNe C KPaTKOM OLIEHKON COOTBETCTBUA 0O0bekTa TpeboBaHusaM no 6e3onacHo-
CTW MHhopMaLuu 1 BbIBOAOM O BO3MOXHOCTM BbiAauu «ATrectara cooTsetcreuny. Beog AC3U B akcnnya-
Taumio OCYLLECTBNSAETCA TONLKO NPU HanNnuuMmM «ATrecrara COOTBETCTBUAY.

6 OpraHusauma u cogepxaHue paboT Mo 3awmure aBTOMATU3UPOBAHHbLIX CUC-
TeM OT NpeAHaMepeHHbIX CUNOBbIX 31IeKTPOMarHUTHbLIX BO3OENCTBUI NPU UX 3KC-
nnyarauuu

6.1 O6WwMe NONOXEHNA NO OpraHM3aLMM U coepXxaHuio paboT no 3auuTe aBTOMaTU3MPOBaH-
HbIX CUCTEM OT NpeAHaMEPEHHbIX CUIOBbIX 3JIEKTPOMAarHUTHbIX BO3AEUCTBUM NMPU UX IKCNIyaTauumn

Skcnnyatauma AC B sawmuweHHom ot [1C OMB ucnonHeHuu OCyLLEeCTBRSIETCA B COOTBETCTBUM C
FOCT 51583 u Bkniovaer:

- UCMONb30BAHME MO HA3HAYEHUIO TEXHUYECKUX CPeaCTB OOHapyxeHus u 3awmTbl oT MNC SMB;

- OpraHn3aLMoHHO-TEXHUYECKMe meponpuatua Ha OU no sawmte AC ot NC SMB;

- TEXHUYECKYIO KCMyaTaLuio cpeaAcTB 06HapyxeHus u 3awmTbl ot NC 3MB;

- KOHTpONb 3awmweHHoctn AC ot NC SMB.

6.2 Micnonb3oBaHMe MO Ha3HAYEHNIO TEXHUYECKUX CPeACTB OGHapyXeHMAa U 3awuThl OT npea-
HaMepeHHbIX CUMOBLIX NIEKTPOMArHUTHbIX BO3AEeNCTBUN

6.2.1 3dpdhekTuBHOCTL Mcnonb3oBaHua TC oOHapyxeHua u 3awmTtbl oT MNC 3MB no HasHa4YeHuIo
JOIMKHA [OCTUTaTLCA:

- NoAAepKaHueM Ux B NOCTOSAHHOW rOTOBHOCTU U 6ecnepeGonHbIM (PYHKLUMOHUPOBAHUEM B 384aHHbIX
pexuMax u BPEMEHHbIX MHTepBanax;

- BLICOKMM YPOBHEM NpoheCcCUoHansHON NOArOTOBKU NEPCOHaNna, HEYKOCHUTENbHbLIM BbINONHEHUEM
UM npaeun akcnnyatauum TC oGHapyXeHusi U 3awmTbl, TpeboBaHUN PyKOBOASILLMX JJOKYMEHTOB MO 3aLumuTe
AC ot NC 3MB, perynsapHbiM NpOBEAEHUEM OPraHU3auMOHHO-TEXHUYECKUX MEPONPUATUI MO 3aLUUTE;

- CMCTeMaTUYECKUM KOHTposemM 3awmieHHoctu AC3U ot NC SMB aomkHOCTHbIMKM nuuammu OU u Be-
JomcTBa.

6.2.2 Mpu aBapuiHOM OTKITIOYEHUM (NpeKpaLleHun hyHKUMOHUpOoBaHUS) TC 0OHAPYKEHUSI U 3aLLUTbI
JOIDKHbI NPUHUMATLCS HE3aMeANUTENbHbIE MEPLI MO HEAONYLUEHMUIO CHUXEHUS 3pekTUBHOCTM 3amTel AC
ot NC 3MB.

6.2.3 MNMpumeHeHue no HasHaueHmio TC obHapyxeHusi NMC SMB ocCyLecTBNSeTCsl C LieNnbio KOHTPONA
nHdopMauuoHHon 6esonacHocTn AC3U B pexxume HenpepbiBHOTO HabmnioAeHNA ANEeKTPUYECKOW U 3neKTpo-
MarHuTHOW o6cTaHoBkM HA OW cornacHoO nopsika ux pasmeLleHus U MHCTPYKLMIA NO 3kcnayaTtauuu u nony-
YEHUA NEPBUYHON W/MNK MONHOW uHGOPMaLMn 06 yrpose B 3aBUCMMOCTU OT NpUMeHsAeMbIX TC oBHapyxe-
HUSA.

6.2.4 Vicnonb3oBaHue NO HaszHauyeHuio TC 3awmTtbl oT N1C OMB ocyLLecTBNAETCA B COrnacoBaHum ¢
pexumamu yHkumoHnpoBaHust AC3U u 4OmKHO ObITb HANPaBMEHO Ha:

- CHwkeHue yposHen NMC SMB, 6nokuposanue NC 3BM;

- nepesog AC3U B GesonacHbiii pexum (OYHKLIMOHMPOBAHUS MO MHAOPMAaLUK OT CpeacTB oOHapyxe-
Hua NC 3SMB.

6.2.5 Bce cobbiTus, CBSI3aHHbIe CO cpabatbiBaHueM TC oGHapyxeHus u 3awmTtbl o1 NMC SMB a0mkHbI
UKCMPOBATLCA B YUETHOW JOKYMEHTALUM.
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6.3 OpraHu3aLMOHHO-TEXHUYECKUe MepPONpUATUA Ha 0O6bekTe uHopmaTUusaumum nNo 3awuTe aB-
TOMaTU3UPOBAHHLIX CUCTEM OT NPeAHaMEepPEHHbIX CUITOBbIX 3JIEKTPOMAarHUTHbIX BO3OEUCTBUN

6.3.1 OpraHu3auuoHHO-TEXHUYECKUE MeponpusiTus no sawmte AC ot MC OMB gomkHbl ObiTh Ha-
npaerneHbl Ha NpeaynpexaeHue, BbisBMeHWe npu3Hakos coseplueHua MNC OMB, onepaTuBHoe pearupoBa-
HUe, NoKanu3auuio 1 NUKBMAALMIO NOCNEACTBUIA peanusauun yrpos.

6.3.2 OpraHusalMoHHO-TEXHUYECKUE MeponpuaTua no 3awmte AC ot NC SMB npoBoaaTca BO B3au-
moaeincTBumu nepcoHana OWU u cnyx0bl 6€30NacHOCTH NPeaNPUATUS.

6.3.3 T[peaynpexaeHune yrpo3s MNC OMB npeagycmatpuBaeT co3JaHue YCHOBUMA, 3aTpyAHSIO-
LLMX/MCKMIOYAIOLLMX UX NOATOTOBKY M COBEPLUEHME.

OpraHu3aumMoHHO-TEXHUYECKMEe Mepbl npeaynpexaeHns OMB g0MmKHbI BKIIOYATb:

- obecneyeHune KOHTpona gocryna Ha OU;

- 3awuTy nHdopmaumm o6 ysasumoctax O u AC3U;

- OrpaHu4yeHue AOoCTyna K KPUTUYECKU BaXkHbIM anemeHTaMm OW (WnTbl 9MEeKTPOnuTaHus, y3nbl Kpoc-
COBbIX COEAUHEHUIA U T.N.);

- BbINMOMHEHNE PEMOHTHbIX paboT Ha OU noa KOHTponeM cnyxObl 6€30MacHOCTH.

6.3.4 BoisisneHue yrpos NMC SMB npegycmartpusaeTr oOHapyXeHue npu3HakoB NOArOTOBKW COBEpLLe-
Hua MNC SMB.

OpraHu3auMoHHO-TEXHUYECKe Mepbl BbisiBneHus MNMC SMB AomkHbI BKAOYaTh:

- NPOBeJIEHNE aHanu3a CXeMm SNEKTPOCHABXEHUs, BHYTPEHHUX U BHELUHWUX nuHuii cesisu OU, obopy-
[I0BaHWUs pagnoCBS3U, NUHUIA OXPAHHO-MOXAPHOW CUrHAnM3aumum, METannoOKOHCTPYKLIMIA, @ Takke UHXKEHep-
HbIX cuctem OU ans BbISIBNIEHUS BO3MOXHbIX NyTel peanusauuu MNC 3SMB;

- opraHusauuio Ha OU nepuoan4ecKoro MHCTPYMeHTanbHoro obcrneaoBaHua NMHUIA SNEKTPOCHAabXe-
HUSI, BHYTPEHHUX U BHELLHUX NUHUIA cBs3n OU, o6opyaoBaHusi paauocBA3m, IMHUIA OXPaHHO-MOXAPHON Cur-
Hanu3auuu, MeTannokOHCTPYKLMNA, a Takke WHXeHepHbIx cucteM O ans BbisiBNeHNs noakmiodenns TC ana
MNnc 3MB;

- opraHusauuto Ha OU KpyrnocyTo4HOr0 MOHUTOPUHIA 3aLUmMThl MHOPMAaLUK OT YrPO3 YHUUTOXKEHMUS,
nckaxkeHus, 6nokmposaHua nocpeacrsom NC SMB no ceTu 9nMeKTPONUTaHUs, NIMHUAM CBSA3U, METANNOKOH-
CTPYKUUI, apupy.

6.3.5 PearnposaHue Ha SMB npeagycmaTpuBaeT NPUHATAE MEpP, HAaNPaBIEHHbIX HA:

- 6noknpoBaHue/HenTpanu3aLmio ICTOYHUKOB CUIOBbIX BO3AENCTBUN;

- onepaTueHbIi nepesog AC3U B 6e30nacHbll pexum OyHKUMOHUPOBAHUS.

6.3.6 Jlokanusauus u nuksuaauus nocneacreui NC SMB npegycMmaTpuBaeT NnpuHATHE Mep, Hanpas-
NEeHHbIX Ha:

- BBOJ B AENCTBUE pe3epBHbIX anemeHToB AC3U;

- BOCCTaHOBNeHue uHdopmauum B anementax AC3U, noaseprHytbix MC SMB u ux pabotocnocotHo-
ctu nocne NC 3MB.

6.4 Jkcnnyartauua cpeacTB OOHaAPYXeHUA M 3aWuUThbl OT NPeAHaMepPEeHHbIX CUIOBbLIX 3NEKTPO-
MarHUTHbIX BO3AeNCTBUN

6.4.1 3kcnnyaTtauua cpeacts obHapyxeHus u 3awutbl oT NC OMB gomkHa ObITb HanpaeneHa Ha
obecneueHune ux paboTocnocOOHOCTU U HA NoAAEPXKaHUE MOCTOSHHOW rOTOBHOCTU K MPUMEHEHUIO MO Ha-
3HAYEHWIO.

6.4.2 JkcnnyaTtauua TC 0OHapy>KeHUA U 3aLLUTbI BKIIOYAET:

- NOCTOSIHHBIN U NEePUOANYECKUM KOHTPOSb UCXOAHOIO COCTOSIHUA U (PyHKUMOHMpOBaHusA TC nepcoHa-
nom OU;

- rapaHTUitHOE U NocnerapaHTuitHoe (cepBucHoe) obcnyxuBanme TC opraHu3auuen-noCTaBLLMKOM;

- TexHu4yeckoe obcnyxueanme TC npodunbHLIM noapasaeneHueM cnyxobl 6e3onacHoCTU npeanpu-
ATUA;

- TEKYLUMIA, CPeaHUN U KanuTanbHbIA peMOHT TC.

6.4.3 YueT MeponpuaTUil NO SKCnnyaTauum cpeacts obHapyxeHust u 3awmTbl ot NMC 3MB aosmkeH oT-
paxatbca B hopmynapax Ha TC.

6.5 KoHTponb 3awnieHHOCT aBTOMAaTU3UPOBAHHbLIX CUCTEM OT NMpeAHaMEepPeHHbIX CUMOBLIX
3NEeKTPOMarHUTHbIX BO3AeUCTBUMN

6.5.1 KoHnTponb sawmweHHoctn AC3U ot MNC SMB ocyLecTBnsieTcs ¢ Lernbio OLUEHKU COOTBETCTBUSA
MeponpuAaTui No 3awmrte TpebosaHmsaM no 3awmrte AC OT JaHHOW YIpo3bl.
6.5.2 KoHTponb sawmuweHHocTu AC3W ocyLlecTBnseTca nyTeM npoBeeHus cneaylowmx Meponpus-

TUW:
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- NpoBepKaMM (YHKLIMOHANBHLIX CBOUCTB TC 0GHAPYKEHUS U 3aLUUTbI AOMKHOCTHBIMU JIMLIAMU CIYX-

66l 6esonacHocTn OU;
- MNaHOBbIX U HEMJAHOBLIX NPOBEPOK MeponpusaATuin no 3awmte AC ot NC SMB B LEenNOM KOMUCCUAMMU

UMK NMUAaMK, Ha3Ha4YaeMbIMWU KOHTPOMbHO-HAA30PHbLIM OPraHOM BEAOMCTBA;
- ayaMTOPCKOW NPOBEPKM UHDOPMAaLMOHHON 6e30MacHOCTU B OpraHu3auuu.
6.5.3 [na npoBeAeHUs1 KOHTPONS 3alUMLLIEHHOCTU AOMKHbI MCMONbL30OBATLCA CrneuuansHo paspabo-

TaHHbIE HA NO4BEAOMCTBEHHOM YpOBHE MeToAbl U TC.
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MpunoxeHue A
(pekomMeHayemMoe)

Knaccudumkaumus npegHamepeHHbIX CUIMOBbIX 3M1eKTPOMArHUTHbIX BO3AeCTBUI

Tabnuya A1 - Knaccudukaumsa npegHaMepeHHbIX CUMOBbLIX 3NEeKTPOMarHUTHLIX BO3aeicTBui

Buabi fpeaHamepeHHbie BosaeAcTaus MpeaHamepeHHble aneKTpuyeckue BO3AENCTBUA
3NeKTPOMarHUTHbIMU NONAMMU
MHAYKUMOHHBIMU
Cnoco6 CB0oGOAHBIMU SNEKTpOMarHuT- Mo ceTam
o Mo NPOBOAHLIM NMTMHUSAM CBA3N Mo MeTannoKOHCTPYKLUMAM
BO3aeicTBuUA SNEKTPOMArHNTHLIMU HBIMU NoNAMU 3NeKTponuTaHns posoa PyK4
nonsmu
MHaykynoHHoe BM none Nany4eHHoe OM none CTOPOHHUIA MHXEKTUPYEMBIA CTOPOHHUIA UHXEKTUPYEMBIN CTOPOHHUI MHXEKTUPYEMbIN
n 6nuxHee 3M none 3NeKTPUHECKUiA CUrHan 3nNeKTPUYECcKnii curHan aNeKTPUYECcKnii
Bo3neii- . curHan
cTBYIOWMIL OHAYKTUBHbIE rasbBanyeckue
dakTop BO3AENCTBUA 38 C4ET EMKOCTHbIX
U UHAYKTUBHbLIX CBA3EN.
Btopu4yHoe OM none oT pacnpe-
JAeneHHbIX nanyvarenei
MopThbl KOopnyca, NMUHUIA | TMopThbl KOpnyca, NMUHUIA CBA3N, [MopTsl anekTponuTaHua MopTbl BBOAA-BLIBOAA MopTkl KOpnyca, NUHUIA CBA3Y,
Kananbi CBsi3W, BBOAa-BblBOAa | BBOAA-BbIBOAA CUrHAmNOB, SMnek- cuUrHanos BBOAa-BbIBOAA CUrHarnoB, arek-
NPOHUKHOBEHUSA | curHanos, anekTponuTa- | TPONUTaHUS, 3a3eMIeHus, ane- TPONUTaHWA, 3a3eMNEeHUN
HWS, 3a3eMNIeHNs MEHTLI KOHCTPYKLWK
- W3-3a nepumeTpa TeppUTOpUn - U3-3a NepumMeTpa - U3-3a NepuMeTpa TeppuTopun - U3-3a nepumMeTpa
- Yepes gusneKkrpudeckmne : Tepputopun ou; X TeppuTopun ou;
YcnoBus nperpaabl - cHapyxu 3naHua OU; - CHapyXu 3gaHua OU; - cHapy»u 3gaHus OU; - cHapyXu 3gaHua OU;
peanusauuu (CTeHbl, ABEPU U T.A.) | _ cHapyxu BbIAENEHHOrO NOME- | - CHapYXV BLIAENEHHOTO NOMELLe- | - CHapyXK BbIAENEHHOMO No- | - cHapyXM BbIAENEHHOM NoMe-
BO3AencTBus LeHus, HUS, MeLLeHUs; LweHus
- U3HYTPU BbIAENEHHOIO NOMe- |- U3HYTPU BbIAENEHHOTO NOMELLEHMS]| - 3HYTPU BbIAENEHHOIO No-
LeHna MeLLeHUs
MocnencTeus MomexoBoe uckaxeHnne nHgopmayuu 6e3 c6oes paboTel AC3U
Mnc 3MB BoccTaHaBnuBaemble (BpeMeHHble) c6oun B pabote AC3U
HeBoccTaHaBnuesaeMble c6omn (Bbixoa U3 ctposa) AC3U

el
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MpunoxexHue b
(pekomeHayemoe)

CocTtaB uHopmalum, onpeagensemMoin npu ob6cnegoBaHum
aBTOMAaTU3UPOBAHHbLIX CUCTEM B COCTaBe 00 bEKTOB MH(opMaTUsaLmm

B.1 MepeyeHb NCXO4HBIX AaHHBIX MO NPeANPUATUIO/YYPEXIeHuto, Ha KoTopoM pacronoxed O ¢ AC3W.

B.1.1 KpaTkasa xapakTepUcTuka NpeanpusaTus/y4pexaeHns, Ha KoTopom pacrnonoxeH ON:

- Be[JOMCTBEHHAs NpUHaZeXHOCTb;

- pacronoxeHue 1 NpegHasHa4YeHue;

- TOMOMOrUsA W rpaHnLbl;

- UHpPacTpyKTypa,;

- NPOU3BOACTBEHHLIA PEXUM;

- COCTaB U XapaKTepucTuka nepcoHana.

B.1.2 KpaTKasi xapaKTepucTiKka KOMIMIEKCHOW CUCTeMbl 6e30nacHoCTU NpeAnpUATUS/ydpexaeHns, Ha KOTOpoMm
pacnonoxeH O ¢ AC3U (cTpykTypa u cocTas).

B.1.2.1 MHXeHepHO-TeXHU4ecKue cpeficTBa OXpaHsl:

- CUCTeMa OXPaHHOW CUrHanusaumu,

- cMCTeMa KOHTPOMSA W ynpaBneHusi JOCTYNOM;

- cMCTeMa TeneBU3UOHHOIo HabnofeHus;

- cucTema cbopa u 06paboTku HdopmaLum;

- cMCTeMa CBSI3U M OMOoBELLEHUS,

- CUCTeMa OXpaHHOro OCBeLLEHUS,

- UHXeHepHble cpefcTBa 3alyuUTLl NepuMeTpa U NYHKTOB MpOMycKa;

- MHXEHepHLIe cpefcTBa 3alyuUThl 34aHUi, COOPYXEHMNIA U NOMELLEHUIA.

B.1.2.2 XapaKkTepuCTUKN OXpaHbl:

- HanM4ue oxpaHbl NepUMeTpa;

- Hanu4ue oxpaHbl 3gaHUA N COOPYXEHWNA,

- cnocobbl oxpaHbl;

- pa3MeLLleHne cur OXpaHbl;

- BOOPY)XEHWE U OCHAaLLEHWEe CN OXpaHsbl;

- HOpMaTWBbI pearmpoBaHuns Ha TPEBOXHbIE CUrHanbl;

- NOCTbI OXpaHbI.

B.1.2.3 OpraHnaaynoHHble Mepbl OXpaHbl:

- NoBCefHEBHbIE Mepbl;

- Mepbl MOBLILUEHHON rOTOBHOCTH;

- Mepbl Ype3BblYaliHbIX CUTYaLWiA.

B.1.2.4 Cuctema npoTusonoxapHoit 6e3onacHoCcTH:;

- cMCTeMa NoXapHON curHanusauuu;

- cucTemMa NoxapoTyLUEHUS;

- cucTema AbIMOYAaneHus.

B.1.2.5 Cuctembl 3auTsl MHPOPMaLMU:

- aKTMBHbIE CPeACTBa 3aLlUnThl MHPOPMaLIUK (LUYMOBbIE reHepaTophl);

- NaccuBHbIE CpeacTBa 3aLmTel UHpopMaLun (PUNLTPLI, 3KpaHsl U T.4.);

- OpraHu3aLuoHHbIe Mepbl 3aLLM1ThI.

B.1.3 XapakTepucTuKka cucTeMbl SrEeKTPONUTaHuS:

- UICTOYHWK U TUM CETH SNEKTPONUTaHWSA (KorM4ecTBO a3 M NPoBOLOB, YacToTa U HanpsikeHue);

- Hanu4ve TpaHcgopMaTopHO noacTaHuun Ha ON U ee xapakTepUCTUKY;

- Hanu4ne Ha OU rpososalyuThl U 3aLUThl OT MHAYCTPUAbHEIX MOMEX U NEepeHanpsKeHuii, ee XxapakTepUCTUKK;

- Hanu4ue guaenb-reHepaTopa ANna obecrneYeHnss pe3epBHOro 3MeKTPONUTaHNS;

- CXema 3MneKTponuTaHus ofHonuHeHas OU ¢ Tabnvuamu Harpy3ok 1 KaGenbHbIM XypHarom;

- TUN U XapaKTEPUCTUKN pacrnpefenuTernbHbIX YCTPONCTB;

- paboune napaMeTpbl CETU ANEKTPONUTaHUS.

B.1.4 XapakTepuctuka cucTeMbl 3a3eMneHuns:

- CTPYKTYpa CUCTEMbI M KOFTMYECTBO KOHTYPOB;

- BapuaHT KOHCTPYKTUBHOIO UCMOMHEHUA 3a3eMNEHNA (O4HOTOHYEYHOE/MHOTOTOMEYHOE),

- TUMbl OAHOTOYEYHbIX 3a3eMIEHUIA («eX», «enovka» U T.n.),

- paboune napameTpbl 3a3eMIeHuUs.

B.1.5 Xapakrepuctka MHpOPMaLMOHHO-TENEKOMMYHUKALMOHHOW CUCTEMBI NPEANPUATUS

- TOMonorusi («3Besfay, «KonbLO», «LUKHAY») U KONUYECTBO abOHEHTOB;

- Mapka kabens cBA3W (ONTOBONOKHO, BUTast Napa U T.4.) U CKOPOCTL B CETH,

- cnocobbl NPOKNaaKWU NUHWIA CBA3N,

- TUNbl U XapakTepUCTUKN Y3N0B CBA3N/pa3BA3KU.

B.2 Mepe4veHb NexofHbIX faHHbIX Mo OW.
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B.2.1 Xapakrepuctuka OU:

- pacnonoXxeHue u rpaHuLbl;

- HAUMEHOBaHUe W NpejHa3Ha4eHue;

- pexumbl PYHKLMOHUPOBaHUS;

- nepcoHar.

B.2.2 Xapakrepuctuka CUCTEM SNEKTPONUTAHUSA, METaNSTOKOHCTPYKLUWUIA, 3a3€MIEHUs], BEHTUMALMKA W CTPYKTYpU-
posaHHoit kabenbHol ceTn O (no aHanorum ¢ n.1.3-1.5).

B.2.3 XapakTrepucTuka KOHCTPYKTUBHBLIX 3N1IEMEHTOB:

- UCMONHEHWe CTeH N NepekpbITUiA (MaTepuan),

- TONLWMWHa CTEeH U NepeKpbITWiA;

- koadhpuuymMeHTHl ocrabnenns SMB cTeH 1 nepekpbITUiA.

B.3. MNepeyeHb ncxofHbIX AaHHbIX No AC3U.

B.3.1 CocTaB M OCHOBHbIE XapaKTepUCTUKK:

- TUN 1 KOHUrypaLms NoKanbHON BLIYUCIIMTENBLHONM CeTH;

- TUNAX N XapakTepUCTUKN aBTOMaTU3NPOBaHHBIX paboynx MecT;

- TUNaX U XapaKTepucTUkn nepudepuitHbIX YCTPOUCTB;

- ypoBH#M ycToitunsoctu no NOCT P 52863.

B.3.2 XapakrepucTtuka ceTeBoro o6opyAoBaHms:

- Mapka aKTUBHOrO ceTeBoro obopyaoBaHus;

- KONU4ECTBO CEPBEPOB;

- cepBepHas nnatdgopma.

B.3.3 XapakrepucTtuka safay, pewaemoix AC3U.

B.3.4 XapakTepucTtuka obuero u cneymarnsHoro MO.

B.4. XapakrepucTuka HapyluuTens:

- TUN (BHELWHWIA, BHYTPEHHWIA, CroBOp),

- KONMNYECTBEHHbIE XapaKTepUCTUKM,

- OCHalLieHNe U BOOPYXEHUE,

- MOTUBAUUA AeiCTBUNA,

- BO3MOXHOCTb usrotosneHusi/npuobpetenns TC MNC OMB;

- gocTtyn Ha npeanpuatue, ON u k cpeacTBaM MHOpMaTU3aLuy,

- BOCTYN K CUCTeMaM 3NEKTPOMNUTAHWUSA U UHXEHEPHO-TEXHUHECKMM cucTemam obecneuveHus,

- TaKTVKa 4eACTBUN.

[MpunoxeHus:

- CUTYyaLWOHHBIW NnaH NpeAnpusiTus;

- CTPYKTYPHbLIE CXEMbl CUCTEM INEKTPONUTaAHUA, METANNOKOHCTPYKUWUNA, 3a3eMNeHns N MHOpMaLUoHHON Tene-
KOMMYHUKaLIMOHHOW CUCTEMbI NMPEANPUATHS,

- nnaHupoBkn OU ¢ ykasaHWeM CUCTEM INEKTPOMUTAHUSA, METaNNOKOHCTPYKUMWA, 3a3eMNeHns, CTPYKTYpUpoBaH-
HOIl KaBenbHOW CeTH, KOMMIEKCHOW cucTeMbl 6€30NacHOCTU, CPEACTB XUIHEOOUTaHUS,

- CTPYKTYpHas cxema cucTeMbl MHOpMaTU3aLuum;,

- faHHble aHKEeTHOro onpoca cneLuanucTos NPeanpUATUS,

- NpOTOKOfkI cneLuansHoro obeneaoBaHua (TectuposaHusa) OU.
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Tab6nwuyaB.1-®dopmMa cBogHOW TabnuLpl Yrpo3 npegHaMepeHHbIX CUNOBLIX 3NEeKTPOMarHUTHBIX BO34eACTBUIA

Ne n/n

HanmeHoBaHue
AC

HapywuTenb

Bpems cunosoro
3reKTpoOMarHMTHOro
Bo3aeicTens Ha AC

(TB)

=
o
O
Mpunoxexue B =
(o6sa3aTenbHoE) :
-3
-
o
(7}
dopma cBOOHOW TabGnuubl Yyrpo3 npeaHamMe peHHbIX CUITOBbIX 3NIeKTPOMArHUTHbIX BO3AeNCTBUNA N
-
s
Tunel TC SMB
BnekTpo-
Mo meTanno-
Mo anekTponuTaHuto Mo NUHUAM CBS3N MarHUTHbIM
KOHCTPYKLMSIM
nosiem
MecTto MecTo MecTo MecTto
Tun NpUMeHeHUs Twn NpUMEHeHUA Tun NPUMEHEHMNSA Tun NpUMeHeHUs
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Tunoas ¢opma pasgena popmynsapa (TeXxHUYECKOro nacnopra)

aBTOMaTM3MPOBaHHOﬁ CuUcTembl B 3allMII€HHOM UCNONMHEeHUU B CoCTaBe

00bLeKTOB uH(popMaTusaLmum nNo 3awmre oT npeaHaMepPeHHbIX
CUJSIOBbIX 3NIeKTPOMarHMTHbIX BO3AEUCTBUNA

I".1. Kateropusa AC3U u TpeboBaHue K 3alyuiieHHocTy ot MNC SMB

KaTteropus

TpeboBaHue K 3alWULLEHHOCTHN OT

Nnc SMB

2. CBogHana xapakTepucTMKa 3alMTHLIX KoMnoHeHT AC3U

Ne HanmeHoBaHue n MokasaTenu n sHavyeHus
OB6beKT 3aLuThI
n/n pa3smeLleHne KOMMNOHEHT 3awuTbl| 3PdPeKTUBHOCTA KOMMOHEHT 3alUuThl
1 [MomeLleHne CpepncTea 06HapyxeHus BeposiTHocTu o6HapyxeHus *
CTeHbl BHelWHne KoadpdpunumeHThl ocnabnexus
CTeHbl BHYTpEHHWE
MepekpbiTnA
2 CeTb anekTponuTaHus CpepncTea 06HapyxeHus BeposiTHocTn 06HapyxeHus *
CpeacTtBa 3awWuThl KoadpdurumeHTsl ocnabnenns
3 JIuHUM cBAzmn Cpegnctsa 06HapyxXeHus BeposaTHocTu 06HapyxeHua *
Cpeacrsa saluTthl KoadduumeHnTl ocnabnenus
4 AC3U YeToiumBocTb No
FOCT P 52863
5 3azemnenune CpepacTBa 0bHapyxeHUs BeposaTHocTu o6HapyxeHus *
CpepacTtBa 3awuTsl KoadpdpuumeHTsl ocnabneHus
6 MeTannokoHcTpyKkuun CpeactBa 06HapyxeHWs BeposaTHocTn o6HapyxeHus *
(MHXEHepHbIe CpegacTtBa 3awuTsl KoadbduumeHTsl ocnabnenus
KOMMYHUKaLnn)

*BeposTHoCTU oGHapyxeHus MNC SMB onpeaenstoTesi Mo METOAUKE OLEHKU apdeKTUBHOCTU, cornacoBaHHOW ¢l
noABEeAOMCTBEHHON OpraHusauunen no sawmte uHgopmayum Ha O

I".3. Y4eT npoBepoK KOHTponA 3awmuieHHoctn AC3U
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