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NMpeaucnoBue

1 NOAINOTOBIEH ®egepanbHbiM OOAXKETHLIM ydYpexaeHnem «KoHCynbTaLuWMOHHO-BHEAPEHYecKas
dupma B obnactu MexgyHapogHOW crtaHgaprusauuum u ceptudukaummn — «dupma «MHTEPCTAHOAPT»
(PBY «KBP «MHTEPCTAHOAPT») coBmecTHO ¢ LieHTpanbHeiM 6aHkom Poccuiickoi degepaunu (BaHkoM
Poccumn) Ha 0CHOBe ayTeHTMYHOro nepeBoa Ha PYCCKUii A3blK CTaHAaPTa, YKa3aHHOro B NyHKTe 4

2BHECEH TexHu4eckuMm komuTeToM Mo crtaHgaptusaumm TK 122 «CtaHpgapTbl (OUMHAHCOBbLIX
onepauuny n TK 26 «Kpuntorpaduueckas sawmra nHdopmavum»

3 YTBEP)XXOEH W BBEJEH B OEWCTBWE npukasom deaepanbHOro areHTCTBa Mo TEXHUYECKOMY
PErynupoBaHuio u MeTponorun ot 22 Hosbps 2013 Ne 1714-ct

4 Hactoswmin  craHgapt paspabotaH G Yy4eTOM  OCHOBHbIX  HOPMAaTWMBHBLIX  MONOXEHWUM
mMexayHapoaHoro craHgapta MCO 15782-1:2009 «YnpasneHue ceptucukatamu anss OUHaHCOBBLIX YCMyr.
Yactb 1. CepTudhukatbl OTKPbITbIX Kntodern» (ISO 15782-1:2009 «Certificate management for financial
services — Part 1: Public key certificatesy)

5 BBE[JEH BMNEPBbIE

lpasuna npumeHeHus Hacmosweeo cmaHdapma ycmaxoeneHb! 8 FTOCT P 1.0—2012 (pasden 8).
UHopmayus 06 usMeHeHUaxX K HacmoswemMmy cmarn@apmy rnybnukyemcs e exe200HOM (N0 COCMOSAHUIO Ha
1 sAHeaps mekywjeeo eoda) UHOOPMaUUOHHOM yKa3amerne «HayuoHanbHbie cmaHéapmebl», a
oguyuanbHbili MeKkem U3MEHeHUll U ronpasoKk — 8 EXEMECAYHOM  UHGhOPMAaUUOHHOM yKasamerne
«HayuoHarnbHble cmaHOapmbly». B criydae nepecmompa (3aMeHbl) Unu ommeHbl Hacmosauweeo cmandapma
coomgemecmsyiowee ysedomreHue bydem onybnukosaHo & OGruxaliwem ebirycke UHpOPMayUuoHHO20
yKkasamensa «HayuoHanbHbie cmarnlapmbly. Coomeememsyrowas uUHghopmayus, yeedomneHue u mekcmel
pasmewaromes makxe 8 UHOPMauUoHHOU cucmeme obuiez0 ronb30eaHuss — Ha ocghuyuanbHoM calime
®elepanbHo20 aszeHmemea Mo MEXHUYECKOMY pezynuposaHuio u memposiozuu e cemu MHmepHem
(gost.ru)

© CraHaaptuHdopm, 2014
Hacrosawmini npoekt craHjapta He MOXeT ObiTb MOMHOCTbIO WM 4YacTUYHO BOCMPOU3BEAEH,

TUPaXUPOBAH W PAacCMpOCTpaHeH B KayecTee oduuuancHoro usgaHus 6e3 paspelleHuss HauWoHanbHOro
opraHa Poccuiickoit ®eaepauum no ctaHgapTu3auuu.
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BBeaeHue

B Hactoawem craHpgapte npuBeaeHbl TpeboBaHus Ana cdepbl (PMHAHCOBBLIX YCAyr, a Takke
onpeaerieHbl npoueaypbl ynpaBneHusi cepTudukaTamMu Kriovei NpPOBEpPKW 3MNeKTPOHHOW MOANUCK |
3MEMEHTbI AaHHbIX 3TUX CEPTUCUKATOB.

HecmoTpss Ha TO, 4TO MeTOAbl, YKa3aHHble B HACTOSLLEM CTaHaapTe npejHasHadeHbl Ans
obecrneyeHuss LENOCTHOCTM COOOLUEHUI, UMeWMX UHAHCOBOE Ha3Ha4YeHue, W MNOAAEPXKKM UX
HEOoTKa3yeMOoCTH, NPUMEHEHUE HACTOALLEro CTaHZapTa He rapaHTUpyeT, YTO KOHKpeTHas peanu3auus
oBecneymnTt NonHyto 6e30NacHoOCTb.

CBA3b Mexay MAEHTUDPUKALUOHHBIMU AaHHBIMU BriaZenbLa Kioya NpoBEPKU SNEKTPOHHO NOANUCH U
3TUM KIMIOYOM [JOKYMEHTMpYeTCsi, YToObl AokasaTb npaBO COBCTBEHHOCTM Ha COOTBETCTBYIOLLUMIA KIHOY
3NEKTPOHHON noanucu. 3Ta AOKYMEHTUPOBAHHAsA CBA3b YCTaHaBNMBaeTCs cepTUMKATOM KIoya NpoBEPKM
3NEKTPOHHON nognucu. CepTudukaTthl KIOYEN NPOBEPKU INIEKTPOHHON NOANUCHU (POPMUPYIOTCA AOBEPEHHON
opraHusaumeii — ya0CTOBEPSIOLLMM LIEHTPOM.

Haanexxallee BbINOfHEHUE TPeOGOBaHNUI HACTOALLEro CTaHAapTa Npu3BaHo obecneunTb YyBEPEHHOCTb
B COOTBETCTBUM MAEHTUUKALUMOHHBIX AAHHBLIX IOPUANYECKUX NN DUINYECKMX NUL KITIOYY, UCMONb3yeMOMY
STUMM IOPUANYECKUMU UMK (PU3UYECKUMM NMLAMM ANSA NOANUCAHUSA AOKYMEHTOB, B TOM 4Yucrie 6aHKOBCKUX
nepeBOAOB W KOHTPAKTOB.

MeToabl, onpeaenseMble B HACTOALLEM CTaHAapTe, MOryT ObiTb MCNOMb30BaHbLI MPU YCTAHOBMEHUU
[1€NOBbIX OTHOLLEHUIT MeXAY IopUaNYEeCKUMU NULaMK.
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HALULWOHANBbHBIN CTAHOAPT POCCUNCKOWN ®PEJEPALUMN

YMNMPABNEHUE CEPTUPUKATAMU ANA ®PUHAHCOBBLIX YCNYT
CepTudukatbl OTKPbITbIX KIKOYENn

Certificate management for financial services —Public key certificates

Dara BBegeHunsa — 2014—08—01

1 Obnactb NnpuMeHeHus

HacTtosawumin craHgapt onpegensiet CUCTeMy YynpasneHus ceptudukatamu KrAYen npoBepKu
ANEeKTPOHHOW MOAMUCKU ANs UCNOonb3oBaHWs B cdepe (PUHAHCOBON [AEATENbHOCTU OPUANYECKUMU WU
PUINYECKMMU NULIAMU, BKITOYAIOLLYIO:

- coaepxaHue (aaHHble) 3anpoca Ha cepTuduKaT KIya NPOBEPKN SMEKTPOHHOW NoANUCH;

- TUMNbI CUCTEM YAOCTOBEPSAIOLLUX LIEHTPOB;

- co3aaHue, pacnpeaeneHue, npoBepky, 3aMeHy W npoaneHue ceptTudukaTos KoyYen npoBepku
3MEKTPOHHON NoagnNucH;

- NPUOCTAHOBKY, BOCCTAHOBNEHWE W MpeKpalleHne AeNCTBMSA CepTUPUKATOB KIOYENn NMpOBEpPKM
3MEKTPOHHON NOANUCH;

- LIeNOYKn cepTUUKATOB KIHOYEW NMPOBEPKN ANEKTPOHHOW NOAMNUCH,

- npoueaypbl aHHYNMPOBaHUS.

B HacTosiwlem craHgapTe Takke JAaHbl PEeKOMEHAAUMM OTHOCUTENbHO HEKOTOPbLIX npoueayp
(Hanpumep, MexaHW3MOB pacnpeAeneHusi, KPUTEpPUMEB MPUEMMEMOCTU NPEAOCTABMNEHHbLIX CBUAETENLCTB),
NOMe3HbIX ANs NPaKkTU4eCKon AESATENbHOCTU.

Peanusauus HacToSILLEro cTaHaapTa Takke J0DKHA YUUTbIBATb PUCKM BM3HECa 1 NpPaBOBbIE HOPMbI.

B HacTosLeM cTaHaapTe He paccmaTpuBaloTCs:

- COOOLLEHNA, UCMOMNb3yeMble MEXAY Y4YaCTHMKaMW rnpouecca ynpasneHus ceptudukaramu
KMoYen NPOBEpPKU INEKTPOHHON NOAMNUCH;

- TpeboBaHMA OTHOCUTENBHO HOTAPUAanbLHOW U BPEMEHHOI OTMETKM;

- TpeboBaHUA K NpakTuKkaMm CO3JaHWUsA CepTUPUKATOB KMIOYEN NMPOBEPKU SNEKTPOHHON NOANUCK U
MoONUTMKaM NPUMEHEHUsI CePTUAMKATOB KIIOYE NPOBEPKN SNMEKTPOHHOW NOANKUCH;

- cepTudumkaTtbl aTpubyTOB.

B HacToALleM cTaH4apTe He 3aTparMBaeTcs Co3jaHue Unu TPaHCNOPTUPOBKA KIHOYer, MCNOoMb3yeMbIX
Ana wudgposaHus.

Mpwum™medyaHU e—Wcnonb3oBaHue nomyxupHoro wwpudTa 6e3 3acevek, Takoro kak CertReqData wnu
CRLEntry, o6o3HavyaeT ncrnonb3oBaHne abcTpakTHON cuHTakcuyeckoit Hotauun (ASN.1), kak onpefaeneHo B cTaHgapTax
FOCT P NICO/M3K 88241, FOCT P MCO/M3K 8824-2-2001, FOCT P NICO/M3K 8824-3—2002,
FOCT P MICO/MGK 8824-4-2003, FTOCT P MCO/M3K 8825-1-2003, TOCT P MICO/M3K 8825-2.

2 HopmaTuBHbIe CCbITKU

B HacTosLeM cTaHAapTe UCMonb30BaHbl HOPMATMBHbLIE CCbINIKW Ha CrieayloLme cTaHaapThl:

FOCT P MICO/M3K 8824-1-2001 MHdhopmaLMOHHasA TexXHonornsa. ABCTpakTHas CUHTakcuveckas
HoTauusa sepcun oguH (ACH.1). Yactb 1. Cneyudmukaumnsa 0CHOBHOW HOTaUMn

FOCT P MICO/M3K 8824-2-2001 MHhopmauMOHHasA TexXHonorusa. ABCTpakTHaa CUHTakcuveckas
HoTaumsa Bepcun ogauH (ACH.1). Yactb 2. Cneundukaymsa nHpopmaLunoHHOro odbekra

FOCT P MCO/M3K 8824-3-2002 NHdopmaLmMOoHHas TexHonorus. AGCTpakTHasi CUHTaKcuyeckasi
HoTauma Bepcumn oguH (ACH.1). Yactb 3. Cneundurkaumsa orpaHM4eHmna

FOCT P MCO/M3K 8824-4—-2003 NHdopmaumoHHas TexHonorus. AGCTpakTHas CUHTakcuyeckas
HoTauusa Bepcuun oauH (ACH.1). Hactb 4. MNMapameTtpusaums cneuyudpukauyum ACH.1

M3paHue ocpnumnanbHoe
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FOCT P UICO/M3K 8825-1-2003 UHdopmauyuoHHas TexHonorus. Npasuna koguposanusa ACH.1.
Yactb 1. Cneundukauun 6a3osbix (BER), kaHoHU4eckux (CER) u otnuumtenbHbix (DER) npaBun
KOAUPOBaHUA

FOCT P UICO/M3K 8825-2-2003 UHdopmauyuoHHas TexHonorus. Npasuna koguposanusa ACH.1.
Yactb 2. Cneundukayua npasun ynnotHeHHoro koguposanus (PER)

FOCT P MICO/M3K 9594-8-98 UHdopmaumoHHasa TexHonorusl. B3auMocBa3b OTKPbITbIX CUCTEM.
CnpaBoyHuK. YacTtb 8. OCHOBbI ayTeHTMdMKaUMK

MpuMedyaHne-Ipu NONbL3IOBAHAU HACTOSLIMM CTaAHAAPTOM LienecoobpasHo MpoBepUTb AelCTBUE
CCbIMOYHBIX CTAHAAPTOB B MHEDOPMALMOHHOM cUcTeMe 06LLero Nofb3oBaHUsi — Ha oduLMansHOM caifte defepanbHoro
areHTCTBa Mo TEXHUYECKOMY PErynmpoBaHuio U MeTPONoru B ceTu MHTEPHET M No eXerofHoMy MHOpMaLMOHHOMY
ykasaTenio «HauuoHanbHble cTaHAapTbl», KOTOPLIA ONybnuKoBaH MO COCTOSHMIO Ha 1 siHBaps Tekylero roga, U no
BbINyCKaM eXeMeCsMHOro UHOPMaLMOHHOTO ykasaTensi «HauuoHanbHble cTaHAapThI» 3a Tekyluil rog Ecnu 3ameHeH
CCHUTOYHbIN CTaHAapT, Ha KOTOpbIA AaHa HeAaTMpoBaHHas CCbilka, TO PEKOMEHAYETCH MCMONb3oBaTh [ eCTBYHOLLYHO
BEpCUIO 3TOro CTaHAapTa C YYETOM BCEX BHECEHHbIX B [laHHYl0 BEpCuio M3MeHeHWid. Ecnu 3aMeHeH CChiNouHbIN
CTaHAapT, Ha KOTOpLIiA JaHa JaTUpOBaHHas CChbiflka, TO PEKOMEHAYETCS1 UCMONb30BaTb BEPCUIO STOM0 CTaHjapTa ¢
ykasaHHbIM Bbille FroAOM yTBepXaeHUs (MpuHATUs). Ecnu nocne yTBepXAEHUS] HACTOSILLEro cTaHgapTa B CChIFIOYHbIN
CTaHAapT, Ha KOTOpbLIA JlaHa AaTupoBaHHasi CCbiflka, BHECEHO U3MEHEHWe, 3aTparuBalollee MOJIoKEHUe, Ha KoTopoe
flaHa ccbifika, TO 3TO MOMOXEHWE PEeKOMEHAYeTCs MPUMeHsITb 6e3 yyeTa AaHHOro U3MeHeHWsi. Ecnu ccbinouHbIi
CTaHAapT OTMeHeH 6e3 3aMeHbl, TO NONOXEHWe, B KOTOPOM JlaHa CCbiflka Ha Hero, PEKOMEHAYETCS MPUMEHSTL B YacTy,
He 3aTparuBaroLLeil 3Ty CChINKy.

3 TepMuHbI U onpeaeneHust

nA uenen 4aHHOrO JOKYMEHTa UCNOMb3YIOTCA Cneaylolme TEPMUHLI U onpeaeneHus.

CraHaapTu3oBaHHbIE TEPMUHBI U UX KpaTkue opmbl, NpeacTaBneHHble abbpeBmaTypoi, HabpaHbl
NONY>XUPHBLIM LUPUAITOM, 8 CUHOHUMbI — KYPCUBOM. 3aKmiOYeHHas B KPyrible CKOOKW YacTb TEPMUHA MOXET
GbITb OMYyLUEHA MpU UCNOMb30BAHUM TEPMUHA, NPU STOM HE BXOASLLAA B KPYrmnble CKOOKM 4acTb TepMMHA
obpasyeT ero kpaTtkyto opmy.

3.1 Bnageney ceptudukaTa knovYa NnPoBEPKN INEKTPOHHOWN NOANUCK; enadeney cepmudghukama
(public key certificate subject): FOpuaunyeckoe unu dmanyeckoe nUuUo, KOTOPOMyY BbldaH cepTUdMKaT Knova
NPOBEPKU INEKTPOHHOW NOANUCH.

3.2 BoccTaHOBMEHUE OeNCTBUA cepTuduKaTa (Krnoya npoBepKu aneKTpoHHOW nognucu) (public
key certificate release): BoccraHoBneHuwe yaoCTOBEpPAOWMM LEHTPOM AelcTBUA cepTudmkata knwoda
NPOBEPKN SNEKTPOHHOW MNOAMUCH, AeiCTBME KOTOPOro GbiNO MPUOCTAHOBIEHO 3TUM YAOCTOBEPSAIOLUMM
LEHTPOM.

3.3 paHHble 3anpoca Ha cepTudukaT (Krnr4ya NPoBepPKU 3reKTPoHHOM noanucu) (request data on
public key certificate): MognucanHaa nHdopmauma B 3anpoce Ha cepTudmkaT Krnoya NnpoBEPKU ANEKTPOHHON
noANUCHK, BKMIOYAIOWAA KoY MPOBEPKW 3MEKTPOHHOW NOANUCM (DU3UYECKOTO UMK OPUAUYECKOro nuua,
NAEHTUMKALMOHHbIE AaHHbIE 3TOMO Nnua U Apyryio MHOpMaLmMio, BKIIOYaeMYL0 B cepTudukar.

3.4 npoiHon koHTponb (dual control): [Mpouecc COBMECTHOrO yyactuss AByxX wunu Gonee
IOPUANYECKUX UNKN PUSNYECKNX NUL, AeCTBYIOLMX B OBLLUMX Liensix 06ecneyeHunsi 3aLmTbl BaXHbIX (DYHKLMWI
U MHopMaLnn.

MpuMedyaHMUe—ITN NUYa HECYT paBHYK OTBETCTBEHHOCTb 3a obecnedeHWe 3aluTel WHOPMaLmK,
3afeficTBOBaHHOW B YA3BWMbIX onepauusix. HU OAHO M3 3TUX NUL B OTAENBHOCTM He MOXET MonyduTb AOCTYn K
WHopMaLMK (Hanpumep, KpUnTorpadmyeckoMy Kiouy) MU UCronb3oBaTh ee.

3.5 noBepeHHbIN K04 NPoBepKU 3NEKTPOHHOW noanucu (trusted certification authority public
key): Knioy npoBepku 3MEKTPOHHOW MOANUCU, MOMYYEHHbIA AOBEPEHHbIM 00pa3oM U UCMONb3yeMmbld AN
NPOBEPKU MEPBOro cepTudpmkaTa Knrova npoBepkn SNEKTPOHHOW NOAMNUCH B LIENOYKE CEPTUAUKATOB KNOYen
NPOBEPKU SNEKTPOHHOW MOAMNUCU NPU MPOBEPKE LIEeNOYKMU CepTUDUKaATOB.

lNMpumep — KopHeeol Koy e uepapxuyveckoli cucmeme ydocmoeepsiiowjux UeHmMpoe UJIU KiloY
JTIoKanbHO20 ydocmosepsouwezo UeHmpa e cemeeoll cucmeme ydocmoeepsirowux YeHmpoes (CM. NpusloxeHue
B).

3.6 kypHan ayauTta (audit journal): XpoHonornyeckas 3anucb CUCTEMHON akTUBHOCTU, AOCTaTOYHas,
YTOObl MO3BOSNUTL PEKOHCTPYKLMIO, aHanu3 M W3y4eHWe MocneaoBaTeNIbHOCTW YCMOBWA W AEWCTBUA,
OKpYXaloLLMX WU NPUBOASLLMX K KaXXOAOMY COOBITUIO B XOAEe TpaH3akuuu OT ee Havana u A0 BbiBOAA
OKOHYaTernbHbIX PE3YyNbTaToB.

3.7 3ameHa ceptudukata (knroya NpoBepku INEeKTpPoHHOW noanucu) (public key certificate re-

2
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key): MNpouecc, npu KOTOPOM Brageney ceprudukata Knoya NpoBepKM SNEKTPOHHOW MOAMUCU MOnyyaer
HOBLIN CepTUdUKAT Kriova NPOBEPKM SMEKTPOHHOW MNOAMUCU HA HOBLIM KMIOY NPOBEPKU SMEKTPOHHOMN
noAnucKu Nocrne co3naHna HOBOM Napbl KIMOYEN.

3.8 KNOY nNpoBepKU INeKTpoHHouM noanucu (public key): YHukanbHass nocnenoBaTenbHOCTb
CUMBOJIOB, OJHO3HAYHO CBA3AHHAA C KIIOYOM 3NEKTPOHHOW NOAMUCH U NpefHasHavyeHHas Ans NPOBEPKU
NOANIMHHOCTU SNEKTPOHHOW NOANUCH.

MpuMeyaHUe— B HacTosLEM CTaHAapTe B LENSAX COXpaHEHUS TEPMUHOIOMMYECKON NPEeeMCTBEHHOCTH Mo
OTHOLUEHWIO K [e/CTBYIOWMM HaLMOHaNbHEIM NPaBOBLIM U HOPMATUBHLIM AOKYMEHTaM, peryriMpytomx OTHOLLEHUS! Mo
UCTIOMbB30BAHWI0 3MNEKTPOHHOWM noAnucu (Hanpumep [1, 2]), U ONyGANKOBAHHLIM HayYHO-TEXHUYECKUM U3[aHUAM
YCTaHOBMEHO, YTO TEPMUHBI «KITHOY NMPOBEPKMU SMEKTPOHHOW NOANUCU» N «OTKPLITLINA KIoUY» ABMSIOTCH CUHOHUMaMM.

3.9 KNy anekTpoHHON nognucu (private key): YHukanbHas nocnenoBaTenbHOCTb CUMBOROB,
npegHasHavYeHHas Ana co3gaHns SNeKTPOHHOW NoANUCH.

3.10 knroyeBaa wuHdopmaumua (keying material): [daHHble, Heobxogumble ANA BbINONHEHUA
Kpuntorpaduyecknx onepauui, HanPUMep M3roToBNEHUA KNIOYEN.

3.11 KoHeuHbI BRnageney ceptTudukata Knrova NPOBEPKN INEKTPOHHOW NOANUCU: KOHEYHbIL
enadeney cepmuchukama (end entity): Bnageney ceptudukara Kniova npoBEPKM SNEKTPOHHOM NOANMUCH, 3a
WCKITIOYEHNEM YOOCTOBEPSIOLLEero LieHTpa, MCNONbL3YIOWMUIA CBOW KMIOY 9NIEKTPOHHOW NOAMUCU ANA Lenen,
OT/INYHBIX OT MOANUCAHUA CEPTUUKATOB KIIOYEH NPOBEPKN INEKTPOHHOW NOAMMUCH.

3.12 kpuntorpacdmueckuin knrou (cryptographic key): Mapamertp, koTopblii onpeaensieT paboTty
Kpuntorpaduyeckon oyHKUnn.

MpunmedyaHune—Kpuntorpadudeckas yHKUUA NO3BONAET OCYLWECTBUTD:
- Npeobpa3soBaHve 06bIMHOTO TeKCTa B LUMAPOBaHHLIW TEKCT U HA06OpPOT;

- co3fjaHune KNHYEeBOR MHopMaLmu;

- co3JjaHne Unu NPoBepKy 3MEKTPOHHOW NOANUCH.

3.13 kpocc-cepTudukaumsa (cross-certification): Mpouecc, npu KOTOpOM JABa yAOCTOBEPAIOLMX
LieHTpa B3aMMHO NOATBEPXKAAKOT KIOYM NPOBEPKU INEKTPOHHLIX NOANUCEN APYr Apyra.

3.14 mogynb ASN.1 (ASN.1 module): COBOKYNHOCTb MASHTUDPULMPYEMbIX BMAOB W 3HAYEHUI
abCTpaKkTHON CMHTaKcu4eckow HoTaumm (ASN.1).

3.15 otnuuntenbHoe wumAa (distinguished name): YHukanbHbii nAEHTUUKATOP BRagensya
cepTudukaTa Kroda npoBepKM NEKTPOHHON NOAMUCH.

MpuMedaHMue—MeTogsl onpegeneHus rnobGansHON YHUKANLHOCTU UMEHW BEIXOAST 3@ PaMKU HacTOALEro
cTaHaapTa.

3.16 napa knoveir (key pair): COBOKYNMHOCTb K/O4Ya MNPOBEPKWM SMIEKTPOHHOW noanucu w
COOTBETCTBYIOLLIEr0 emy Krio4ya 9NeKTPOHHO NOANUCH.

3.17 nonuTuKka NPUMEHEHUS cepTU(PUKATOB (KIIOYEM NPOBEPKU 3NEKTPOHHbIX noanucen)
(public key certificate policy): NouMeHoBaHHbI HAGOp nNpaBui, onpeAenslwMin NOpaaoK NPUMEHEHUSN
ceprudukarta Knova MPOBEPKM ONEKTPOHHOW MOAMMCK, ANs ONpeAeneHHON COBOKYNHOCTU M (Mnn)
OTAENbHOro Knacca GM3HeC-NPUMNOXKEHUI ¢ eAUHbIMU TPeboBaHMAMN BE30MaCHOCTH.

[MfpumevaHus:

1 MonuTuka NpUMEHEHWs cepTUUKaTOB KItodel MPOBEPKN 3MEKTPOHHBIX MOAMUCEN AOMMKHA WCNONb30BaTLCA
nofib3oBaTeneMm ceprtuukata Kroda MPOBEPKU SNEKTPOHHOW MOAMUCU MPU MPUHATUM PELUEHUS O TOM, CTOUT fu
npusHaBaTb CBA3b MeXAy BragenbLem cepTudukaTa u Kno4oM NPOoBEpPKN 3NEKTPOHHON NOAMUCH.

2 KoHkpeTHass nonuTUKa MPUMEHEHWA CcepTUUKATOB KtoHel NPOBEPKU 3MEKTPOHHBLIX MNOAMNUCER MOXET
yKasblBaTb Ha YCMOBMS MPUMEHUMOCTU CepTuUdMKaTa Kkoda MPOBEPKW SIEKTPOHHOW MOAMUCH K ayTeHTUdMKauuu
3NeKTPOHHOro o6MeHa faHHLIMU MPW TPaH3aKLMAX No TOProsrie ToBapaMm B Npejenax faHHoro LeHoBOro JuanasoHa.

3.18 nonb3oBatenb ceptudukara (relying party): HOpuanyeckoe wunu usndyeckoe nuuo,
ncnonb3yoLlee cepTudUKaT Krova NPOBEPKU SNEKTPOHHON MOANUCU ANSA NPOBEPKM SNEKTPOHHOW NOANUCH.

3.19 npuocTaHoBKa fencTBUA cepTudukarta (KnoyYa NPOBEpPKU 3INEKTPOHHOW nognucu) (public
key certificate suspension): BpemeHHOe npekpalieHne yaoCTOBEPSAIOLMM LIEHTPOM AENCTBUA cepTudukara
KMoya NPOBEPKN SMEKTPOHHON NOAMMUCH.

3.20 npoaneHue ceptudmkaTta (knoya npoBepku INEKTPOoHHoU noanucu) (public key certificate
renewal): [pouecc, Npu KOTOPOM OPUANYECKOMY UM (PU3NYECKOMY NULY BbIZAETCsl HOBBIM cepTuchmkar
CYLLIECTBYIOLLIETO KI1to4a NMPOBEPKN 3NEKTPOHHOW NOANUCK C HOBbIM CPOKOM AENCTBUS.

3.21 pasgeneHHoe 3HaHue (Split knowledge): MeTtoa xpaHeHua kpunTorpaddu4eckoro knioda, npu

3



FOCT P 55811—2013

KOTOPOM ABa (unu 6onee) PUIMYECKUX UNU IOPUAMYECKMX NULA NO OTAENbLHOCTU, MUMEIOT YacTW KIoua,
KOTOpbI€, MO OTAENLHOCTU, HE AAKOT HUKAKUX CBEAEHUI O pe3ynbTUPYIOWEM KpUNTOrpaduyeckom Kniove.

3.22 pernameHT BblgauM CcepTUGUKATOB KIIOYE NPOBEpKu 3MeKTPOHHbIX noanucei; PBC
(public key certification practice statement): CoBokynHOCTb npaBun, perynupyrlowmx nopaaok Bbigaun u
ynpasneHus ceptudukatamMu Kroven npoBEepPKUM INEKTPOHHBLIX NOANUCEN YAOCTOBEPAIOWMUM LEHTPOM Ha
MNPOTAXEHUU NX XKUIHEHHOTOo UuKna.

3.23 peecTp cepTuUKaTOB (KNKOYE NPOBEPKM INEKTPOHHbIX nognucemn) (public key certificate
register): COBOKYMHOCTb [aHHbIX, BKIIOYAIOLAA CNUCOK BbI4AHHLIX YAOCTOBEPSAIOWMUM  LIEHTPOM
CepTUUKATOB KIOYEW MPOBEPKW SMEKTPOHHBIX NOAMUCENH M MHADOPMAaUMIO, CoAEpXAaLylcA B 3TUX
cepTudmkaTax, a TaKke MHopMaLmIo 0 aTax NpekpaLleHnsa AedCTBUS UNKU aHHYNUPOBaHUA cepTudukaToB
KIMIOYEN MPOBEPKU IMNEKTPOHHBIX NOANUCEN U 06 OCHOBAHUSIX TAKMX NPEKPALLEHUI UKW aHHYNIUMPOBaHUN.

3.24 cepTudukaT Krrovya npoeepku nekTpoHHOoW noanucu (public key certificate): SnekTpPOHHbLIN
JOKYMEHT MuNW AOKYMEHT Ha OymaxkHOM HOCuTene, BbiaHHble YAOCTOBEPAIOWMM LEHTpOM nubo
JOBEPEHHbIM NMULIOM YAOCTOBEPSAIOLLEro LEHTpa U NOATBEPXKAAloLme NPUHAANEXHOCTb KMova NPOBEPKM
9MEKTPOHHON NOANUCU BNAAENbLY AAHHOTO CEPTUAMKATA KMI0Ya NPOBEPKU SMEKTPOHHOW NOANUCH.

3.25 cepTudpMKaT KnYa MNPOBEPKU ISMEKTPOHHOW NOANUCK YAOCTOBEPAIOWEro LUeHTpa;
cepmucpukam YL (certification authority public key certificate): CepTudukar knova npoBepkU SNEKTPOHHON
noanucu, BnagenbLemM KOTOPOro SIBNSIETCS YAOCTOBEPSIOWMMW LIEHTP, Y€l KNov 3NEKTPOHHOW noanucu
ncnonb3yeTcsa Ans noanucaHusa cepTugukaTos KIoden NPOBEPKN NEKTPOHHON NOANUCH.

3.26 cuctema yaocToBepsAOWMX LEHTPOB; cucmema YL (certification authority system):
COBOKYMHOCTb YAOCTOBEPAIOLIMX LIEHTPOB, KOTOpblE YNPaBnsOT cepTudpukatamu Knioden npoBepku
SMNEeKTPOHHbIX noanucen (BKMoYas COOTBETCTBYIOLLME UM KIIOYM NPOBEPKU INEKTPOHHBLIX NOANUCEN U KIIOUU
9MEKTPOHHBLIX NMOAMUCEN) HA MPOTSXEHUN XKM3HEHHOTO LMKNa cepTudmkaTa Knioda npoBepku 3NeKTPOHHOW
noanucu.

3.27 cnnucok HepeucTBUTESNbHbIX CepTU(GUKATOB KIIOYE NMPOBEpPKU 3SEeKTPOHHbIX NoANUCen;
CAC (public key certificate revocation/non-action list): Cnucok cepTucukaToB Knouen npPOBEPKU
9MEKTPOHHBIX NOANUCEN, OO BABNEHHbIX HEAEHCTBUTENbHBIMMU.

MpuMeyaHUe—HeaedcTBUTENbHBIMI cepTUdUKaTaMU SBMSIOTCS cepTUdUKaTLI CPOK AEHCTBUA KOTOPbIX
UCTEK, NPUOCTAHOBMEHHbIE CepTUdUKATLI U CePTUGUKATEI, aHHYITUPOBAHHLIE MO PELUEHUIo CyAa.

3.28 yBegomrieHue no pgononHutenbHomy kawany (out-of-band notification): Yseaomnenue c
UCMONMb30BaAHMEM CPEACTB CBA3U, HE3aBUCUMbIX OT OCHOBHbIX CPEACTB CBA3N.

3.29 ypoctoBepAawowmnin  ueHTp; YL (certification authority): Opuaudeckoe nuuo wunu
MHAUBMAYATIbHBIM NPEeAnPUHUMATENb, OCYLLECTBRAIOWME DYHKUMU NO CO3AaHUIO U Bbiaave cepTudukaToB
KMIOYen NpPOBEPKW SMEKTPOHHBLIX MOAMUCEN, a Takke WHble (PYHKUMKM, NPeayCMOTPEHHbIE HALMOHANbHbIM
3aKOHOAaTENbCTBOM.

3.30 ynpaBneHue knrovamm (key management): O6paiieHue ¢ knioueBoi uHopmaumen u kniovamm
Ha NPOTSXKEHMUN UX XKMSHEHHOTO LMKIa B COOTBETCTBMU C NONMUTUKON 6€30NacHOCTH.

3.31 yacTb Kntoua (key fragment): dparmeHT Knova, nepeaaHHbii Ha XpaHEHUe IPUANYECKOMY UIU
dmanmyeckomy nuuy Ans peanusauum Metoaa pasgesieHus 3HaHUN.

3.32 xaw-pyHkumna (hash-function): dyHkyus, otoGpaxawowas CTpoku OuUT B CTPOKM But
PMKCMPOBAHHOWM AMNWHbLI U YAOBMETBOPSIOLLASA CrieayloLLUM CBOWCTBaM:

1) N0 AAHHOMY 3HAYEHMWIO (PYHKLIMKU CIOXKHO BBLIMMCIIUTL UCXOAHbIE AAHHblE, 0TOOpaXKkaemble B 3TO
3Hay4eHue;

2) Ans 3a8aHHbIX UCXOAHLIX JAaHHbIX CMOXHO BLIMUCAUTL APYrME UCXOAHbIE AaHHbIE, OTOOpaxaeMbie
B TO € 3Ha4yeHue pyHkuuu;

3) CNOXXHO BBLIMUCIUTL  KaKylo-NnMGO napy MCXOAHLIX AAHHBLIX, OTOOpaXkaembiXx B OAHO U TO Xe
3HaveHue.

[FOCT P 34.11-2012, nyHkT 3.1.6]

Mpwum™medyaHu e-—lpumeHuTeENLHO K 06NacT UCNONBL3OBAHUA SNEKTPOHHOW NoanUcU CBOWCTBO MO
nepeYucneHnto nofpasyMeBaeT, YTo:

1) N0 W3BECTHOW 3MEKTPOHHOI MOAMUCU HEBO3MOXHO BOCCTAHOBWUTb WCXOAHOE cOObLeHUe; CBOWCTBO Mo

nepeyucneHnto

2) A 3a@aHHoro NojnucaHHoro cooblieHns TpyAaHO noaobpaTte Apyroe (dpanbcnduumpoBaHHoe) coobLyeHue,

“MetoLLiee Ty Xe aMEeKTPOHHYIO NOAMUCH; CBONCTBO N0 NepeYUCNeHnIo

3) TpyAHO noaobpaThk Kakyro-nubo napy coobLyeHnid, UMEIOLUX OAHY U TY K& NOAMUCH.

3.33 uenTp peructpaumm; LIP (registration authority): Cnyx6a (nogpasagenenue) YU, kotopas
OTBEYaeT 3a peructpaumio, naeHtudukaumio n ayteHTuduKauumio snagensues ceptudukaTos, n ABnsSeTCA
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yacTtblo YL, HO He co3fiaeT u He BblgaeT cepTudukaThbl.

Mpwu™MmeuyaHe—LP mMoxer yyacTBoBaTb B Npouecce NONy4eHUs cepTucukaTa Kiova MpoBepKu
3NEeKTPOHHOM NoANUCH, NpoLiecce NpekpaLleHns AeilcTBUS cepTUdUKaTa Kntoda NPOBEPKIM SNIeKTPOHHOW NOAMNUCH, UNu B
TOM U ApYroMm.

3.35 uenoyka cepTudmMkKaToB KIHOYEW NPOBEPKU INEKTPOHHLIX MNOANUCEN; UEeroyka
cepmucpukamos (public key certification path): YnopsaoveHHas nocneaosatenbHOCTb cepTudUKATOB
KIMIoYen NPOBEPKU 3MEKTPOHHLIX NOANUCEN, KOTopasi, MCXOAA U3 YCNOBUSA AOBEpUs nNepBoMy cepTudukary
KMio4ya nNpOBEPKUM SNEKTPOHHOW NOANUCU 3TOM LENOYKU (CepTudpmnkaTty yAOCTOBEPSAIIOLIEro LIEHTpa),
No3BOSIAET YCTAHOBUTL [JOBEPUE KOHEYHOMY cepTudukaTy Kkmova NPOBEPKU INEKTPOHHOW NOAMUCK 3TOM
LIeMNOYKH.

3.36 anekTtpoHHaa nopanuckb (digital signature): UHdopmauma B SNEKTPOHHON chopme, KoTOpas
npucoeauHeHa K Apyron uHdopmauum B 3NeKTPOHHOU ¢hopme (noanucbiBaemMoi MHdopMauum) UnNu UHbIM
obpasom cBsi3aHa C Takon wuHopMauuen U KOTopas UCNOMb3YeTCA AN onpeaeneHus nuua,
NOANMUCHLIBAIOLLETO MHGOPMALMIO.

Mpumeyanus:

1 Buabl anekTpoHHOW noanucu onpegeneHsl B [1].

2 [NpuMeHeHWe COOTBETCTBYIOWErO BUAA SNEKTPOHHON NOANUCU ONPefensaeTcs Ha OCHOBE MpaBOBLIX M
HOPMaTUBHbIX aKTOB YNOMNHOMOYEHHbLIX OPraHoB WNN AOrOBOPHBIMU OTHOLLEHUAMU MeXAY y4aCTHUKaMMU SIEKTPOHHOro
B3aumoaencTeus (cm. [1]).

4 NHdppacTpyKTypa OTKPbITbIX KNOYen
4.1 O630p

WHdpacTpykTypa OTKpbIThIX Kntoven (PKI) — aTo TepMUH, MCNONb3yeMbli ANA ONUCAHUS TEXHUYECKOW,
IOPUANYECKON U KOMMEPYECKOW WHMPPACTPYKTYPLI, KOTOpas AenaeT BO3MOXHbLIM LUMPOKOE MPUMEHEHMe
TEXHOMOrnu OTKPLITOro Krto4a.

TexHOnorua OTKPbLITOrO KMioYa UCMONb3yeTca ANA CO3AaHUA 3NEKTPOHHOW NOANUCU U YNpaBrE€HUA
CUMMETPUYHBIMK KroYamu. B kpuntorpapmm ¢ aCUMMETPUYHBLIM KITIOYOM MCMOMb3YIOTCA ABa Kniova: OAuH
CKPbITHO XpPaHWUTCH Y NoNb30BaTens, a ApYro CTaHOBUTCA NyONMYHO AOCTYNHBLIM (OTKPbITLIM). MoanucaHHoe
unm obpaboTaHHOE C MOMOLLbIO OAHOTO KMoYa MOXET ObiTb NPOBEPEHO HA AECTBUTENBHOCTL C MOMOLLbIO
AONOMHAOLWEro ero knova. PackpbiTUe OTKPLITOrO Krova He KOMNPOMETUPYET AOMOMHSAIOWMIA ero Knoya.

AyTeHTMdUKAUMA KMo4Yen NPOBEPKU IMNEKTPOHHOW MOAMUCU ABMASETCS HEOOXOAUMBLIM YCNOBUEM, W
MO3TOMY Takue KIvu HaxoaaTcsl B cepTudmkarax Krnoyen npoBepkn anekTpoHHou noanucu. Ceprtudmkar
KMo4a npoBEPKM OMEKTPOHHOMW NOAMUCU  COAEPXUT  KMIOY MPOBEPKU IMEKTPOHHOM NoANUCU WU
WaEeHTUUKALUMOHHbIE [aHHbIe, a Takke 3NeKTpPoHHyl noanuchk YL Hacrosawwmin cranpapt OCHOBaH Ha
FOCT P NICO/M3K 9594-8 B yactu ayTeHTMdUKaLUKN B OTKPbITbIX CUCTEMAX.

4.2 Mpouecc ynpaBrneHna UHGPaCcTPyKTypPON OTKPbITbIX KIO4Yen

OBGA3aHHOCTSAIMM, ycryramMM M npoueaypamu, HeoOXoAMMbIMU ANs ynpaBrneHus WHPacTpyKkTypown
OTKPbITbIX KMOYEN, ABNAIOTCA:

- CO37aHNe KITIOYEN;

- perucrtpauus;

- co3aaHune cepTudnKkaTos;

- pacnpegeneHue;

- UCNOMb30BaHUE;

- NpUOCTaHOBKa, BOCCTAHOBMNEHUE;

- npexpaLieHue cpoka AENCTBUS;

- npoAaneHue;

- 3ameHa.

OcHOBHble 3Tanbl npouecca YynpaBneHUsi MHPACTPYKTYpPOW OTKPbITbIX KIIOYEW MoKasaHbl Ha
pUCyHke 1.
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Mpouecc Xu3HeaeATENLHOCTU cepTuduKaTa Knloya
NpoBepKN 3NEKTPOHHO nognucu

1 Mapa knioven (koY NPoBEpPKM
------- > c 3MNEKTPOHHOI NOANUCU/KITIOY
O3faHue knioua 3NEKTPOHHOI NoanucK)

KItoY NPOBEPKM 3MeKTPOHHOI NoAnucK
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pelleHuio cyaa
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MpumedyaHue — Lndpbl COOTBETCTBYIOT 3Tanam NpoLEcCoB, AeTanmnaMpoBaHHbIX Ha pUCYHKaxX 2
PucyHok 1 — TunoBor npouecc ynpaBneHusa MHOPaCTPYKTYPOIl OTKPLITLIX KIoYei
4.3 YoocToBepsAIWUA LEHTP

YLl cospaet ceptudbmKkaTthbl Kroden NpoBEPKM SMNEKTPOHHONW noanucu. KOpuaundeckue u usmveckue
nuua (8 Tom 4vucne YL) Moryt ucnonb3oBaTb CEpPTUMMKATBLI KMoYel NPOBEPKU 3MEKTPOHHOM noanucw,
4yTOObI ayTeHTUdbnunpoBaTte cebs Ans nonb3oBatenein cepTudUKaToB.

Mocne Toro kak cepTudukat Knova NPOBEPKU INEKTPOHHOW MOAMUCU CO3[aH, LEMOCTHOCTbL €ro
CoAepXKaHMA 3alLMLLAeTCA ANEKTPOHHOW MOANUCHLI0 YAOCTOBEPSIOWEro LeHTpa. Hacroawmin crangapTt He
TpebyeT obecneyeHuss KOHUAEHLMANLHOCTU CEepTUUKATOB KITlOMEN MPOBEPKM INIEKTPOHHOW NOANUCH.
YuutbiBas, 4TO none3oBarenu ceptudukatos aosepsioT YL, 3TO AenaeT BO3MOXHOW NPOBEPKY CBA3M
MEeXAy KNIOYOM  NPOBEPKM  JMEKTPOHHOW  NOANUCU  IOPUAMYMECKOTO UM bu3udeckoro  nuua,
MAEHTU(PUKALUOHHBIMM AAHHBIMKM 3TOTO fMUA W APYron HeoOxoAuMON, coaepxkalleincs B ceptudukare
Knio4a NPoBEPKU 3NEKTPOHHOW NOANUCU MHpOopMaLUEN.

Llenoyka cepTudUKaToB MOXET ObiTb COCTABNEHA ANA ABYX OCHOBHbIX apXUTEKTYP: MEpapXU4eCcKon U
CceTeBon.

B uepapxuueckon cucteme YL| nonHoMo4ua noactpavBaloTcsl noj ronoBHou YL, KOTOpbIf co3aaeT u
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BbldaeT cepTudukaTbl KMOYeid MPOBEPKU SnEeKTPOHHOW nognucu ans YL, HenocpencTBEHHO emy
NOAYMHEHHBbIX. OTU MOAYMHEHHble YL| MOryT BbliaaBaTh cepTudMKaTbl KMOYEN NPOBEPKU 3MEKTPOHHOM
noAnNucU NOAYMHEHHbIM UM YL| unu KoHeyHblM BrnagensuamM ceptudukaToB. B nepapxuyeckon apxmtekrype
KIIoY MPOBEPKN 3MNEKTPOHHON NOANUCK FONOBHOIO YL BLICTYNaeT B KAYECTBE AOBEPEHHOIO KNo4a NpoOBEpPKM
9NEKTPOHHOW MOANUCM U U3BECTEH KaxaoMy nonb3oBaTenio ceptudukatoB. [enCTBUTENBLHOCTb
ceprudukaTa Knioda NpPOBEPKU INEKTPOHHOI moanucK moboro puaunyeckoro unu U3UYEcKoro nuua
MOXET ObITb MPOBEpeHa NOCPeACTBOM NPOBEPKU LIENOYKU cepTUUKaTOB, KOTOpas BedeT OT NPOBEPSEMOro
ceprudmkaTa Kknova npoBepKM ISMEKTPOHHOM noanucuM o6paTHO K JOBEPEHHOMY KMOWY NPOBEPKU
SMEeKTPOHHOW MoANUCK (KNKOYY NPOBEPKW 3NEKTPOHHOW noanucu ronoBHoro YLI). B aton cucreme YL
ronosHoi YL| asnsetca obwen Toukon 4oBepus Ans BCex Nonb3oBareneii cepTudukaTos.

lonosHon VYLl ana c©BAsM 3a npeaenamu cBoew 0ONacTM OTBETCTBEHHOCTU JAOSMKEH KpPOCC-
ceptucdouympoBatec ¢ YL, >xkenaemow yaaneHHow obnactu. [poBepka uUenodkn ceptudukaTos
npegnonaraeT co3jaHue nocneaoBaTeNbHOCTU CepTU(UKATOB KIKOYEH NPOBEPKU 3NEKTPOHHOW noanucu ot
YAANEHHOTO  (hpU3MYEecKoro unuM  IOpUAUMYEcKoro nuua A0  ronoBHOro YL ¢ nomowbil  Kpocc-
cepTudULUMpoOBaHHOro yaaneHHoro YLI.

B cetesow cucreme YL, HezaBucumble YL| MOryT Kpocc-cepTudpuumpoBaTtb apyr Apyra nocpeacteom
BblJauu CEePTUMPUKATOB KNIOYEi NPOBEPKN SNEKTPOHHOW NOANUCU APYr ApYry. OTO NpUBOAUT K 0OLLEN cxeme
[OBEPUTENbHBIX OTHOLWEHUW Mexay YL u no3sBonseT kaxaown rpynne (Hanpumep, KNMPUHIOBOW nanare,
(PMHAHCOBOMY YYPEXOEHWUI0 UNU ero noapasgeneHusiM) umeTb cobctBeHHbin YL KOpuaudeckoe unu
duanyeckoe nNULUO UCMONbL3YET KMIOY NPOBEPKU IMNEKTPOHHOW NOANUCU BbIOpaAHHOrO YL| kak AoBepeHHbIN
KMioY NpoBEpKU 3NEKTPOHHOM noanucu. Llenouyka ceptudmkatoB COCTOUT U3 Tex cepTUPUKATOB Knto4en
NPOBEPKN 3NEKTPOHHOW NOANMCK, KOTOpble uAyT B obpaTHOM mocriefoBaTenlbHOCTU OT NPOBEPSEMOro Ha
JEeNCTBUTENbHOCTL cepTudmkaTa Knioya nNPOBEPKM INEKTPOHHOW noanucu Ao YL, knioy npoBepku
3MEKTPOHHOW NOANUCKU KOTOPOro NOMyYEH Nonb3oBarenemM ceprudukaTa J0BEpEeHHbIM 06Pa3oM.

KomnpomeTauua knio4a 3neKTpoHHOW noanucu YLL komnpometupyet Bce ceptudhukatbl Kioden
MPOBEPKN SMNEKTPOHHOW NOANUCU, BbLIAAHHLIX AAHHbIM YLI, NOCKOMNbKY 3MOYMBILIEHHUKM C MNOMOLLbIO
CKOMMPOMETUPOBAHHOTO KJll04a SSIEKTPOHHOM MOAMUCU MOTyT co3jaBaTb hanblumMBble CcepTucUKaTbl
KMIOYEN NPOBEPKM 3MIEKTPOHHOW MOANMCHU, a 3aTeM BbigaBaTb cebsi 32 OJAHOTO UMM HECKOMNbKMX KOHEYHbIX
BrnagenbLUes cepTUPUKaTOB.

MKM3HEHHBIA LMKN cepTudmKaTa Kroya NpPOoBEPKU 3MEKTPOHHOW MOANUCU KOHEYHOro Bnajaenbua
cepTudukarta nokasaH Ha pucyHke 1.

4.4 LleHTp peructpauumn

LIP oTBeyvaeT 3a perucrpauuto, MaAeHTUdUKALMIO U ayTEHTUUKALUIO BragenbueB CEPTUPUKATOB, HO
He BbinonHAeT dyHkuum YL, un, crnegoBaTesnibHO, HEe CO34aeT U He BbldaeT cepTudumkatel. LIP mMoxeTt
CnocobCTBOBATL MPOLIECCY NOMyYeHUss cepTudumkarta, npoueccy NpeKkpalLeHusi ero 4eiCTBusl, UM TOMy K
Apyromy.

4.5 KoHeuHbIi Bnageney ceptucukara

KoHeuHbI BRnageney ceptudukata UCNONb3yeT CBOW KIOY SMEKTPOHHOW noanucu Ans uenew,
OTMUYHbIX OT MOAMUCAHUA CEPTUPUKATOB KIOYE NMPOBEPKN SNEKTPOHHON NOAMUCHK.

5 Cuctembl YU

5.1 O6wasn nupopmauma

LIP (8 cnydae ero Hanuuusl) siensieTca cnyx6oi (nogpasgenennem) YL, aeicTeytollein B pamkax
pernaMeHTa Bblga4n CepTUPMKaTOB KMOYEn NPOBEPKN SNMEKTPOHHBLIX nognucen gaHHoro YL, Perucrpauyus
IOpUANYECKUX U husmyeckux nuy ¢ cobnioaeHnem Bcex Tpebyembix mep Ge3onacHOCTU MoxeT ObiTb
nopy4veHa LIP unm moxet 6bITb HacTbiO yCnyr, npeaoctaBnsembix YL,

Mpu wucnonb3osaHun LIP B3aumogencreue LIP ¢ ocranbHbiMU cnyxkbamm YL AOmkHO ObiTb
ayTeHTuuUMpoBaHo. [ina aToro NpoLecca MoxeT ObiTb UCNOSNb30BaHA 3NEKTPOHHAs MOANUCH.

5.2 OTBeTCTBEHHOCTb B cucrtemax YL|

5.2.1 OTBEeTCTBEHHOCTb U XapaktepucTtuku YL
5.2.1.1 YLl HeceT OTBETCTBEHHOCTb 3a:
a) obecne4yeHne 6e30MacHOCTM KMKOYa SNEKTPOHHOW MOANMCHM, CBSI3AHHOIO C KIIOYOM MPOBEPKU
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ANEKTPOHHON NOANUCK, COAEPXKALLUMCS B cepTUdMKaTe Knoya NPOBEPKN SNEKTPOHHON noanuck YLL;

6) obecneyeHne yBEepEHHOCTU B TOM, YTO KIOYMM NPOBEPKU 3NEKTPOHHOW NOANUCH, CEPTUDUKATI
KOTOpbIX CO37aHbl YL, ABNSIOTCA YHUKanNbHbIMU B 06nactu aencreus atoro YU,

B) ofecneyeHue OTCYTCTBUA AYGNMPOBAHUS OTAIMMUTENBHOTO UMEHW 3anpaluMBaloLLEl CTOPOHbI C
uMeHeM moboro Apyroro (U3N4ECKOro WNKM  IOPUMAUYECKOro nuua, cepTudukaTt Koya npoBepKu
SNEKTPOHHOW NOANUCU KOTOPOro Bbin co3gaH aTum YL,

r co3gaHue cepTUUKATOB KNo4a NPOBEPKU SNEKTPOHHOIW NOANUCU C NPUMEHEHUEM amnroputma
3MEKTPOHHOM NOANUCH K MHAOPMaLUK, yka3aHHOM B cepTudmkaTe knova NpoBepku INEeKTPOHHOM NOANUCH;

A) NOAAEpXaHME MEXaHU3Ma MpeKpalieHuss AenNCTBUA cepTUUKATOB U NPOBEPKU, NMPUEMNEMOTO
AnA BNagenbLeB v Nonb3oBaTenen ceptudukaTos;

e) cospanue u pacnpeaeneHune CAC (cMm. npunoxeHue [);

X)  CO3[aHME nap Kmoyen B COOTBETCTBUM C NOAPOGHBIM CLeHapuem Npoueaypbl CO34aHus Kiloden
YAOCTOBEPSIOLLUM LIEHTPOM U TpeGosaHusimu PBC;

3) pa3spabotky PBC u o6ecneueHue ero 4OCTYNHOCTU ANA BCEX IOPUANYECKUX U (PU3NYECKUX NUL;

u) obecneyeHue yBepeHHOCTU B TOM, YTO OH BRageeT U ynpaBnseT CBOMMMU KI0YaMU ANEKTPOHHON
noanucu;

K) 3aMeHy napbl Krioyen (NpoBepKu 3NEKTPOHHOW noanucu / anekTpoHHOW noanucu) YLl yepes
MHTEpPBAarbl BPEMEHU, COOTBETCTBYIOLUME puckam busHeca.

Pabota YLl gomkHa OCyweCTBNATLCA B COOTBETCTBUM ¢ PBC M COOTBETCTBYIOWMMU NONMUTMKAMM
npumeHeHusa ceptudukatoB. YL| HeceT OTBETCTBEHHOCTb 3a CO3AaHue cepTUPUKaTOB M AOIDKEH UMETb
BO3MOXHOCTb MPEACTaBnATbL  UHGOPMALMIO, COAEpXawyloca B cepTUdUKaTax Kmovel MpoBEPKM
3NEKTPOHHOW Nnoanucu, B popme, NPUrogHON AN YTEHUS YENOBEKOM.

TpeboBaHusa k pacnpeaeneHuto YL kntoyei npoBepku 3NEKTPOHHON NOANUCH onpeaeneHbl B 5.3.5.

5.2.1.2 Pekomenayetcs, 4to6bl YL| o6nagan cnegyowmmm XxapaktepucTukamu:

a) u“Men A0CTaTOMHO PecypcoB ANA NOAAEPKaHWUA CBOEW AEATENbHOCTM B COOTBETCTBUM CO
CBOUMMW 00513aHHOCTAMMU;

6) ©6bin cnocobeH B AOCTAaTOYHOW Mepe MPUHATL CBOM PUCK OTBETCTBEHHOCTU neped KOHEYHbIMM
Bragenbuamum CeptudukaToB M NONb30BATENSAMM  CepTUUKATOB, KaK 3TO AMKTYETCA MNOJIUTUKOM
NPUMEHEHU CEPTUPDUKATOB;

B) NPUMEHAN KagpoBYIO NONMTUKY, KOTOpas o6ecnevnBaet goBepue K AeaTenbHocTn YL;

r) ucnomnb3oBan Ana peanusauuum QyHkuuii YLl cpeactea, yaoOBRETBOPSIIOLUME HOPMATUBHLIM
TpeboBaHMAM YMONMHOMOYEHHbIX opraHoB. Cpeactsa YL, AomkHbl ObiTb COOTBETCTBYHOWMM 06pasoM
3aLUMLLEHBI.

MpumMmeyaHune—Knaccbl cpeacTB aNeKTPOHHON nognuck u cpeacts YL| onpefenexsl B [2]. Heobxoaumeli
Kknacc paspabaTbiBaeMblX (MOAepHU3MPYeMbIX) cpeacTB YL| onpeaenseTca 3akasdnkom (paspabotumnkom) cpeacts YL
Ha ocHoBe [2].

a) obecneuuBan AOCTYMHOCTb CBOMX CEPTUMUKATOB KIHOYEN MNMPOBEPKM IMNEKTPOHHOW MOANKUCH,
KNioYa npoBepku anekTpoHHown noanucu n CAC ana nonb3oBartenen ceptudnkaTos;

e) onpegenAn W [AOKYMEHTanbHO OMOPMNAN BHYTPEHHUE MOMUTUKM (DYHKLUMOHMPOBAHUS ANA
o6bnactu gencrteus YL n obecneumsan ux 4O0CTYNHOCTb 3aUHTEPECOBAHHbLIM NULUAM;

) obecneumBan yBepeHHOCTb B COOTBETCTBUM BCEM HAANEXaLUMM HOPMaTMBHLIM TPEGOBAHMUSIM.

Cucrema YLl gomkHa o6ecneynTb YBEPEHHOCTb B TOM, YTO 06A3aHHoCcTU YL, n LIP (npu ero Hanu4uw)
Gblnn onpeaeneHsbl.

5.2.2 OTBEeTCTBEHHOCTb, KOTOPAas AOMKHA ObiTb BO3Ji0XeHa Ha YL, unu Ha LIP

YU vnu LUP (npu ero Hanuuumn) Heo6XoaNMO OCYLLECTBNATL CrieaytoLlee:

a) MPOBEPATb AEWCTBUTENbHOCTb MAEHTUMUKALIMOHHBIX AAHHBIX OPUANYECKOTO UNKU (PU3UHECKOTO
nuua, sanpawmsaiwoLlero ceptudukar Krnova NPOBEPKU 3MEKTPOHHOW moanueu kak Oyaywmii Brnagenew
JaHHOro cepTudukara;

6) nPOBepPsATb AEWCTBUTENbHOCTb MAEHTUMUKALMOHHBIX AAHHBIX OPUANYECKOTO UNU PUUYECKOTO
nuua, sanpawumBarpoLero ceptudukaT Knoya NpoBEPKU SNEKTPOHHON NOANUCH, KaK JOBEPEHHOE NULIO;

B) M3BeWaTb O CO34aHuM cepTudmkara Krio4a MpPOBEPKM 3MEKTPOHHOW MOAMUCKH CTOPOHY,
YKa3aHHyIo B cepTudukarte krnova npoBEPKM AMEKTPOHHON noanucu (Mpu He0BX0AMMOCTH);

)  OCYLWEeCTBNATbL nepeaady 9TOr0 M3BELUEHWA CrMocobOM, OTMMYHBIM OT nBbiXx €cnoco6os,
UCNoMb3yemMbIX ANA nepejadu ceptudukarta knioda npoBepKU 3MEKTPOHHON NOANUCK OPUANYECKOrO UMK
dusuyeckoro nuua. Mpumepamu Takmx cnocobOB nepeaayun ABNSAIOTCA OObIYHbIE MOYTOBbIE MUCbMA ANS
CUCTEM C HU3KUM YPOBHEM pucka (PO3HWYHAS TOPrOBMA) U 3akasHble NUCbMAa ANA YacTHbIX GaHKOBCKUX
cuctem. Peanusaums aToi chyHKLMOHaANLHOCTU ONpesensaeTcs puckom busHeca;

) OCYLeCTBMATbL ayauT npouecca Bbigaunm CepTUUKATOB KIOYElH MPOBEPKM SMEKTPOHHON



FOCT P 55811-2013

noAMNuUCU B TEYEHME BPEMEHU, OnpeaeneHHOro TpeboBaHMAMU K COXPaHEHUIO 3anucei;

€) OCylWecTBnATb B COOTBETCTBMM € TpeGoBaHuaMM  ©Ge30nacHOCTM  perucrpauuio
ayTeHTUPULMPOBAHHLIX IOPUANYECKUX U (PUINYECKUX NNLL;

X) NpefoCTaBnATb CBOMM KOHEYHbIM BriaenbLaM CepTUMUKATOB PYKOBOACTBO NO Oe3onacHOMY
YNPaBAEHUIO KIIOYOM INEKTPOHHON NOANUCU KOHEYHOrO BriafenbLa ceptudukara;

3)  MHOpMUPOBATL KOHEYHOrO BNagenbLa ceptTudukaTa o ToM, YTO ero paboTa onpegensaeTcs Kak
CKOMMPOMETUPOBAHHASA, €CMU €ero KIod 3MEeKTPOHHOW MOAMUCU WUCMONb3yeTca KakuM-nubo  apyrum
IOPUMANYECKUM UNN PUUYECKUM NULIOM;

M)  UCMONb30BaTb COOTBETCTBYIOLUME CPeAcTBa, YTOObI yOeAUTLCS B TOM, YTO KOHEYHbI Bnageney
ceprudmkata noHUMaeT 06A3aHHOCTU, CHOPMYNUPOBAHHLIE B 5.2.3, U B COCTOSIHUM UX BbINOMNHATD;

K) B Crnyd4ae KOMNpoMeTauuu Knio4va anekTpoHHon nognucu YL, HesameanutensHo MHPOPMUPOBaTL
00 39TOM BnajenbLEeB v Nonb3oBaTenel ceptudnkaTos B obnactu gercreua YL,

n) ocywecTBnaTb 00paboTKy 3anpoCoOB OT OPUAMYECKUX W (PU3MYECKUX §nuL Ha Bblgauvy,
npoAaneHue n 3aMeHy ceptudukara, Ha NnpekpaLleHne u BOCCTAHOBMNEHUE AENCTBUA cepTudumKaTa, a TaKkke
(no pelueHuto cyaa) aHHynupoBaHue ceptudukara.

PacnpeneneHue ykasaHHbiX (yHkuui mexay LIP u apyrumun cnyx6amu YLl onpegensietcs npu
peanusauumn cuctemol YL.

Mpunoxenue B copepxut pekomeHayemblie TpeboBaHus Ans Npuema AaHHbIX 3anpoca Ha
ceptudukat. Ha npegmet obecneyeHuss TpebOBaHUI KOHTPONS U YBEPEHHOCTU B Ka4yecTBe 6e30macHOCTH
cM. 5.4.

5.2.3 OTBEeTCTBEHHOCTb KOHEYHOro Bragenbua ceptugukara

K koHeuHOMYy BnagenbLy cepTudukaTa npeabasnsaTca cnegylowme TpeboBaHus:

a) obecneuynBaTb YBEPEHHOCTb B TOM, YTO KMIOY 3MIEKTPOHHOW MOAMMCU KOHEYHOro Brajenbua
ceprudukara:

- XPaHUTCA B KOHTPOMMPYEMOW 30HE, YCTaHOBNEHHOW Ans CPeacTsa, peanuayiowlero
Kpuntorpaduyeckue OyHKUUK;

- MCMOMb3yeTCA TOMbKO YNONHOMOYEHHbIM MIMLUOM C NPUMEHEHUEM Haanexaiux Mep u
CpeacTB KOHTPONSA U ynpaBneHus 4OCTynom (Hanpumep, napons), cornacHo coorsetcrayowemy PBC;

6) obecneymBaTb YBEPEHHOCTb B TOM, 4YTO pe3epBHAs KOMUA KMio4a SNEKTPOHHOW MNOAMMUCH
XPaHUTCA B KOHTPONMPYEMON 30HE, YCTAHOBMEHHOW ANA CPEACTBA, peanu3ylowero kpuntorpadgpuyeckue
OYHKUMU, TOrAa Kak caMu CpeACTBa XPAHATCS B 3ALLMLLEHHOM XPaHUMNULLE.

Tpe6oBaHusa 6e30nacHOCTU ANs pe3epBHOI0 KONMPOBAHMUS KIOYEl SNEeKTPOHHO| NoanUCU MoryT GbiTb
ocHOBaHbI Ha 5.3.1.1. Kniou anekTrpoHHOM noanucu crneayeT TpaHcnopTupoBath 6e3onacHbIM CNOCo6oM;

B) nNpeanpuHUMaTb AEUCTBMA MO OOECneyYeHuI0 KOHMUAEHUMANbHOCTU KIoYa SMNEeKTPOHHOM
nognucu Ans npeaoTBPAaLUEHUS HECAHKLMOHUPOBAHHOIO WCMOMb30BAHUSA M KOMMPOMETAauUM Knya B
TEYEHNEe ero XM3HEHHOro LMKNa;

r) npeanpuHuMatb JAEWCTBUSI NO He3ameanuTensHoMy yBegomneHuio YL, korga KOHeuYHbIN
Bnageney ceprudukara sHaeT unu nogo3pesaeT O NoTepe, pacKpbiTUM UM MHOTO poaa KOMNPOMETauuu
CBOEro KSo4a 3MeKTPOHHON NoANUCH;

A) obecneunTb yBEPEHHOCTb B TOM, YTO MOCME KOMNPOMETALMU UMM OT3biBA KMOYa 3NEKTPOHHON
noanuCcU KOHEYHOro Bnagenbua ceprudukaTa MUCNoONbL30BaHUE ITOrO0 Klo4Ya SNEKTPOHHOW NOAMUCHK
He3amMeanUTENbLHO U OKOHYATENBHO NPEKPAaLLAeTCs;

e) ob6ecneunTb YBEPEHHOCTb B TOM, YTO KIHOY 3MEKTPOHHON MOANMUCU KAKOrO-fimbo KOHEYHOro
Bnagenbua ceprtudukara, KOTOpbIii Obin paHee yTepsiH UM CKOMNPOMETUPOBAH, a 3aTeM HangeH, yaeT
YHUUTOXEH;

X) obecneuntb YBEPEHHOCTbL B TOM, UYTO B Cnyvae NpeKpalleHus AeATEeNnbHOCTU (Hanpumep,
nuKkBMAAUMUN  IOPUAMYECKOTO NULIA) KOHEYHOro Bragenbua cepTudukaTa, CylwecTByeT HasHadeHHas
OTBETCTBEHHAsi CTOpPOHA, o6ecneunBaloLLasl YHUUTOXEHUE KNioYa KOHEYHOro Bnagensua ceprudumkara u
yBeaoMneHune cuctemol YLI;

3) obecneunTb ypoBeHb GesonacHoctu, Tpebyembii PBC u onpeaeneHHbit COOTBETCTBYIOLLMUM
AOroBOPHbLIM CornalueHuem;

M)  NPeaoCTaBMNsATb TOYHbLIE W MOSHbIE JaHHbIE ANA 3anpoca Ha CepTuduKar;

K) coobwarb B YLI/LIP 0 nioBbix HETOUHOCTAX UMK U3MEHEHUSIX B COAEPKAHUM cepTudukara kniova
NpoBepKU INEKTPOHHOW NoANUCKH (HanpuMep, M3MEeHeHWe hbamunuu U T. 4.).

5.3 Tpe6oBaHMA K XM3HEHHOMY LMKy cepTuduKata KIo4ya npoBepkn 3NeKTPOHHON NoANUCH

5.3.1 Co3panue
5.3.1.1 CpeacrBa YL, peanusyiowue kpuntorpadmyeckue yHKLMU C KIIOHOM 3fIEKTPOHHOM MOAMNMUCH,
DOMKHBLI ObITb  COOTBETCTBYIOLMM 00pa3’oM 3almuleHbl W HEeAOCTYNMHbl ANA  Kakoro-nubo Apyroro

9



FOCT P 56811—2013

fopuamyeckoro unu - msmyeckoro nuua. Knov  anektpoHHoW noanucu YL, Takke paomkeH ObiTb
COOTBETCTBYIOLLMM 00pasoM  3allWLUeH, MOCKONbKYy obnagaHue WM  MNO3BOSIUT  3NOYMbILLNEHHUKY
3amackuposartbcsi nog YL n cdopmupoBaTh OXHbIE CepTUUKATLI KMIOYENn NPOBEPKU 3NEKTPOHHOM
noanucu.

TpeboBaHusa 6€30MacHOCTM K KNOYy 9aNeKTPoHHOW nognucu YL cneayiowme:

a) nopsAdOK CO34aHMA, UCMONb30BAHMA, XPAHEHUA U YHUYTOXEHUS KNoYa 3NEKTPOHHOW noanucu
YLl onpepensieTca B COOTBETCTBUM C TpeOOBaHUSAMM SKCNNyaTaUUOHHON AOKyMeHTauuu Ha cpeacTtea YL,
peanusylowme kpuntorpaduyeckme YHKUUM, WM HOPMAaTUBHBLIMM TPEOOBAHMSIMU  COOTBETCTBYIOLUMX
YNOSIHOMOYEHHbIX OpraHoB (Hanpumep, TpeboBaHusimm [2]);

6) npouecc co3jaHusi Kniova NPOBEPKM SMEKTPOHHOM NOANUCU / KNkoYa SNEKTPOHHOW NOoANUCU
fAomKeH obecnevnBaTb YBEPEHHOCTb B TOM, YTO KrtoveBas WHdopmauusa cOOTBETCTBYET TpeGoBaHUaM K
KoYy NPOBEPKU 3MEKTPOHHOI NOANUCH;

B) TONbkO YL| AOMKEH UMEeTb JOCTYN K CBOEMY KNIOYY SNEKTPOHHOMN NOANUCH;

N npu nepexoae (pyHkuun YL| K Apyromy ynosIHOMOYEHHOMY KOPUAUYECKOMY UMM husmyeckomy
nnuy, KoY anekTpoHHoM noanuck YL gomkeH ObiTb 9kcnopTuposaH 6e3onacHeiM cnocobom, Hanpumep:

- noA ABOWHLIM KOHTPONEM C pazaeneHueM 3HaHWUA; Unu

- B 3awmdpoBaHHOM BuAE, NpUM ISTOM KpunTorpaduyeckana CTOMKOCTb LuMpOBaHUSA
[OJDKHa COOTBETCTBOBATHL YPOBHIO 3aLLUThI SKCNOPTMPYEMOrO KfoYa 3MeKTPOoHHONM nognucu YL,

)  Mocrne ucTtevyeHns cpoka AenNCTBUA KIllo4a BCE KONUK KIoYa 3MeKTPOoHHON nognucu YL (v vacrei
Krnoya, ecrnim OHM CyLUEeCTBYIOT) [OSMKHbI OCTaBaTbCA HAAEXHO 3alMULIEHHLIMM UMM AOIMKHbI ObiTb
YHUYTOXEHbI 6e3onacHbiM 06pasom.

5.3.1.2Mpwu cosgaHun napbl KINOYER ANA KOHEYHOro Bragenbua ceptudukara takke Heobxoaumo
cobnioaaTe cooTBeTCTBYIOLME TpeboBaHUsA. B 4acTHOCTU co3faHue napbl Knioyer KOHEYHOMY BrajenbLy
cepTudmKaTa MOXET OCYLUECTBNATLCA CPEACTBAMM KOHEYHOro Bnajenbua ceptudukara, peanusylowmmMm
Kpuntorpaduyeckue dyHkuumu, unu cpeacresamu YL Mopsaaok co3paHuA, UCNONb30BAHUSA, XPaHEHUs M
YHUYTOXEHUA KIo4eBOon uHdpopmMauum (napbl KModen) KOHeYHOro Bnagensua ceptudukara onpeaensieTcst
B COOTBETCTBMM C TpebOoBaHMAMM SKCMNyaTauMOHHON AOKYMEHTAauuu Ha CpeacTBa, peanusylowme
Kpuntorpadmyecknue yHKLMM KOHEYHOro Brnajenbua ceprtudukata, M HopmaTtuBHbiMM TpeboBaHMAMU
COOTBETCTBYIOLLMX YNOMHOMOYEHHBLIX OPraHoB (Hanpumep, TpeboBaHusamu [2]).

Ecnu napa knoven cosgaerca YL, To npumeHuMbl cneaylowme AonoNHUTESNbHbIE TPEGoBaHUS:

a) YL pomkeH obecnevyutb YBEPEHHOCTb B TOM, YTO KIKOY SMEKTPOHHOW NOANUCU KOHEYHOro
Bragensua cepTudukaTa He pacKpbIBaeTCA HUKOMY, KPOME BMaJEnbLA KIo4a;

6) YL He DOmMKEH COXPaHATb KOMMWIO Kakoro-nubo Krmioya 3NEeKTPOHHOW NOANUCHU, Kak TOMbKO 3TOT
KIMIOY JOCTaBNeH KOHEYHOMY BrnadenbLy cepTudukara;

B) YL pomkeH obecneuntb GesonacHblii kKaHamn JOCTABKM Napbl KNiovel KOHEYHOMY BRaaenbuy
ceptucbmukata. MNpu 9TtomM Heobxoaumo obecneynTs KOHMUAEHUMANBHOCTL W LIENOCTHOCTL  KNioua
3MEKTPOHHON NOANUCK KOHEYHOTO BnaaenbLa ceprtudmkara.

5.3.2 NpepocTaBneHne AOaHHbIX 3anpoca Ha cepTuduKaT KNYa NPOBEpPKU INEKTPOHHOMN
noanucu

[aHHble 3anpoca Ha cepTuduKaT KOHeuHbll Brnageney ceptudmkara npegocrasnsaet 8 LIP (a npu
otcytcTBum LIP — B YLI). BT AaHHbBIE BKMKOYAIOT OTNIMYMTENBHOE UMSA KOHEYHOTO Briagensua ceptudukara u
Apyryio  uHdpopmaumio, nosponawowyo LIP (YL) npoBepuTb uAEHTUMUKAUMOHHBIE AAHHBLIE KOHEYHOro
BnagersnbLua cepTudukara B COoTBeTCTBUM € TpebosaHuamu PBC.

3anpoc Ha cepTudukaTt Kro4a MPOBEPKU IMEKTPOHHOW MOANUCKU AOMKEH ObiTb MOAMMCAH KIHOYOM
3MNEeKTPOHHOW NOANUCKU KPUANYECKOro Unu uandeckoro nuua (B OTHOLUEHWM COOTBETCTBYIOLMX (hOpM
NPOBEPKN UAESHTUMDUKALMOHHBLIX AaHHLIX CM. npunoxenue B). LIP (YL) Heo6xoamMmo npoBepuTb NOANUCH B
JaHHbIX 3anpoca Ha cepTudmkar, YTobbl 06ecneunTb YBEPEHHOCTb:

a) B LENOCTHOCTU OTNIUYUTENBHOTO UMEHM IOPUANYECKOTO MU PU3NYECKOro NnLa, Knova npoBepKu
9MEKTPOHHON MOAMUCU U ApPYron WHAOPMaLMW, NOAMUCAHHOW C WUCMONb3OBAHMEM KIOYa SMEKTPOHHOM
noAnNUCH 3TOro PUANYECKOTO Mnu PM3M4ecKoro nuua;

6) B TOM, YTO KMIOM MPOBEPKW I3MEKTPOHHOW NOAMMCKM B AaHHbIX 3anpoca Ha ceptudukar
COOTBETCTBYET KIHOYY 9NEKTPOHHON NOANUCK STOTO OPUANYECKOTO UNKU PU3NYECKOro nuua.

Mocne cosaaHuA Knoya, HO A0 ero MCNOoNb30BaHUs, KOHEYHbI Bnageney cepTudukara OIKeH:

- NOArOTOBUTE AAHHBIE 3anpoca Ha CepTuduKaT, BKMIOYAA OTMMYUTENIbHOE WMMSA KOHEYHOro
Bnagensua cepTudukara u BHOBb CO3JaHHbI KIOY NPOBEPKN INEKTPOHHON NOAMNUCH;

- NOCTaBUTL 3MEKTPOHHYKO MOANUCH MOA AaHHbIMKU 3anpoca Ha cepTudmkaT C UCMONb3OBAHMEM
KMoYa 3MEeKTPOHHOW| MoAnUCH, CBASAHHOTO C KIOYOM NPOBEPKW 3NEKTPOHHOW MOANUCH, COAEPXKALLUMMCS B
OaHHbIX 3anpoca Ha cepTuaduKar;

- npegocTaBUTb NOAMUCAHHbIE AaHHbIE 3anpoca Ha cepTudMKaT U APYIy UHGOpMaUuuio B
cooTBeTcTBUK € TpeboBaHuamu PBC ans LIP (YL).
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5.3.3 Perncrtpauus

Korpa LIP obpawaetca B cnyxby (noapasaeneHue) YL, OCyLLECTBAAOLLYIO HENOCPEeACTBEHHO
co3fjaHue cepTdUKaTOB KIOYen NPOBEPKU SMEKTPOHHLIX NMOANUCEN, 3a CepTUMUKATOM KroYa MpoBe pKu
SMEeKTPOHHOW NOANUCU OT UMEHW KPUAUYECKOro unu dU3MYecKoro nuua, 3anpalumBaroLlero ceptudukar
KroYa NpoBEepPKN 3NEKTPOHHON NOAMNUCHU, TO OH JOJDKEH:

a) npoBepuTb AEWCTBUTENbHOCTb UAEHTUMDUKALMOHHBLIX AAHHbIX IOPUAUYECKOTO UNKU (PU3NYECKOTO
nvua, sanpaiumsaroLlero ceptudukar B cootBeTctBum ¢ PBC YL (pekomenzauum no npuemy AaHHbIX
3anpoca Ha cepTudukaTr cCoaepxaTcs B NPUNIOXeHun B);

6) npoBepuTb AEWCTBUTENbHOCTb BIAAEHWS OPUAMYECKUM UMM (DU3NYECKUM TTULIOM KITOYOM
9NEKTPOHHON MNOANUCK, COOTBETCTBYIOLUMM KMIOYY NPOBEPKW SNEKTPOHHOM NOANUCK, ANA  KOTOPOro
3anpawumBaeTcs cepTudmkar Krova NPOBEPKU SMNEKTPOHHO NoANUCHY;

B) MNPUHATHL AAHHbIE 3anpoca Ha cepTudukaT OT IOPUANYECKOTO UMM PU3UYECKOTO NuLa, eCnu ero
MAEHTUUKALMOHHBIE AAHHbIE AEHCTBUTENbHbI;

r)  MNPOBEPUTb AaHHbIE 3anpoca Ha CepPTUMPUKAT B OTHOLLEHMUN OLLMOOK MK YNYLLEHWN;

4) npoBepuTb AENCTBUTENbHOCTb SMEKTPOHHOW MOANUCU IOPUAUYECKOTO Unu (GUan4eckoro nuua B
[JaHHbIX 3anpoca Ha cepTuduKar;

€) npeaocTaBwUTb ANS IOPUAUNYECKOrO UMM PU3NYECKOro NuLa KOMUIO KIMio4Ya NMPOBEPKN 3NEKTPOHHOM
nognucu YL, B cooteBeTcTtBUM C TpeboeaHuAMM 5.3.5, a Takke KOMWIO cepTudMKaTa Knoyva NpoBEpPKU
3MEeKTPOHHOW NOAMUCH KOHEYHOTO BnaaernsLua ceprudukara;

X)  NpPefoCTaBUTb OPUANYECKOMY UMM  (PU3NYECKOMY ULy YBEeAOMIIeHMe, noaTBepXaalouiee
YCNELUHYI0 perncTpauuio u Bblgady cepTudukara Kroya MpPOBEPKM INMEKTPOHHOW MOANUCU, UCMONb3ysi
MeToA YBEAOMIEHUS MO AONOSNIHUTENbHOMY KaHany;

3) B 3aBMCMMOCTM OT pucka OusHeca, 3anucbiBaTb CBOM [AEWCTBUSI B )KypHan ayaura
(cMm. npunoxeHue A).

Mpu otcytcTBumM LIP ykasaHHble Bblle AENCTBUSA A0MKEH OCYLLECTBNATL YL,

Mpouecc Bblaavn cepTuukaTa Knova NPOBEPKN 3NEKTPOHHOW MOAMUCU C UCTIONb30BAHWEM TONLKO
YL nokasaH Ha pucyHke 2. [Mpouecc Bbigadnm ceprTudukara Knioya NpOBEpPKU ISMEKTPOHHOW MNOAMUCU C
ucnone3osaHuem LIP, Bxogsuwero 8 cocras YL, npuseaeH Ha pucyHke 3.

YBeaomneHue no AONONHUTENLHOMY KaHany

|

Opuauyeckoe unn CeptudukaT AKypHan
Cﬁx:;e dusmyeckoe Lo yy BE, Aabeuz ' ayavTa
pe L npe,qomasr;/ﬂLeiT Ha » (3,4 [ topuaneckomy [ topuanseckoro
paccMoTpenue YL| gaHHble] " WY OUSUHECKOM win
3anpoca Ha cepTudgukat ® vy 4 chusmueckoro
(2)a (5)a nyda

(1) CosgaroTcs kriou NMPOBEPKU ANEKTPOHHOM nognucu/
Krto{ 3MEeKTPOHHOMN MOAMUCH.

(2) FOpuandeckoe nnu dpuramyeckoe NULo Ceptudukar, KypHan
NoAroTaBnMBaET AaHHbIE 3anpoca Ha cepTudumkar, BblAaHHBIN ayauta
NOANVCLIBAET UX CBOUM KItOHOM SNEKTPOHHOMN nornb3oBartentio  —pnornbaoBaTtens
NOANVCH, U NPeAoCTaBrseT AaHHble 3anpoca Ha cepTudukaTta cepTudurkara
cepTndukat Ha paccMoTpeHue YL| 6esonacHbiM ®)?
crnocobom.

(3) YL npoBepsieT AeACTBUTENBHOCTL
NpeAocTaBreHHbIX AaHHbIX 3anpoca Ha cepTudmKar.

(4) YL noarotasnmBaeT uHdopmaumio ceptudmkaTa
KnkoYa NPOBEPKM 3MNEKTPOHHOW NOANUCU 1
NoANUCHLIBAET €& C UCTIONb30BaHNEM Krlloua
arekTpoHHon noanucy YLI.

(5) YU Bblgaet cepTudmKkaT lopuaNHECKOMY UIu
chu1sMyEecKoMy UL 1 Monb3oBaTensam ceptudmkara.

XKypHan
ayaura YL

Peructpauusa ceptucgukata B
XypHane

# — Uvcna oTHocATCA K aTanam npoLecca Ha pucyHke 1

PucyHok 2 — Beljava cepTudukaTa TONBLKO Y0CTOBEPSIOLUM LEHTPOM

1
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CvcTeMa yA0CTOBEPSIIOLUX LIEHTPOB

| YBeaoMIIeH®E Mo JOMNOSTHUTENBHOMY KaHar

1

1
YBegomrieHue no nononereanoény KaHary

|

3anpoc Ha
v cepTudukar
Y|

1
:
1
IOpuauyeckoe unu i
Cosnarme ¢usmieckoe nNuyo i LP yy,
Krto4en > npejcTaBnsieT Ha > @ %
1)? paccmoTtpenue LIP H P
AaHHble 3anpoca Ha i <
cepTudmkar ! Ceprucbmkar
1 ana LP
:
Ceee e ¢ ]
(1) Cospatotcs ko4 NpoBepku aMeKTpoHHOW nognucu/
KIO4 3rIEKTPOHHOMW NOAMUCU.
(2) FOpuaunueckoe unu usmuieckoe nnLo Ceptudmkar,
noAaroTaBnuBaeT NpepocTaBneHne aHHbIX 3anpoca pacnpegerneHHbIA
Ha CepTI/I(bMKaT, noanUCbIBAET UX CBOUM KNOHOM lopuanNYECcKOMYy Un
3]'IeKTpOHHOI7| noanucun, U NpeacTaBnAeT JaHHble (bm3y|l.|ec|(omy niuy
3anpoca Ha cepTudukat Ha paccMmoTpeHue LIP 5"
BesonacHbIM criocobom. 7
(3) LIP npoBepsieT AeNCTBUTENBHOCTD AaHHbLIX 3anpoca
Ha cepTuduKaT, NpeocTaBreHHbIX OPUANYECKUM A 4

MM OUSMYHECKMM JMLIOM, MOANUCHIBAET UX CBOUM
KIIOYOM 3IEKTPOHHOM MOANMUCH, U NEpeaaeT Ha
paccmotpeHue YL 6esonacHeim cnocoGom. PKypHan ayauta

(4) YLl npoBepsieT AeMCTBUTENbHOCTL 3anpoca Ha IOpMA::ﬁCKOFO
cepTudUKaT, npegocTasneHHoro LIP oT umexu baMtecKoro
IOpPVAMYECKOro Unu cumsndeckoro nNuua, A
NoANMCLIBAET €ro C UCTIONb30OBAHWEM KIoYa
AneKTpoHHoM nognucy YL

(5) Y| pacnipeaensieT ceptuchukar opugndeckomy unm

Ceptucdukar, .
pacnpeAeneHHbIN
nonb3opartesnto
cepTupukata

®r

A 4

chmsmndeckomy nmuy (nocpeactsom LIP) n KypHan
norb3oBaternsam cepTudukara. ayauta KypHan
nonbsosatens| | ayauraYL|
cepTudmkaTta
# — Uncna oTHOCATCA K aTanam npoliecca Ha pucyHke 1

PucyHok 3 — Belgaya cepTudpmkaTta yA0CTOBEPSAIOWMUM LIEHTPOM, UCNONb3YoLMM LIP

5.3.4 Co3paHue cepTudukara krnoya npoBEePKU INEKTPOHHON NOoANUCH

[na HOBbIX 3aNPOCOB Ha cepTUUMKAT KIoYa NPOBEPKU ANEKTPOHHONW noanucy YL, AorKeH:

a) MpoBepuUTb AayTEHTUYHOCTb MPEACTABMEHMSA  Iopuauveckoro unu  u3udeckoro nuua,
3anpawuMsaroLero cepTudmkar, unu ayreHTUYHocCTb LIP (npu ero Hanuuun);

6) npoBepuTb AeCTBUTENLHOCTb NOANMUCHU B NPEAOCTABEHHbIX JaHHbIX 3anpoca Ha cepTuduKar;

B) obecneuuTb  yBEPEHHOCTb B  OTCYTCTBUM  AYGNMPOBAHMA  OTNUYUTENbLHBLIX  UMEH
3anpalunBaloLero 1 Kakoro-nubo Apyroro IOpUAMYMEcKOro unu uanyeckoro nuua, ceprucbukart Kroua
NPOBEPKU INEKTPOHHON NOANUCU KOTOPOTro paHee Bbin co3aaH B YL,

rN obecneuntb YBEPEHHOCTb B YHUKANbHOCTU KNOYMa MPOBEPKW SMEKTPOHHOW MoAanucy,
NpeaoCTaBnNEeHHOro Anst COo3aaHus ceptudpukaTa knioda npoBEPKM 3SNEKTPOHHOM nognucu B obnactu
aevicteus YL,

4)  npu obHapy>xeHun AyOrMKaToB KIOYER NPOBEPKN ANEKTPOHHON noanucu YL AomKeH:

1) npekpaTuTe AENCTBUE BCEX CEPTU(PMKATOB KMIOYEN NPOBEPKU SMEKTPOHHOW NOAMUCH,
cogepxaiume ayonupoBaHHbIl KIoY NPOBEPKU ANEKTPOHHON NOANUCH;
2) OTKINOHUTb 3anNpoC Ha Nony4eHue ceprudukarta Kniodva NPoBEPKU SNEKTPOHHOW NOAMUCH.

Ecnu kakas-nmbo u3 aTux npoBepok Oyaet Heyaa4Hou, YL A0mKeH OTKNOHUTL 3anpoc Ha cepTudukar
KMoYa nNpoBEPKU 3MEKTPOHHON NOAMUCH.

B oTHOWweHWM 3anpoca Ha cepTudmkaT Kiniova NpoBepKku INEKTPOHHON noanucu YL Takke JOIDKEH:

- obecneunTtb YBEPEHHOCTb B COOTBETCTBUM UH(pOpMALIMKM B NONAX CepTudukaTa Knoua npoBepKu
3MEKTPOHHOW NoAanucu, uHpopmaumu, coaepxaweinca B AaHHbIX 3anpoca Ha ceptudukat, PBC YL u, npu
HeobxoaANMOCTU, AOMOSHUTL WM M3MEHUTb WHAOPMaUUI0 B NONAX cepTudukara Knioua npoBEPKM
3MEKTPOHHON MNOANUCK ANS AOCTWKEHUSA COOTBETCTBUS;

- BKIIOYUTL JOMNOSHUTENbHBLIE MONS B cepTudukaT Knova NpOBEPKU INEKTPOHHOW MOAMMCU Ans
nononHeHnsa nHopmauum (NpU HEO6XOAUMOCTH);

- MCMNOMb30BaTb OAWH WM HECKONbKO KMIOYeW 3neKTPOHHOM noanucu YL ana noanucanus
uHpopmaummu cepTudpukaTa krnova MPOBEPKU INEKTPOHHOM MOAMUCU, TeM CaMbiM CO3AaBasi OAUH WIMU
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HEeCKOMNbKO CepTMdUKATOB KNoyMa NPOBEPKU IMEKTPOHHOM MOANMCUM B 3aBUCUMOCTU OT AEWCTBYIOLLEN
Moaenu 6usHeca;

- NPOBEPUTb CBOKO ANEKTPOHHYIO MOAMUCH CEpPTUMKATA KoYa NPOBEPKU 3NEKTPOHHONW NOANUCH
[0 ero Bblaauu;

- npeaocTaBUTb KOMUKD Koya (KImodein) NpoBEPKM INEKTPOHHOW nognucu YL B COOTBETCTBUM C
TpeBoBaHusaMu 5.3.5, a Takke Konuo cepTudmkaTa(oB) Knoya NpoBEpPKU SNEKTPOHHOM NOANUCU KOHEYHOTO
Bnagenoua ceptudukata B LI,P” (Npu ero HanuM4nMu) WM HEeNnoCpeACTBEHHO KOHEYHOMY BRagenbLy
ceptudumkara, B 3aBUCMMOCTMN OT CTPYKTYPbI cuctembl YL (CM. pucyHkm 2, 3);

- npu Hanuuum LIP yBegomutb ero 6e3onacHbiM cnocobom (Mcnonb3ysi, npu HeobXoaMMOCTH,
BO3MOXXHOCTU JOMOMHUTENBHOrO KaHana), 4to 6binn Co3aaHbl OAMH UMM HECKONbKO CepTUUKATOB Krioua
NPOBEPKN ANMEKTPOHHOW NOANUCH;

- 3anucaTb CBOU AEWCTBUS B XKypHan ayauTa.

MpumeyaHune—CosgaBaemble YL| cepTudukathl kniovei npoBepku anekrpoHHoi nognucu n CAC formKHbI
COOTBETCTBOBaTL MeXAYHapoAHbIM pekoMeHgaumam MCOI-T X.509 [3]. Bce nons v JONOMHEHUsi, BKOYaeMble B
cepTuduMKaT Kroveh MNpoBepku 3nekTpoHHoi noanuen u B CAC, AoOmxHbl 6biTb 3anofiHeHbl B COOTBETCTBUM C
pekomeHfauuamn X.509. TpuM WUCNONbL3OBaHUWN anbTEPHATUBHLIX (OPMaTOB CcepTUGMUKATOB KIOYeEW NpPOBEPKM
3MEeKTPOHHOW nofnucu AomxHbl BbiTb onpeaeneHsl TpeboBaHWS K NPOTOKONaM CO3[aHUs U MpekpalleHUs AeidcTBust
cepTUdNKaTOB KNHOYER NPOBEPKN SNEKTPOHHOK NognUcK U ykadaHbl B T3 Ha pa3paboTky (MogepHusaumio) cpeacts Yl
[2]

5.3.5 PacnpeaeneHue kno4yen NpoBEePKU INEKTPOHHOM Noanucu

Cucrema VYLl pomkHa npefocTaBnATb BRagenbuaMm W NOMb30BATENsiM  COOTBETCTBYIOLLMX
cepTuPUKaToOB OAMH WM  HECKOSNbKO [AOBEPEHHbIX KIOYEel MpOBEPKM INEKTPOHHOW MOAMUCU WU
COOTBETCTBYIOLLME MapaMeTpbl, KOTOpble STU fuua MOryT MCMONb30BaTb AN NPOBEPKM NEpBOro
ceprudmkaTa Krnova npoBepKu 3MEeKTPOHHOW NOAMUCH B LIENOYKE CEPTUDUKATOB.

YL| moxxeT pacnpeaensiTb N0 HECKOMNbKY KIIOYE NPOBEPKU IMEKTPOHHOW noanucu ana obecneveHus
3aMeHbl Kro4va NPoBEepKU SNEKTPOHHOM MOANUCU MO UCTEYEHMU CPOKA AEWCTBUS YKa3aHHOW napbl KIo4ven
(NpoBepKkU 3MNEKTPOHHOW NOANUCKH / BMNEKTPOHHOW noAnNuCHM), a TaKkke AN UX pe3epBUPOBAHUS U
BOCCTAQHOBJIIEHUA.

LlenocTHOCTb KroYa MPOBEPKM 3MEKTPOHHOM noanucu YL, u niobbix CBA3AHHBIX C HUM NApameTpoB
urpaet BaxHyo ponb. Koraa cyllecTByeT eAMHCTBEHHas Lenoyka CepTUdUKaTOB, LENOCTHOCTb LIENOYKM
cepTUUKaTOB 3aBMCUT OT LIEMOCTHOCTM KIOYa MPOBEPKW SMEKTPOHHOW MOAMUCU U KOH(PUAEHLMANbHOCTH
KNntoYa 9MeKTPOHHOW nognucy kaxxaoro YL, B aTOW Lienouyke.

YL pomkeH pacnpefensTb CBOW KMOYM NPOBEPKU SNEKTPOHHOM MNOANUCKM U CBSI3@HHLIE C HUM
napameTpbl, BKNOYaOLWMe CPOK AENCTBUA KIOY MPOBEPKN 3NEKTPOHHOW NOAMWUCUM WU OTNUYUTENBLHOE WUMSA
YL, a Takke oGecneuuBaTb YBEPEHHOCTb B LEMOCTHOCTM WM AyTEHTUYHOCTWM 3TOro Krioda B npouecce
pacnpegeneHusn. MeToa pacnpeaeneHus BoloupaeTca B 3aBMCUMOCTH OT pucka BusHeca, Hanpumep:

a) [OBEpEeHHble KIYWM NPOBEPKU IMEKTPOHHOM NOANUCM MOTYT M3Ha4yaslbHO pacnpeaensATbCs C
UCNOMb30BAHMEM, HANPUMED:

- MaLuMHovuTaeMblx Hocutenen (Hanpumep, USB-HocuTenu);

- BCTPauBaHUs B KNMMEHTCKUE CPEACTBA, peanuaytome kpuntorpaduyeckue pyHkLUK;

- n ap.

6) ecnu y OpUAMYECKOro MU U3MYEecKoro nuua, obpaijalrolerocss 3a cepTUUKATOM Kioua
MPOBEPKN JMEKTPOHHOW NOANMCKH, UNM MNOMb30BaTENA CepTudUKaTa yKe WMMeeTcss 3aBepeHHas Konusi
[I0BEPEHHOro Kfova NPOBEPKWU SNEKTPOHHOW NOANWUCKU, HOBLIM AOBEPEHHBINA KMOY NMPOBEPKU 9NEKTPOHHOMN
noAnUCU MOXET pacnpeaensTLCs NoCpeaCTBOM, Hanpumep:

- nNpsMOoN 3MNeKTPOHHOW nepeaayu ot YL,

- nMoBbIX METOA0B HAYanbHOroO pacnpegesieHus.

LIenoCTHOCTb M ayTEHTUYHOCTb AOBEPEHHOrO KMova NPOBEPKU SNMEKTPOHHOW MOANUCH AOMMKHbI ObiTh
obecneyeHbl He3aBUCUMO OT cnocoba nepegayn. 3TO MOXET ObiTb JOCTUIHYTO WUCMOSNb30BaHUEM,
Hanpumep, OAHOTO U3 HWKENEPEUYNCTIEHHBIX MU SKBMBANEHTHLIX UM METO0B:

- pacnpegeneHne HocuTener MHopMaLum Noa ABOWHbLIM KOHTPOIEM C pa3feneHHbIM 3HAHUEM U
noaTeepXAeHWeM Nony4eHusa. 3TOT METO HENPUMEHUM K NPAMOI SNEKTPOHHON nepeaave;

- NOANMCaHUE HOBOrO JOBEPEHHONO KMtova NMpOBEPKWU SMEKTPOHHOW NOAMUCU C UCMONb30BaHUEM
CYLLECTBYIOLLErO [JOBEPEHHOTO KIova SNEKTPOHHOW noanucu. [pu  ucnonb3oBaHMM 3TOTO  MeToaa
nosyyaresnb JOIDKEH MPOBEPUTL AEWCTBUTENBLHOCTL NOANUCU. OTOT METOA HE MCMONbL3YETCH, €Cru KoY

n LIP HeT HeobxoAWMMOCTW nonyyaTb KN4 NPOBEPKN 3NEKTPOHHOW noanucu YLl no kaxagomy 3anpocy
cepTUdUKaTa Kntoya NpoBepKU ANEKTPOHHOR NoanncH.
13
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ANeKTPOHHOW nognucu YL CKoMNpoOMeTUpoBaH.

Kntou YL MOxeT ObITb BKIMIOYEH B CepTUAMKAT KItova NpOBEPKN SMEKTPOHHON NOANUCH, NOANUCAHHBIN
apyrum YL, n 6bITb YacTbio LenoYvkn ceptudukatos. B 3ToM cnyvae 4eWCTBUTENbHOCTb KMoYa MOXET ObITb
npoBEpeHa € MOMOLLBIO KIoya MPOBEPKM 3MEKTPOHHOW MOAMMCM M3 Npeablayliero ceprudpukara kroda
NPOBEPKN ANEKTPOHHON NOAMNUCHU B LIEMOYKE.

Yrobbl NpPOBEPUTL AENCTBUTENbLHOCTb LIEMOYKU, BKIOYAKOLEN HECKOMNbKO CepTUMKATOB KIHOYEn
NPOBEPKN 3MEKTPOHHOW NOANUCU YAOCTOBEPAIOLLMX LIEHTPOB, AENCTBUTENbHOCTb HAYarnbHOro ceptudukara
Krova npoBepPKM MEeKTPOHHOM NOANUCK B LENOYKE NPOBEPSAETCA C MOMOLLLIO AOBEPEHHOIO KIoYa NpOBEpPKM
3MNEKTPOHHOW NOANUCH, KOTOPbI MOXET ObITb pacnpeneneH 04HUM U3 METOAO0B, OMUCAHHLIX B HACTOALLEM
cTaHpapre.

Mpoeepsatowmit fomkeH y6eanTbcs, YTO 3TOT AOBEPEHHbINA KW NPOBEPKN SMNEKTPOHHON NOANUCK B
HacTosLee BpeMs ABMAETCA AENCTBUTENbHBIM.

5.3.6 PacnpeneneHue cepTu(PMKaTOB KIHOYEW NPOBEPKU ISIEKTPOHHOM NOANUCH

CepTudumkaTthl KNoYen NPOBEPKN SNEKTPOHHON NOANUCK MOTYT ObITb pacnpegeneHs! Nonb3oBaTrensam
CEepTUCMKATOB C UCMIONb30BAHUEM, HAaNpUMep, CNeayoLMX METOA0B:

- BNOXXEHMEM CEPTUAUKATOB KNKOYEN MPOBEPKM SMEKTPOHHOW MOAMUCU B 3NEKTPOHHOE
coobuleHue;

- BMOXEHWEM B OMNEKTPOHHOE COOOLIEHWE YKasaHWA O MECTE HaxOoXAeHus (XpaHunuiya)
CepTUdUKATOB KIOYEN NPOBEPKM ANEKTPOHHON NOAMUCH.

LP Takke wMOXeT pacnpegenatb ceptudukaTtbl KIKOYEN NPOBEPKM 3NEKTPOHHOW  MOAMMCU
nonb3osatenam ceptudukaToB. CpeacTea pacnpeaeneHns B HaCTOSLLEM CTaHaapTe He paccMmaTpuBaroTCs.

5.3.7 Ucnonb3oBaHue cepTUPUKATOB KIKOYEn NPOBEPKU INIEKTPOHHOW NOANUCKH

5.3.7.1 icnonb3oBaHne CepTUUKATOB  KMKOYEW MNPOBEPKM  INEKTPOHHOW  MOAMUCU  AOSHKHO
COOTBETCTBOBATbL TPEOOBAHUAM, U3NOXKEHHLIM B 5.3.7.2 1 5.3.7.3.

5.3.7.2 ing TOro 4tobbl NPOBEPUTL AENCTBUTENBHOCTL CepTUMKaTa Knova NPoBepPKU 3NEKTPOHHON
noanuCUM M NOJSYYUTb AEWCTBUTENbHBIA K04 MPOBEPKM SMEKTPOHHOW MOAMUCU ANsi HEeMEeANEeHHOro
UCMNONb30BaHUSA, MONb30BAaTENb CEPTUdMKATA AOSMKEH NPOBEPUTD!

a) CpPOK AencTBuA cepTUdUKATOB KMOYEn NPOBEPKW IMEKTPOHHOW NOANUCU B Lienodke (cnegyet
00paTuTb BHUMAHWE HA TO, YTO CMHXPOHM3aLMA 4acoB OTMPAaBUTENA, monyyarens u scex YL B uenouke
ABNAETCS NPo6nemMon, U peLleHns AOMKHbI ObITb OCHOBaHLI Ha pucke GusHeca);

0) craTyc Bcex cepTUdUKATOB KIOYEN NPOBEPKM SMEKTPOHHONW NOAMUCK B LIENOYKE CEPTUdNKATOB
¢ ucnonb3osaHmem CAC nnum gpyrux COOTBETCTBYIOLUMX MEXAHU3MOB;

B) AEWCTBUTENLHOCTbL NOAMNMUCEN Ha BCeX cepTudukaTax Knioven NpoBEPKU SMEKTPOHHOW NoANUCK
B LiIENOYKe cepTudunkaToB.

PeweHne OTHOCUTENBHO TOrO, NPUHATb WMAW  OTKIOHWUTL COOOLLEHWEe, [AOMKHO MPUHUMATLCA
nonb3oBatenem ceptudukara B 3aBUCUMOCTU OT PUCKOB BusHeca.

5.3.7.3 Bcsikuidi pas, koraa npoucxoauT cOOoi npoBepKW, AOMKHbI ObiTb NPEANPUHATBLI CneayoLlme
DENCTBUS:

a) Ana OusHec-nNpunoXeHuin C BbICOKOMW CTEMNeHbio puUCKa Monb3oBaTenu ceptudukatTa AOJDKHbI
perncTpupoBaTh B XXypHane ayauTa BbisIBNEeHHbIe COOU NPOBEPKMU;

6) nonb3oBatenu ceprtucbmkaTa AOIKHbI COXPAHATL 3anucu, CBsi3aHHble CO COOSIMM MPOBEPKM 3a
nepuoa BPEMEHW, B COOTBETCTBUMU C TPeOOBaHUAMU MPaBOBLIX U HOPMATMBHbLIX aKTOB M TpeboBaHUAMM
OusHeca. 3T 3aNUCK AOMKHbI BKMIOYATD!

- coobLLeHue, KOTOPOE HE NPOLUIO NPOBEPKY;

- Lenoyky cepTuuKaToB, CBA3AHHYIO C 3TUM COOBLLEHUEM;

- CAC unu pe3ynbTaTbl MCMONb3OBaHUs [PYrUX CTaHAAPTHbIX NPOTOKOMOB MPOBEPKM
cTaTyca ceptudmukara knova NpoBEPKM NEKTPOHHON NOANUCH.

CepTudukaTt Kniova NpoBEPKNU SNEKTPOHHOW NOAMMCK AOMKEH ObITb UCNOMNb30BAH TONLKO ANSA LENew,
U3MOXEHHbIX B NONIUTUKE NPUMEHEHUS cepTudukaTa.

HomkHa OblITb obecneveHa yBEpPEHHOCTb B LIEMOCTHOCTM MOBOro Kn4ya npoBepKU SMEKTPOHHON
noAnUCU U CBA3AHHBIX C HUM MapameTpoB, COXPaHAEMbIX ANS AarnbHenLero ucnonb3osaHus. Hanpumep,
3TO MOXeT ObITb AOCTUTHYTO XpPaHEeHUeM BCEro ceprudpumkara Kmova NpoBEpPKU SMEKTPOHHOW MOAMUCU U
NMPOBEPKM €ro N0 Mepe HeobXOAMMOCTU, UMW U3BMEYEHWEM W XPaHEHUM KI4va NPOBEPKU INEKTPOHHON
noanuCM Ans  ONepaTMBHOTO  WCMONb30BaHWSA, obecneumBas ero  3awuty OT  CNy4yawHOW UMM
npegHaMepeHHon mogndukauunu.

B cootBetctBuM ¢ 5.3.3 u 5.3.4, tpebyetca, 4yToObl IOPUANYECKOMY MM (DU3NYECKOMy nuuy Obin
npeaoCTaBneH:

- nnbo K4 NPOBEPKM 3MNEKTPOHHOM noanucu YL, KOTOpbI NognucbiBaeT cepTudukar Knoda
NPOBEPKM SMEKTPOHHON NOANUCU IOPUANYECKOTO UMK PU3NIECKOTO Nuua;

- nMBOo KoY NPOBEPKU SNEKTPOHHON noanmcu noboro YL, B BO3ZMOXHON LiENoYKke cepTudunkaToB
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Mexay OTnpaBMTENEM U Nonydatenem noanuMCaHHON UHAOpPMaLUK.

Kniou npoBepkn anekTpoHHOW noanucu YL nonb3oBatens ceptucdmkata MCNONb3yeTcs, 4TOoObI
pasBepHyTb Lenoyky ceptudukatos oT YL, nonb3oBatens ceptudmkata K YL, ornpasutena u o
oTnpasuTens.

Ecnu ko4 NpoBepKM 9NEeKTPOHHON nognucu Apyroro YLL B 9TOM Uenoyke SBNSETCA AOBEPEHHbIM, TO
Lenoyka MoXeT ObITb cokpaleHa. Hanpumep, ncnons3oBaHme AOBEPEHHOrO KMva NPOBEPKUA NEKTPOHHON
noanucu ronoeHoro YL, no3eonseTr npoBepATb LEMNO4YKy OT 3TOro ronoBHoro YL| k otnpasutento, 6e3
HeoBX0AMMOCTM NPOBEPKM LIENOYKM OT MONb3oBaTensa ceptudukarta k ronosHomy YLI. HekoTtopblie npumMepsl
Takux anbTePHaTUBHbLIX MOAENEN JOBEPUsi NPpeACTaBnNeHbl B NpunoxeHun b.

5.3.8 MpekpaweHne cpokKa [OeNCTBUA, MNPUOCTAaHOBKA [OEWCTBUA WM aHHYNUpOBaHue
ceptudukara krnoya NnpoBePKU 3SIEKTPOHHOW NOANNCHU

5.3.8.1 MNpekpalleHne unu npuoCTaHoBKa AeWCTBUS cepTudukata MOryT ObiTb 3anpolueHbl cCaMuM
BnagensuemM ceptudukata unu LUP (Npu ero Hanuyuu), CBA3aHHbLIM C 9TUM BRagersbLUem cepTudukara.
CeAasb ¢ LIP ycTraHaBnuBaeTcs B MOMEHT 3anpoca ceptudukara knova npoBepKku 3NIEKTPOHHOW NOANWUCU B
COOTBETCTBUMU C MONMUTUKON NpumeHeHusn ceptudukaros YU u LP. Tam, roe Tpebyetcsa npegoTBpalleHme
oTkasa B 0OCNyXMBaHWM, 3anpoC Ha MNpekpaLleHWe unum NPUOCTAHOBKY AEWCTBUSI cepTudpmukata AOMmKeH
ObITb ayTeHTUUUMPOBaH. B 3TOM cnyyae MOXeT ObITb MCNOMNb30BaHA ANEKTPOHHAsA NOAMUCH.

HeinctBue ceptuchukata kmova NPOBEPKU INEKTPOHHONW MOANUCUM MOXET ObiTb NPEKpaLleHO WUnu
MPUOCTAHOBMEHO TOMbKO YLI, BbiAABLUMM CepTuUdUKaT Knoya NPOBEPKU SNEKTPOHHON NOANUCH. OTO MOXET
NPOU30ONTU NO LIENOMy paay NPUYKMH, HanpuMep:

- KOMNpOMEeTaLUmsA Knoya 3NeKTPOHHON NOAMMCU KOHEYHOrO BnajensLua ceptudukara;

- KOMMNPOMETAaUMSA KNko4a SfeKTPOHHON nognucu YL;

- KII0Y NPOBEPKM 3NEKTPOHHOW NOANUCU 3aMEHEH APYTUM;

- MCTEK CpoKa AeWCTBMA cepTudMKaT Kroya NPOBEPKN NEKTPOHHON NOANUCH;

- npekpaweHune gestenbHoctn YL, 6e3 nepexoga ero pyHkumin apyromy YL,

YU (unm LUP) gomkeH npoBepuTb MOANWHHOCTb UAEHTUAUKALMOHHBLIX AAHHbLIX HPWUAWYECKOrOo WUnu
dm3myeckoro nuua, sanpaLumsarpLLero npekpaLieHne unm NPUoCcTaHoBKY AEUCTBUA cepTudukaTa, cornacHo
npakTuke 6u3Heca, ¢ y4eTOM OTHOCUTENbLHOIO PUCKA HECAHKLMOHMPOBAHHOIO MpeKpalleHne AeNCTBUSA UK
NPUOCTaHOBKMW.

5.3.8.2 [lomkHbl NPUMEHATLCA NPOUEAypbl M CpPeacTBa OMEpPaTUBHOW CBA3M AN COAENCTBUSA
6e30nacHOMY U ayTeHTUULMPOBAHHOMY NPEKPALLEHUIO UM MPUOCTAHOBKE AENCTBUSA:

- OAHOr0 WS HECKOMbKUX CepTUMUKATOB KIOYEW NMPOBEPKU IMEKTPOHHOW NOAMUCU OAHOr0 MMM
HECKONbKNX IOPUANYECKNX UK PU3NYECKUX NNLL;

- BCEX CepTUUKATOB KNIOYEN MNPOBEPKM IMEKTPOHHOW noAnucu, BblaaHHbiX YLl Ha ocHoBe
€QWHCTBEHHOW napbl KMOYEN (KN4 MNPOBEPKA ONEKTPOHHOW MOAMMCU/KIIOY 9NEKTPOHHOM noanucu),
ucnonssyemon YL, ans cosgaHnsa ceptuduUKaToB KNOYEN NPOBEPKN 3NEKTPOHHOW NOAMNUCH;

- BCEX CEPTMAMKATOB KINHOYEN NPOBEPKM SMEKTPOHHON MOAMUCU, BblAaHHbIX YL, HE3aBucumo oT
MCNOSbL3yeMON Napbl KMoYen (KoY NPOBEPKN SMEKTPOHHOW NOANUCU/KIIOY SNEKTPOHHOW NOANUCH).

HesaBncumMo OT TOro, UCTEK JSiM CPOK AENCTBUA CEePTUAUKATOB KIHOYEW MPOBEPKU INEKTPOHHOW
noanucy, ObIN0 MU MX AENCTBUE NPEKPALLEHO MU NPUOCTAHOBIEHO, KOMUKU 3TUX CEPTUMDUKATOB KIIOYEN
NPOBEPKU 3MEKTPOHHOW noanucu u npownblie Bepcun CAC aomkHbl OblTb coxpaHeHbl YL, Ha nepuoa
BpemMeHu, Tpebyemblil 3aKOHOAATENbCTBOM, Pa3yMHbIMU NPakTukamMum 6usHeca u Hopmamu. TpeboBaHusa ans
BeaeHua sanucein CAC, Kacarwmxca cepTudUKaToB KoYern NPOBEPKU SNEKTPOHHOW NOAMUCU C UCTEKLLUM
CPOKOM AeWCTBMSA, yKasaHbl B 5.3.8.3.

B cnyyae npekpaweHua AelcTBUS cepTudmkara Knioya npoBepkM SMNEKTPOHHOW MOAMUCU AEWCTBUE
BCEX CEPTUMUKATOB KIOYEeW MPOBEPKU OSMEKTPOHHOW NOANUCK, COAepXalumx TOT e KIY MNpPOBEpPKM
3MNEKTPOHHON NOAMMUCU, AOMXKHO ObITb HEMEANEHHO NPEKPALLEHO.

5.3.8.3 Ceptudukatbl KMOYEW NPOBEPKM INEKTPOHHOW NOANWUCKU, [JEWCTBUE KOTOPbIX Oblno
NpeKpaLleHo UM NPUOCTaHOBMEHO, cneayeT BHOCUTL B CAC C OTMETKON BpeMEHWU, yKkasbiBaloLwen, Korga
CBA3b MEXAY KMYOM NPOBEPKW SNEKTPOHHOW NOANUCU U MAEHTUMPUKALNOHHBIMU AAHHBLIMW IOPUANYECKOTO
unm pusmyeckoro nuua Obina NpekpaLeHa unm NPpUOCTaHOBIEHA.

Mocne npekpaweHua gencTeua ceptudpukara, opuandeckoe nnu puandeckoe nuuo, Yem ceptudukat
KIOYa NPOBEPKM 3NEKTPOHHON MOAMUCK NpeKpaTun AENCTBME, HE MOXET C034aBaTb MOAMUCU C MOMOLLbIO
Kno4a 3nekTPOHHOW MOAMNUCKM, COOTBETCTBYIOLLErO KMy MPOBEPKU IMEKTPOHHOW NOANUCU B 3TOM
ceptudukaTe Knova npoBepPKN SNEKTPOHHON NOAMUCH.

B otHoweHun CAC YLl gomkeH:

- co3paeatb M nognuceiBatb CAC, 4TOObl Nonb3oBaTenu CepTUUKATOB MOINU NPOBEPUTL MX
LEeNoCTHOCTb U AAaTy Bblaauu,;

- pacnpegensate CAC Ha perynspHOW OCHOBE, AaXe ecnu ¢ MOMEHTa nocneaHen Bblaadun He
NPOU30LLNO HUKAKUX USMEHEHWIA;
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- o6ecneuntb AOCTYNHOCTL CAC ansa Bcex nonb3oBatenein ceptudukaTos.

MepuognuHocte UM cpoku Bblgaun CAC Heobxogumo onpeaenutb B PBC. 3anucu CAC,
onpeaensiowme cepTuuKaTbl KNoYen NPOBEPKN INEKTPOHHON MOANUCU, AEWCTBUE KOTOPbIX MPEeKpaLLeHo,
DOMKHbI octaBatbcsl B CAC A0 OKOHYaHUA Cpoka AEUCTBUSI ITUX CEepPTUMKATOB KIOYEH NPOBEPKU
ANEKTPOHHON NOANUCH.

B oTtHOwIeHUM cnoco6oB pacnpeaenenus CAC cum. Takke FOCT P UCO/M3K 9594-8.

5.3.8.4 [leiictBue ceptudukata knioMa NPOBEPKU INEKTPOHHOW MOAMUCU OMPEAEnseTcAa CPOKOM
OenCTBUSA, yKa3aHHbIM B cepTudukaTe Knova NpoBEpPKU SMEKTPOHHOW MOAMWUCU, HO KOTOPbIN MOXET ObiTb
orpaHuyeH YL| cornacHo nonutuke NpuMeHeHUsi cepTudmkaTos.

YL| MOXXET NpMOCTaHOBUTL AencTBue ceptudukara. NMpuumHaMm Takux 4einCTBui sSIBNSIIOTCA:

a) KeraHuwe YMEeHbLUUTb OTBETCTBEHHOCTb 3a OLUMOKM NpuU NpekpawieHun AencTBus ceptudukara,
Kkoraa npeaoctasneHHon B YL, uHgopmaumn HegocTatovyHo, YToObl onpeAenuTb, SIBASETCS NU 3anpoc Ha
npekpaLleHue AenCTBUsA cepTudpukara AencTBUTENbHbIM;

6) apyrve noTtpebHocTu BGuU3Heca, Takme Kak NMPUOCTaHOBKA AeWCTBUS cepTudukarta opuandeckoro
unu U3nMYecKoro nuua no pesynbTatamM ayauta unu B NpoLecce paccrneoBaHus.

HeitctBne ceptudmkata knioMa NPOBEPKM SMEKTPOHHON MNOAMUCU MPUOCTAHABNMBAETCA NYTEM
co3sgaHus cootBeTcTByloen 3anucu B CAC ¢ ykazaHueM koaa npuuuntbl certificatehold.

5.3.8.5 CopeiicTBya 3anpalumsalowieMmy IOpUAUYECKOMY unu (pU3MyeckoMy nuuy B npouecce
NPUOCTaHOBKU AencTBuA ceptudukara, LIP aosmkeH:

- NPoOBEpPUTb UAESHTUUKALMOHHBLIE AAHHbIE W MOMHOMOYUSI IOPUANYECKOTO UMM (PU3N4ECKOro
nuua, 3anpalumMsaroLLero NPMoCTaHOBKY AENCTBUS cepTudumkaTa;

- npeacrasutb YL 3anpoc Ha NpUOCTaHOBKY AEUCTBUA cepTudmMkara Haanexawmm cnocooom;

- NpeoCTaBUTL 3anpaliMBalOWEemMy IpuauYeckoMy unu U3MYECKOMY §ULY NUCbMEHHOE
noATBEPXAEHNE NPUOCTAHOBKU AENCTBUA cepTudukara.

53.8.6ocne TOro kak pAencTteMe ceprudpukara Knioya MNPOBEPKU SNEKTPOHHOM  NOANUCU
NpuocTaHoBneHo, YLI MoxeT BbinONHUTL OAHO U3 Tpex AENCTBMI B OTHOLLUEHWM AAHHOrO ceptudmkara
KMoYa NPOBEPKU NEKTPOHHON NOANUCH:

a) ocraeutb ero B CAC 6e3 u3MeHeHui;

6) 3amMeHuTb NPUOCTAHOBKY AENCTBUSA cepTudmkaTta Ha npekpalleHue AeWCTBUS TOrO Xe CaMoro
cepTudmkaTa Krnova npoBEPKU IMEKTPOHHON NOANUCH;

B) BOCCTaAHOBWTbL AeNCTBUE cepTudukaTa, yaanus COOTBETCTBYIOLLYIO 3anuch u3 CAC.

CepTudukar Kknoya npOBEpPKM OIMEKTPOHHOMW NOANUCM MOXET ObiTb UCMONbL30BaH nocne
BOCCTAHOBMEHUA ero pJeicteua. [encrBue ceptuchukaTa Knoua nNPOBEPKU SMEKTPOHHOW NOANUCH
BOCCTaHaBNUBaEeTCHA NOCPeACTBOM HEBHECEHUA B cneaytowmin CAC.

5.3.8.7 Mpu npekpaiwieHnn AencTeus ceptudpukaTa kniova NpPoBepKM INEKTPOHHOM noanucu YL|
JOMKeH:

a) MpoBepuTb WAEHTUMUKALMOHHbIE [OaHHble W MOJIHOMOYMSA OPUAUYECKOTO UK (PUUHECKOTO
nuua, sanpalumsaroLLero npekpaLleHue 4encTBUA cepTudukara Knova npoBEPKM ANEKTPOHHON NOANUCH;

6) noATBEPAMTb AENCTBUTENbLHOCTL 3anpoca Ha npekpaLleHue aencTBus ceptudumkara;

B) MNOAroTOBWUTL YBEAOMIIEHWE O NpeKpalleHUuW AeicTeus ceptudukaTa, NoAnucaTtb €ro CBOUM
KMHOYOM SMEKTPOHHON NOANWCM W OTMPaBWUTL €ro 3anpalumBaioLlemMy PUAUYECKOMY UIM PU3MYECKoMy
nuuy;

r)  BHecTu uameHeHusa B CAC 1 noanucaTb CBOUM KIIHOHOM 3MEKTPOHHOW NOAMUCHU;

A) obecnevuTb YBEPEHHOCTb B AOCTYMHOCTM MWHGOPMauuM O cTaTyce cepTudmkara Knoua
NPOBEPKWN 3MEKTPOHHONW NOANUCKU AN BCEX NONb30oBaTeNen ceptudunkaTos;

€) 3anucaTtb CBOWM JEeNCTBUS B XXypHan ayaura.

YL pormkeH npenoctaBuTb OPUAUYMECKOMY WM husmyeckoMy nuuy ayTeHTUMUMpPOBaHHOE
NOATBEMKAEHUE MPEKpaLleHa AENCTBUS cepTudukaTa Kroya npoBepKku SNEKTPOHHON MOAMUCU, a Takke
MOXET pacnpeaenatb YBEAOMSMEHUA O nNpeKkpaweHun JencTBus cepTudmkaTa Kroda MpPOBEpPKM
9NEKTPOHHON NOAMUCK APYIUM  IOPUAMYECKMM W dM3ndeckum nmuam, obpatuswumcs B YL, u
nonb3oBaTensam cepTugukaTos.

5.3.8.8 UP (npu ero Hanmuuuu) COAENCTBYSA OPUAUYECKOMY UMM DU3NYECKOMY NuuUy B npouecce
npekpaLLeHus 4encTBnua cepTnuunkaTos Knoder NPoOBEPKU SNEKTPOHHON MOANUCH, AOJKEH:

- NPoOBEPUTb WAEHTUUKALMOHHBIE AaHHbIE W MOSIHOMOYUS OPUANYECKOrO UNu U3MYECKOro
nuua, sanpalumsaroLLero npekpaileHue 4encTBusa cepTudukara knova npoBEPKU NIEKTPOHHON NOAMUCH;

- npeactasute YLL 3anpockl Ha npekpalleHue AencTBuA CepTUUKATOB KIOYEN MPOBEpKU
9MEKTPOHHON NOAMUCK HaAnexalumM cnocobom, kak Toro Tpebyet PBC;

- nony4nTb M MPOBEPUTL MOATBEMKAEHME TOro, yto YLL nonydun 3anpoc Ha npekpalueHue
AencTBuA cepTudmkaTa Knoya npoBEPKU INEKTPOHHON NOAMUCH;

- npeaocTaBuUTb 3anpaLumsaroLemy IOPUANYECKOMY unu dusmyeckomy nauy
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ayTeHTU(UUMPOBaHHOE NOATBEPXAEHWE npekpalleHne AedUcTBus cepTudukara Knioya MpoBEPKU
ANEKTPOHHON NOANUCH;

- ofecneuntb YBEPEHHOCTb B JAOCTYMHOCTU uHGOpMaLuM O cratyce cepTudukara Krnioya
NPoOBEPKU 3NEKTPOHHON NOANUCU ANA BCEX NONb3oBaTenen cepTudUKaTos;

- 3anucatb CBOM AEWCTBMA B XKypHan ayaura.

LIP Takke AomkeH npeaocTaBuTb IOPUAMYECKOMY MU DU3UYECKOMY NULY ayTeHTUULMPOBaHHOE
noATBEePKAECHUE NpekpaLlleHna 4eNCTBUSA CepTUUKATOB KIlo4ein NPOBEPKN INEKTPOHHOM NOANUCHK, KakK TOro
Tpebyet PBC.

5.3.8.9 llenictBua, KOTOpble AOIMKHbLI ObiTb MNPEANPUHATLI NPU MpPEKpalleHUM UNUM NPUOCTAHOBKE
Aencreus ceptudukara, onpeageneHnl B Tabnuue 1.

Tabnuya 1-[eicTBUA, KOTOPbIE AOSMPKHBI NPEANPUHUMATLCSA NPYW NPEKpaLLeHUn UMK NPUOCTaHOBKe AeACTBUS
cepTudmMKaTa no kakon-nubo npuymHe

Opuaunyeckoe unu

HelictBuAa
usnyeckoe nuuo
Bnapened Bnapenev ceptucukarta unm LIP moryT:
cepTudukara 1 3anpocutb, 4TO6bLI YL| npekpaTun, NpUOCTAHOBUIT WNW BOCCTAHOBUN JeNCTBUE
Kritoda NpoBepku | cepTudpukata, ykasbiBan CertificateSerialNumber ana uvaeHTudukauum ceptudukata Kroya
3MeKTPOHHOM NPoBEpPKU 3MeKTPOHHOK noanucu n sanpolueHHbin CRLENtry reasonCode;
nognucun unu LIP 2 oTnpaBuTb  nornb3oBaTensM  cepTudUKaTa  yBe[jlOMNEHWE O  MNPUOCTaHOBKe

(NpekpalleHumn) aeicTBUA cepTudmkaTa,

3 06HOBNATL XKypHan ayauTa Ans oTpaXeHUs NpeAnpuHATHIX AeWCTBUA U NPUYUH KX
ocyllecTBrneHus. NpuocTaHOBNEHHbIE CepTUMUKaTLI KIoYed MpOBEPKU SNEKTPOHHOM MOAMUCH
Unu cepTudukaThl, AeiCTBME KOTOPLIX NpeKpaLleHo, JOMKHbl ObiTb OTMEYeHb! B XypHarne ayauTa

Yy YL, pomkeH ygocToBepUTbCA B [AEWCTBUMTENBHOCTWM 3anpoca Ha npekpawjeHue unu
npuocTaHoBKy AeicTBuA cepTudukara B cootBeTctBuM ¢ PBC YL| n BoinonHuTL cnepytolne
aencTeus:

1 06HoBuTb CAC. B cnydyae npekpaljeHus feilcTBus cepTuduKaTa Kkoda NpPOBEPKM
SMNEKTPOHHON noanucK, oH gosmkeH octaBatbed B CAC, kKak MMHUMYM, A0 Bhinycka neporo CAC
rocrne AaTtbl MpeKpalleHUss cpoka AeiCTBMSA yKa3aHHOro B 3TOM cepTudukaTe Krova npoBepKu
3NEeKTPOHHOW noanucu. B cnyvae npuocTaHoOBKU AEUCTBUA cepTudukaTta, OH A0MKeH ocTaBaThea
B CAC o Tex nop, noka He 6yaeT Unu ABHOrO BOCCTAaHOBNEHUS ero AeWCTBUA, UCTEYEHNUS Cpoka
NPUOCTaHOBKW UMK CpoKa AEACTBUA cepTudmuKaTa (4TO HAaCTYNUT paHblue),

2 oTnpaBuTb (OMLUWOHaNBHO) NonbL3oBaTeNsaM cepTudukaTa yBefoMNeHne 0 NpekpaLeHnm
JeNcTBUA cepTUdUKaTa (NpMocTaHoBKe);

3 06HOBUTL XypHan ayauTa ANS OTpaXKeHUs NPeAnNPUHATLIX AEACTBUA WM NPUYUH  UX
ocyllecTBneHnsa. CepTUdUKATEl KIloveid NpoBepkn 3NEKTPOHHOW NOANUCH, AEUCTBUE KOTOPBIX
NPUOCTaHOBNEHO UK MpeKpaLleHo, [oMmKHbl ObiTk OTMeYeHb! B XXypHane ayauta

Monb3oBaTenb Monb3oBaTenk cepTUUKaTa JOIDKEH:

cepTudgmkaTa 1 oTBepraTe nboe cooblyeHne, noanucaHHoe nNocne AaThl NpekpaweHusa AeihcTBusi
KItoWa NMpoBepkn | cooTBeTCTBYtOWEro cepTudUKaTa Krtoda NpoBepki SreKTPOHHOW NOAMNUCH;

3NEeKTPOHHOW 2 oBHOBNATL XKypHan ayauTa ANs OTpaXeHUA NPefnpUHATLIX ASUCTBUA W NPUHWUH 3TUX
noanucu pencTBuii. CepTUdUKaTbl KIOMEd MPOBEPKM SNEKTPOHHOW NOANWCH, AeNCTBUE KOTOPLIX

NPUOCTaHOBMEHO UM NpeKpaLLeHo, AOMKHLI GbiTh 3aperucTpUpoBaHLl B XypHane ayauTa.
JononHuTensHo MoryT GbITe yBeJOMINEHb! U Apyrue nuua.
B Tabnuue 6 onpedeneHbl AomnonHUTeNbHblE AEACTBUS, NpeanpuHUMaeMble B chydyae
npekpaLleHnsi UNM NPUOCTaHOBKW AEiCTBUS CEPTUCUKATOB, UCMONb3yeMbIX ANA 3aluTel o6MeHa
KIto4aMu CUMMETPUYHOTO anroputMa.

5.3.8.10 JononHuTtenbHble OEWCTBUS, KOTOpble AOIDKHbI ObiTb NPEANPUHATHI B 3aBMCUMOCTM OT
NPUYNHBI NPEKpaLLEHUs UMK NPUOCTAHOBKM AeNCTBUA cepTudmkara, onpeaeneHsl B Tabnuuyax 2 — 6.

JdanbHenwmmMm SONONHUTENbHLIMW AENCTBUSAMU, KOTOPbIE MOTYT ObiTb NPEANPUHATHI IOPUANYECKUM
unu dusnyeckum nuuom unu LUP (npu ero Hanuuum), 3anpawimBaloWMM NPUOCTAHOBKY AEeWCTBUS
ceptudukara, ABNATCA CrnegyoLme:

- opuandeckoe unm usndeckoe nuuo unu LIP moryt 3anpocutb, uToObl YL, BblgaBLumii
noanexalyuin NnpuoCcTaHOBKE CePTUMUKAT KNOYa NPOBEPKU NEKTPOHHOM MOAMUCH, BINOMHWUN NPUOCTAHOBKY
aencteua ceptudukata, ykasas CertificateSerialNumber ana uaeHtudukauum ceprtudmkara knioya
NPOBEPKN 3JNEKTPOHHOW NOANMCH M ONUUOHaNbLHOE 3HadeHue npuoctaHosku certificateHold ans nonsa
CRLENtry reasonCode;

- ecnu noanexawmini NPUOCTaHOBKE cepTU(UKAT KMoYa NPOBEPKN INEKTPOHHON NOANUCU
ABNAETCA cepTudpmkaToM Knova npoeepku anekTtpoHHon noanucu YL, To CAC YU, ocywecrenfaiowero
NPUOCTaHOBKY, AOMKEH coAepxaTb 3anucu 000 Bcex cepTudukarax Kno4ven npoBepKU 3NEKTPOHHOM
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noanucu (BbladaHHbIX YU, aenctBue ceptudpukata KOTOPOro NPUOCTAHABIIMBAETCS), AEUCTBUE KOTOPbIX
npekpaLieHo unu NpuocTaHoBNEHO, BbiAaHHLIX YL, aencrene ceprudpukara KOTOporo NpMOCTaHaABNUBAETCA.

Tabnuya 2 - [JdononHuTenbHble AeWCTBUSA, NPEANPMHUMaEMbIe B cllydae KOMNPOMEeTaLWUKU UK Nofo3peHnus Ha
KOMMNpOMETAaLMIO KITtoya 3NeKTPOHHON NOANMUCH OPUANYECKOTO MK (PU3NHECKOro nuua

IOpuaunyeckoe unu
dusnyeckoe nuuo

HeictBUs

Bnapenev ceptudukata
Kniovya npoBepKu
3MNEeKTPOHHOM NoAMUCY UNK

LP

Bnapeneu ceptudukata wnu LIP MoryT HanpaBuTb B YL| 3anpoc Ha npekpatllieHue
AeicTBMA cepTUdUKaTa KNKOYa MPOBEPKUM  SNEKTPOHHON noanucH, ykasbiBad
CertificateSerialNumber ana wuwgeHTUdMKauun cepTudukaTa Koua MPOBEPKM
3MNEeKTPOHHOW noAnucM W onuuoHanbHoe 3HayeHne keyCompromise wunu
caCompromise ana nona CRLENntry reasonCode. Ecnu BnagensueM ceptudukata
anaetca YL, To peilctBUe Bcex cepTUdMKaTOB KIOYEH MPOBEPKU 3MEKTPOHHOM
NOANUCH, BLINYLLEHHBLIX Ha CKOMNPOMETUPOBAHHOM KIlloYe nocne Aatbl BO3MOXHOW
KoMnpoMeTauuu, AOMKHO GbiTb npekpaweHo u CAC camoro YL| moryT copepxatb
3anuen  Beex  cepTUUKaTOB  KIKOYEA  MpOBEpKM  3MEKTPOHHOW  Noanucu
nogosputenbHoro YLl ¢ onuuoHanbHbiM 3HaYeHWem caCompromise Ans nons
reasonCode

yu

YL, BblgatoWwunii cepTudUkaThl KNHOYERd NpoBEPKA 3NEKTPOHHOW NOANUCK, JOMMKEH
o6HoBuTE CAC. CRLEntry B CAC MoXeT onuuoHanbHO cofepXaTb 3HadeHue
keyCompromise unu caCompromise ans nons reasonCode, COOTBETCTBEHHO

Monb3oBaTent cepTudukaTa
Krnto4a NpoBepKM
3NEKTPOHHON MOAMNUCH

MpeKkpaTuUTb UCMOMb3oBaHWe BceW  kno4veBoW  WMHopmauum, korga-nubo
OTNpaBneHHOW UMK 3aLLULLEHHON STUM CepTUMUKATOM Krko4a NMPOBEPKN SNEKTPOHHOM
noAnucu

Tabnwuya 3-[JononHutensHele AeHCTBUSA, NPEANPUHAMAaEMbIE MO NPUYKHE NpeKpaLleHus JesTeNbHOCTHI

KOpuauyeckoe unu
duanyeckoe InLo

HelictBUA

Bnapeney ceptudukata
Knto4a NpoBepKM
3MEKTPOHHON NOAMUCHU UK

P

Bnapeney ceptudukata unu LIP moryT HanpaBuTb B YLl 3anpoc Ha
npekpalieHne [LeicTBusa cepTudmKaTa Kitoda NpOBEpKU IMNEKTPOHHOW MOAMUCH,
ykasbiBass CertificateSerialNumber pna uwgentudukaumm ceptudpukata Knova
NpoBepKU 3neKTpoHHOW nofgnucu, a Takke CRLEntry u onuuoHanbHO 3HadeHWe
cessationOfOperation Ana nons reasonCode. Ecnu Bnagensuem ceptudukata
aBnsetcA YL, To pelicTBue Bcex BbIfaHHLIX UM CepPTUPUKATOB AOSMKHO ObiTb
npekpaLtieHo.

3anpoc MoxeT BbITb NpefCTaBNeH PUANYECKUM UM DPUINHECKUM NULIOM UMK
€ro 3aKOHHbIM NpeAcTaBUTEeNEM

yu

YL pomxeH o6HoBuTb CAC, ykasbiBas 3HaJeHue

cessationOfOperation ans nong reasonCode.

onyuoHanbHO

Tabnuya 4 - [JononHuTenbHble 4eACTBUSA, MPeANPUHUMAEMLIE B CBA3N C M3MEHEHNEM NMPUHAANEXHOCTH
FOPUAMYECKOTO UIN HU3UYECKOro NnLa

tOpuanyeckoe unu
dumsnyeckoe nuuo

HenctBua

Bnapeney ceptudukata
Kritova npoBepKu
3MeKTPOHHON MOAMUCH UNK

P

Bnageney ceptudukata wm LIP moryT HanpaButb B YLl 3anpoc Ha
npekpalyeHne AelcTBUA cepTUdMKaTa Kro4a NpoBEpKN 3INEKTPOHHOW nofnucu,
ykasbiBasgs CertificateSerialNumber ansa uaeHTUdUKauumu cepTudukaTa Kiova
NpOBEPKN SNEKTPOHHOW MNOAMMCUA C OMUMOHANBbHLIM 3anpalinBaeMbiM  3HaYeHUEM
affiliationChanged ans nons CRLEntry reasonCode.

Ecnu Bnagenbuem cepTudukata saensetca YL|, nepeparowuii  yHKUMK
apyromy YL 1o CAC HoBoro YL| pomkeH BKMouUTbL Bce 3anucu o060 Bcex

cepTUcdMKaTax Kro4eid NpoBEpKNM 3SMEKTPOHHOW noAnucH, AEeNCTBUE  KOTOpPbIX
npekpatyeHo YLl nepegatomm cBou PyHKLUA.
yy YL pomxeH o6HoBnATe CAC, ykasbiBasd  ONUWOHaNbHO  3HayeHue

affiliationChanged ansa nona reasonCode.
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Tabnuya 5-[ononHuTensHble feiAcTBUSA, NpeanpuHUMaeMble B CnyyYae npekpalleHus AeicTeua ceptudukara
KItoya NPOBEPKU SNEKTPOHHOI NOAMMUCHU MO NPUYUHAM, OTANYHLIM OT KOMNPOMETaLMK KNioya, NpekpalleHns
AeATENBbHOCTA UMW U3MEHEHUS NPUHAATEXHOCTH

Opuanyeckoe unu TNeiicTems
husmnyeckoe nuuyo
Bnapeney ceptudukara Bnapeney ceptudpukata unu LIP moryT Hanpasute B YLl 3anpoc Ha
KNioYa NpoBepkn npekpaweHne AencTeusa cepTudmKata KnoHMa NPOBEPKN 3MEKTPOHHOW MoAMUCH,
3NEKTPOHHON NOANUCKH UMK ykasbiBasg CertificateSerialNumber ana ugeHtudukauum ceptudpukara Knoya
P NPOBEPKN SMEKTPOHHOM MOAMUCM U OMuuoHarbHoe 3HadyeHue superseded wnu
unspecified ana nona CRLEntry reasonCode B CAC.
yuy YU ponxeH obHoBnATe CAC, ykasbiBasi onuyuoHarnbHoe 3HavyeHue superseded
unu unspecified ana nona reasonCode cOOTBETCTBEHHO

Ta6nuya 6—[JononHuTenbHbIe AEWCTBUS, NPEANPUHUMAEMLIE B Cllydae NpekpalleHusi Unu NpMoCTaHOBKU
JeiicTBUA cepTUMDUKATOB, UCNONb3YyEMbIX ANA 3aLUTHl 0OMeHa Kiio4aMn CUMMETPUYHOTO anroputma

MpuunHa NpekpaLeHns unm [eiicTBUA, KOTOpble AOMKHBI ObITb NPeANPUHATH NOMNbL30BaATENSAMM
NPUOCTaHOBKU AeiCTBUA cepTudukaTta cepTudukarta
KomnpomeTauus unu nopo3peHne Ha UcnonbsoBaHwe Bceill  KknioueBoid  MHdoOpMmauuK,  koraa-nubo
KOMMPOMETAaLMIO KIioYa 3MEeKTPOHHOIA NpUCNaHHOW M 3alUULLEHHOW C MNOMOLLbIO 3TOro cepTUdMKaTa KIouda
MOAMUCU IOPUAUYECKOrO UK NPOBEPKM 3NEKTPOHHOW NOANMCH AOMKHO GbITh NpeKpaLLeHo.
¢usnyeckoro nuua Ecnu BnagensueM cepTudukarta, AeACTBME KOTOPOro NpekpalieHo

Mnu npuocTaHoBreHo, sBnsieTca YL, To B npouecce 3aMeHbl KIoyYeBOM
nHdopMaLmK AommKeH BbITb UCNoNb3oBaH apyroi YL|

NeTedveHne cpoka aeiicTBust Unm 3ameHa Bcel  KMoYeBOW  UHOpMaUMKU,  OTNpaBrieHHOW WU
npeKkpalleHne AeicTBUSA cepTUdUKaTa | 3alyuLLieHHOW C MOMOLLbI 3TOro cepTudukaTa, Kak TOMbKO 3TO CTaHeT
KnroYa NpoBepKU SNeKTPOHHOW MOAMUCK | BOSMOXHO

Mo NpUYMHaM, He ABnALWUMCS
dakTn4eckoin koMnpomeTaLuein unu
nofo3peHneM Ha KoMnpomeTaLmio

[HeiicTBune cepTudukata knroda Korga peiicTBue cepTUdUKaT Kro4a MNPOBEPKM  SNEKTPOHHOWM
MPOBEPKU SNEKTPOHHOW MOANUCK noAnucKM NPUOCTAHOBMEHO MO MpUYMHaM, He sBNAWUMCA dakTudecKon
MPWOCTaHOBIIEHO MO MPUYUHAM, He KOMMpomeTaLlueidn unu Mnofo3peHMeM Ha KOMMPOMETaLuio, BO3MOXHO
ABNAKLWMUMCA PaKTUHECKON npekpaLleHue UCMnonb3oBaHUsA UMW 3aMeHbl BCEN KNoYeBON MHDopmaLuu,
KoMNpoMeTaLuuei unnm nofo3peHnem Ha | OTNpaBfeHHOW W 3allWLLUEeHHOW ¢ NOMOLLbI 3TOro cepTudmkata krova
KoMnpomeTaLuto NPOBEPKU SNEKTPOHHOW MOAMNCH, KaK TOMbKO 3TO CTaHeT BO3MOXHO

5.3.8.11 Ceptuchukatr knwoya npOBEPKM INEKTPOHHON MNOAMUCUM MOXET ObiTb aHHYNUPOBaH Mo
peLueHunio cyaa, B YaCTHOCTU, €CMW YCTAHOBMEHO, YTO CepTUAUKAT KItoMa NPOBEPKU SNEKTPOHHON NOANUCH
COAEPXUT HEAOCTOBEPHYIO MHAOPMALUIO.

YLl gomkeH B TevyeHue He Gornee yem OAHOro paboyero AHA aHHYNUpPOBaTb CepTUdMKAT Khoya
NPOBEPKW 3MNEKTPOHHOM NOANMUCK NyTEM BHECEHUS 3anuCK O €ro aHHYNUMPOBAHMM B PEECTP CEPTUDUKATOB MO
peLleHunto cyaa, BCTYMUBLLEMY B 3aKOHHYIO CUTTY.

Mcnone3oBaHMe aHHYNUPOBAHHOIO cepTudukaTa Knoda nNpoBEPKUM SNEKTPOHHON MOAMNUCK HE BReYeT
IOPUANYECKUX MOCNEeACTBUNA, 38 UCKITIOYEHNEM TeX, KOTOPbIE CBA3aAHbI C €70 aHHynupoBaHueM. [1o BHECEHUS
B peecTp cepTudukaToB MHpopmaumm 00 aHHYNMMPOBaHUU cepTudhMKaTa Khoya NPOBEPKM IMEKTPOHHOWM
noanucu YLl obssaH yBegomutb Bnagenbua ceptuchmkata o6 aHHynMpoBaHuM ero cepTudmkarta Knoda
MPOBEPKW ONMEKTPOHHOW NOAMUCUM MyTEM HanpaBneHUss [JOKYMEHTa Ha OyMaXkHOM HocuTene WM
3MNEKTPOHHOTO JOKYMEHTA.

5.3.9 lMpoaneHune cepTUUKATOB KITHOYEN NPOBEPKU INEKTPOHHONU noanucu

5.3.9.1 CepTudmkar kniova nNpoBEPKM INEKTPOHHOM NOAMNUCU UMEET CPOK AENCTBUS, yKa3aHHbIA B
ceprudukare knioya NpoBEpPKU INEKTPOHHOM NOANUCHU.

[lo ucreveHusa cpoka AencTeusa ceprudmkata KOHEUHbIN BRageney ceptucdukata MOXET 3anpocuTb
npoaneHue ceptudukata nNocpeacTBOM 3anpoca Ha MpoAasieHWe Cpoka ero aencreua (T. €., 3anpawmsas
jJaty notAfter Gonee nosgHiol, 4em aarta notAfter cyulectBylowero ceptudukata Krioya npoBeEpKu
3NeKTPOHHOI noanucu). Tem He MeHee, aaTta Hauyana (aata notBefore) B npoaneHHOM cepTudukaTe knoya
NPOBEPKU INEKTPOHHOW NOANUCK AOMkHA ObiTb TOM XX€ CaMOW, YTO B UCXOAHOM cepTudmkate Kniova
NPOBEPKU 3MNEKTPOHHOI noanucK. MNpoaneHHbIn cepTudmkaT Kroya NPoBepkU aNEeKTPoHHOW nognucu Gyaer
MMETL TY XK€ Napy KNIOYen, YTo M UCXOAHLIN CepTUUKAT KIoya NPOBEPKU NEKTPOHHON NOAMUCH.

CepTtuchukatbl Knoven MpOBEPKU ISNEKTPOHHOW MoANUCUM MOryT ObiTb npoarneHbl Tonbko YL,
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BblJaBLUMM JaHHbIE CepTUUKATBI.

KoHeuHbln Brnageney ceptudukarta, sanpalumBalouini NpoaneHue ceptudukata, AomkeH cobparb
JaHHble AnA nNpoaneHua cBoero ceptudpukata v npegocrasutb ux B LIP (npu otcyrereum LUP — B YL,
KOTOpbIA paHee cpopMupoBan 3TOT CepTUdMKaT Kroya NPOBEPKM SMEKTPOHHOW mognucu). OaHHble ans
npoaneHus ceptudmkara omkHbl npegocrasnate LIP (YL) gocraTtouHo nHdopmauum, nossonstowen LIP
(YW) npoBepuTb WMAEHTUMUKALMOHHBbIE [AAHHbIE KOHEYHOro Bnagenbua ceptudukata um onpeaenuTb
cepTuduUKaT Knova NpoBEPKM SNEKTPOHHON noanucu Ana npoaneHus. OHM BKIIOYAIOT:

a)  OTNMYMUTENbHOE UMS KOHEYHOro BRagenbua ceptudukara;

6) cepuiiHbIn HOMEep cepTudmuKaTa Krnova NnpoBEPKM SNEKTPOHHONW NOANUCH;

B) 3anpaluvMBaeMblii CPOK AECTBUSA cepTudukara.

KoHeuHbI Bnageney ceptudukaTa JOSDKEH NOCTaBUTh MEKTPOHHYIO NOANMCHL NoA AAHHLIMM 3anpoca
Ha npoanexHue ceptudukara.

5.3.9.2 YU ans npoanexnna ceptnukaToB JOSDKEH:

a) noATBepAUTb AEWCTBUTENBHOCTbL MOAMUCM HA [AAHHbLIX, MPEACTABAEHHLIX ANA NPOANEeHUs
ceptudgukara;

0) nNpoOBepUTb Hamuuue W JeNCTBUTENBLHOCTL cepTudpmMkaTa Krioda NPOBEPKU SNEKTPOHHOM
noAnucu, nognexatuero NnPoAaneHuio;

B) MNPOBEPUTb, YTO 3anpaluMBaeMblii CPOK AENCTBUA cepTudmKata CoaepUT Ty e camylo aaTty
notBefore, 4to u gara notBefore B ucxogHomM ceprudukare knioya npoBepku SNEKTPOHHON NOANUCH, U YTO
aata notAfter asnsietca 6onee no3gHen, yem aata notAfter B cywecreyowem ceptuchukate knoua
NPOBEPKN INEKTPOHHON NOAMNUCH;

r) nNpoBepwUTb, YTO 3anpaluMBaeMbli CPOK AEWCTBUS cepTudmkata oTeevaetr TpeboBaHUAM,
onpeaeneHHbIM B NONUTUKE NPUMEHEHUs CepTU(PUKATOB.

Ecnu BCe 3Tu npoBepku Okaxytcsa ycnewwHbiMu, YLL gomkeH cdopMupoBatb U NOANMCATL HOBLIN
cepTudUKaT CYLLECTBYIOLLEro KIio4a NpOBEPKWM JMEeKTPOHHOW NOANUCU, OTAMYAIOWUMINCA OT npeablayliero
cepTuduKaTa TONLKO CPOKOM AEWCTBUS, CEPUAHBIM HOMEPOM cepTudMKaTa Knoua NPpoOBEPKN SNEKTPOHHOM
nognucu u nognuceto YL. Ecnu kakas-nubo nposepka 6yaet HeyaaduHon, YL, A0MmKeH OTKNOHUTL 3anpoc Ha
npoaneHue ceptudukara.

YL pomkeH caenatb HOBbIA CEPTMAMKAT KMOYa NPOBEPKU SMEKTPOHHOM NOANUCU AOCTYMHbIM ANS
KOHe4YHoro Brnagenoua ceprudukata B COOTBETCTBMM C MOMUTUKON NPUMEHEHUA CepTuUKaToB.
Pesynbtatom npoanenus ceptudpukata OyaeT CyLeCTBOBaHME ABYX CEpPTUMUKATOB KIoYa MpPOBEPKM
SMEKTPOHHOW NOANUCKU C OAHUM U TEM XKE KITHOYOM NPOBEPKU 3MEKTPOHHOM noanucu. 3T0 nogpasymeBaer,
YyTo!:

- npoaneHue ceptudmkara He TpebyeT npekpalleHws geicTBusa npeablayliero ceptudukara
Kro4a NpoBEepKU INEKTPOHHON MOAMUCH;

- npu nepecevYeHnn CPoKoB AEWCTBUA CEPTMAUKATOB KIOYEN NPOBEPKN 3MNEKTPOHHbLIX NOANUCEN
MOXET ObITb MCNOMNB30BaH MO0 N3 ABYX CEPTUMPUKATOB KItoYa NPOBEPKN SMEKTPOHHON MOAMUCH.

5.3.10 3ameHa cepTudukaTa Knoya NnPoBEePKU INIEKTPOHHON NoaNUcCHU

5.3.10.1 Knioy NpoBEpPKM 3MNEKTPOHHOW NOAMMCU UMEET CPOK AEWCTBMUS, KOTOPbIA MOXET OTNNYaThCA
OT CpoKa [enCTBUA, YKa3aHHOroO B CepTudukaTe Krova MNPOBEpKM JNeKTPOHHOW noanucu. [epepn
OKOHYaHWeM cpoka AENCTBUA KIova NPOBEPKU SMEKTPOHHOM NOANWCM UMW BCSIKMIA pas3, Koraa BO3HUKAEeT
PUCK KOMMPOMETAaLMM KMioYa 3MEKTPOHHOW MOANUCK, KOHEYHbIW Bnaaeney ceptudukata MOXeT 3arnpocuTb
3aMeHy cepTudukata knioya nNpoBepKuM 3MEKTPOHHOW NOAMUCU C CO3JaHMEM HOBOW napbl Knwoueir. SToT
HOBbIN CEPTUAMKAT KNo4a NPOBEPKN INEKTPOHHON nognucu 6yaet MMeTb CPOK AENCTBUSA, YCTAHOBNEHHBIN B
COOTBETCTBMU C MOMUTUKOW NPUMEHEHUs cepTudmkaToB. Ecnu 3ameHa ceptudmkata krova MpoOBEPKM
9NEKTPOHHOM noanucu Obina 3anpolleHa BCNEACTBME KOMMPOMETALMW Krtova 3NMeKTPOHHOW Moanucu, To
AeicTBue cTaporo ceptudumkaTa Knova npoBepKU dNEKTPOHHON NOANUCH AOIMKHO BbITh NPeKpaLLeHo.

KoHeuHbit BNageney ceptudukata, 3anpaluvMBatowmii 3ameHy AeiCTBYIOLLEr0 B HACTOsILLUEE BPeMsi
cepTudukaTa KnNOYa NPOBEPKM IMEKTPOHHOW MOANMCU, AOMKEH cobpaTb AaHHble ANsi 3aMeHbl CBOEr0
ceptudukaTa Kniova NPOBEPKU INEKTPOHHOW NoANUCK u npeaocTtaButb ux B LIP (npu otcytrcteumn LP — B
YL, koTopbift paHee chopMupoBan aToT cepTudukaT KnoHa NPOBEPKU INEKTPOHHOI noanuck). [aHHble AnA
3ameHbl cepTudmkata aomkHbl npegocrasnarb LIP (YL) pocratouHo undpopmauum, nossonsiowen LIP (YL)
npoBEPUTL MAEHTU(UKALMOHHBIE JaHHbIE KOHEYHOro BRajenbua ceprudmkata u yrBepauTb ceptudmkar
Kroya NpoBepKu INEKTPOHHON NOANUCU ANs 3ameHbl. OHU BKNIOYALOT:

a) OTNUYUTENbHOE UMSA KOHEYHOro Bragenbua ceptudukara;

6) cepwmiiHblii HOMEp 3aMeHsieMOoro cepTuduKkaTa Knoda NPoBepKU SMEKTPOHHON NOANUCH;

B) 3anpawuMBaeMblil CPOK AENCTBUSA HOBOIO cepTudmkaTa Knioua NpoBEPKU INEKTPOHHOMN NOANUCH;

r)  HOBbIA KNIOY MPOBEPKN 3NEKTPOHHOW MoANMCU (€Cnu HOBas nmapa KIiovein co3gaHa KOHEYHbIM
BnagensuemM ceptudukara).

5.3.10.2 B npouecce 3anpoca Ha 3amMeHy cepTuduKkaTa AOIMKEH UCMNONb30BATLCA KMHOY 3NEKTPOHHOM
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NOAMUCH I0PUANYECKOTO UMK PU3NYECKOTo NULia AN NOANUCAHUA AaHHbIX AN 3ameHbl cepTudmkara, a LIP
(YLD pomxeH noaTBepAuTb AEWCTBUTENbHOCTb MNOAMUCH AAHHLIX ANS 3aMeHbl cepTucukata, 4ToObI
obecneunTb yBEPEHHOCTb:

a) B LIENOCTHOCTU OTNUYMTENBHOTO MMEHU KOHEYHOTO Briafenblia ceprudukara, HOBOro Knwoda
MPOBEPKN 3MEKTPOHHOW MOANUCU U APYron MHopmauum BO BpeMsi NPUMEHSAEMOrO npouecca, UCnonb3ys
HOBbIV KITHO4 9NEKTPOHHON NOANUCH;

6) B TOM, YTO KMIOY MPOBEPKU INIEKTPOHHOW NOANUCU B AAHHLIX AN 3aMeHbl cepTudmkarta
COOTBETCTBYET HOBOMY KNIOYY 3MEKTPOHHOM NOANUCU I0PUANYECKOrO UK hU3NYECKOro nuua;

B) B TOM, YTO B NpoLEecce CO34aHUsa U Nepeaaqm Kniova He Obino HUKaKUX OLLMGOK.

5.3.10.3Mocne cospaHua Klo4a M A0 €ro UCMONb30BaHUSA KOHEYHbI Bnageney ceptudukarta
[OJDKEH:

- cobpaTb AaHHbIE ANs 3ameHbl cepTudukaTa, BKMIOYAs OTNUYMTENLHOE WMMSI KOHEYHOro
BrnajensLa ceptudukata u 3aHOBO CO3AAHHbIN KMOY NPOBEPKU SNEKTPOHHOI NOAMNUCH;

- NoAMMcaThb 3MEeKTPOHHON NOANUCHIO AaHHbIE ANA 3aMeHbl cepTudmkaTa, UCNoMb3yA HOBbIM KoY
9MEeKTPOHHOW MOAMUCKU, KOTOPbIA CBA3AH C HOBbIM  KMIOYOM MPOBEPKU  SFNEKTPOHHOW  MOAMUCH,
coAepXaLUMMCA B AaHHbIX AN 3aMeHbl cepTudmkaTa;

- npeacTaBuTb NOANMCAHHBIE JaHHbIE ANA 3aMeHbl ceptudmkata U Apyrylo uHcdopmauuio, kak
aroro Tpebyet PBC, B LIP (YL)).

5.3.10.4 ins 3ameHbl cepTUUKATOB KIoYa NPOBEPKU INEKTPOHHON noanucu YL, AorKeH:

a) noAaTBepAUTb  AEWCTBMTENbHOCTb  MNOANUCU  AAHHBLIX, MPEACTaBMEHHbIX Ans  3aMeHbl
ceptudukara;

6) npoBepuTb Hanuyuue U JelCTBUTENLHOCTbL cepTUdMKaTa Kriouya MPOBEPKN SMNEKTPOHHOM
noAMNUCHU, KOTOPbIA AOSKEH ObITh 3aMEHEH;

B) MPOBEPWUTb, YTO 3ampocC, BKMOYAs 3anpawmBaemblii CPOK AEWCTBUA cepTudpukata, oTBevyaeT
TpeboBaHusAM, onpeaeneHHbIM B MONIUTUKE NPUMEHEHUSI CEPTUCUKATOB.

Ecnu Bce 9TWM npoBepku ABNAIOTCA ycnewHbimu, YLl aomkeH ccopmupoBaTth M NoANUCaTb HOBbI
cepTudukaT Knio4a npoBepKn 3MEKTPOHHOW NOANUCH (C HOBLIM CEpUiiHBIM HOMEpPOM cepTudmMKaTa Kniova
NpoBepKW 3NEKTPOHHON nognucu). Ecnu kakas-nubo nposepka Oyaer HeyaayHou, YL| AOMKeH OTKIOHWUTbL
3anpoc Ha 3amMeHy ceptudukara.

YLl aomkeH obpabaTtbiBaTb 3anpoc Ha 3aMEHY TOMbKO B TOM Cny4vae, ecnu npeabiaywuii ceptudukar
KMoYa NPOBEPKM 3MEKTPOHHOW MOAMUCU ABNSETCA AENCTBUTENbHBLIM (T. €. HE UCTEK CPOK AEWCTBUS U ero
AeNCTBME He NMpeKpaLLeHo).

3ameHa cepTudmKata MOXET OCYLLUECTBAATLCA TONbKO YL, BbiAABLUMM AAHHbLIM CepTUdMKAT Kntova
NPOBEPKMN 3NEKTPOHHON NOAMNUCH.

5.4 ObecnevyeHne 6e30NaCHOCTU U TPEOOBAHUA KOHTPONS

5.4.1 TpeGoBaHuA K BeACHUIO XypHana ayauta

B cucreme YL| HeoOxoauMMo BeCTM >XypHanbl ayauta, C LEnbio NpeaocTaBrieHUst AOCTaTOYHO
noapobHON MHDOPMaLUKM ANA BOCCTAHOBMEHUS COObITUIA, 06eCcneyeHnss U yI0BNETBOPEHUSI NPABOBbLIX U
HOpMaTuBHbIX Tpe6oBaHUN. Bce sanucK B XXypHanax ayauta JOIDKHbI ObiTb AaTUpPOBaHbLI U UMETb OTMETKY
BpEMEHU. XOTA XypHanbl ayauTta, Kak NpaBuIio, cO3AaloTcst U noaaepxvsaiotcs cucremoii YLL, HekoTtopble
XKypHarnbl ayauta MoryT, npu Heo6xoaAuMOCTH, 3aNONHATLCS BPYUHyI0. TpeboBaHUS KOHTPONA AOKHbI ObITh
ykasanbl B PBC YU.

KypHan ayauta YL aomxkeH coaepxaTtb 3anucu 060 BCcex onepauusix ¢ ceptudukatamm Knioden
NPOBEPKN INEKTPOHHOM NOANUCKM M 000 BCEX Onepauusix Mo YNpaBMneHUIO KIMoYamu, TakuxX Kak co3faHue,
pe3epBUpOBaHME, BOCCTAHOBMIEHUE U YHUMTOXEHUE KIIOYei, BMECTE C MAEHTUMUKALMOHHBLIMU JaHHBLIMM
nuua, paspewsalowero onepauuio, U nuy, pabotalowmx ¢ mobon KmoyeBon uHdopmauuen (Hanpumep,
YacTsAMM  KNKOYe MW  KNIoYaMu, XPaHSLLMMUCA B MNOPTATUBHLIX YCTPOWCTBAX WM HA HOCUTENSX
nHdopmayun). MsmMeHeHna B XpaHEeHUU KIOYENn SNEKTPOHHOW NOAMUCU U CBA3AHHbLIX C HUMU NapameTpos, a
TaKke YCTPOWCTB U HOCUTENEMN, HA KOTOPbIX XPAHATCA KIMIOYU, HEOOXOAMMO PErMCTPUpPOBaTbL B XKypHamnax
ayauta. B xxypHanbl ayauta He AONYCKAETCA 3anuCbiBaTb OTKPLITLIM TEKCTOM 3HAYE€HUA Kakux-nmbo knioven
JMEKTPOHHOW NOANUCU, HO MOXHO YKa3blBaTb 3HAYEHUs XSLU-DYHKUMM, KaK CPEACTBO uaeHTudMkaumm
KMioYen U NPOBEPKN MX KOPPEKTHOCTU, @ TAKKe KMIOYM MPOBEPKM INEKTPOHHOW MOAMUCU, NOMYYEHHbIE U3
KII0Y€eN 3NEKTPOHHOM NOANUCHU NOCPEACTBOM OAHOCTOPOHHEN (DYHKLIMMK.

MepeyeHb coaepPXMMOro XXypHana ayauTa npuBeeH B NPUIOXKEHUN A.

KypHanel ayauTa [OOMKHBI BECTUCH B (popMme, NpeaoTBpallaiolel UX HECAHKLMOHMPOBAHHYIO
MOAUMDMKALMIO UNN YHUYTOXEHUE. ABTOMAaTU3MPOBAHHLIE XXypHarnbl ayauta AOMKHbI ObiTh 3aluMLLEeHbl OT
MoaudMKaLMmn Unu 3aMeHbl, HaNpPUMEpP C UCNONb30BAHUEM X3LU-CDYHKLMM MNK INEKTPOHHOI noanucu. Mapa
Knoven, ncnonb3yemblX ANs NOAMNUCAHUS XXypHana ayauTa, He [OIDKHa UCMONb30BaTLCA ANS APYruX Lenen.
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Kpome Toro, »ypHan ayauta AormkeH ObiTb AOCTYNEH TOMbKO YMOMHOMOYEHHbIM FMLAM M MPU Hanu4uu
BECKMX NPUYMH, Kacatowmxcsa 6usHeca n 6e3onacHoCTu.

5.4.2 ObecneyeHue 6e30NacHOCTH

JOKYMEHTUPOBAHHbIE MpoLecChl U npoueaypbl no obecnedeHnto 6e30MacHOCTU HEOBXOAUMbI Kak
4YacTb CUCTEMbl BHYTPEHHEro KOHTpons 6e30nacHOCTU B NPOLECCE ynpaBfieHWA cepTudukaTtamm Kroden
MPOBEPKM 9NEKTPOHHOW nognucn. XXypHan ayauTa AOJDKeH NpoCMaTpuBaTbCA PErynsipHo (Hanpumep,
€XeHeBHO) COrMmacHO YCTaHOBMEHHbIM TpeboBaHuAM obecneyeHus GesonacHocTu. MpPocMOTP AOMKEH
BKMIOYaTb MOATBEMKAEHWE LENOCTHOCTU XXypHana ayauta, a TakkKe BbiABNEHUe W HabniogeHue 3a
HECaAHKLMOHUPOBAHHON UMW NOAO3PUTENBHON AEATENbHOCTLIO (HANPUMEP, AOCTYN B HEOOLIYHOE BPEMS UMK
13 HEOObIYHbIX UCTOYHUKOB, HEOXKMAAHHOE YBENUYEHUE NOTPEONEHUA CUCTEMHBIX PECYPCOB).

Macwrabbl 1 4acTota NpocMoTpa, a Takke TPeOGOBaHUA K YCUINEHWUIO YNpaBneHus AOSDKHbI ObiTb
onpeaeneHbl ¢ y4etom pucka OusHeca. Ona OU3HEC-MPUMOXKEHUIA C BLICOKOW CTEMNEHbI0 pucka unu Ans
BbINOMTHEHNSA NPABOBLIX U HOPMATUBHLIX TPEBGOBAHWUI, UMK U TOFO M APYroro, MOXeT noTpeboBaTbCs, UTOOI
KOHEeYHble BNnajernbLbl U NoNb30BaTenu cepTuduMKaToB BENW XypHan ayauTa.

5.4.3 Npoeepka YL u LIP

MpoBepku cootBetcTBUA YL, u LIP TpeGoBaHusiMm 6e30nacHOCTM OOMKHbI SABRATLCA 00513aHHOCTbIO
OpraHa He3aBWCUMMOTO KOHTPONS (BHYTPEHHEro, BHELLUHEro UM oboux) ¢ yCTaHOBIMEHHOW NepUOANYHOCTbIO
(Hanpumep, exeroaHo). MNpoBepka AOMmMKHA OXBaTkIBaTh COBMIOAEHNE NONUTUKM NPUMEHEHUS cepTUdUKaToB
u PBC, pykoBOACTB nO npoueaypam W cneuudukauunm no KOHMUrypaumm UCronb3yeMblX CpeacTts.
PesynbTatbl nMpoBepku AOMKHbI ObITb OoduLManLHO OMOPMIEHLI U NPEAOCTaBMIEHbI NPOBEPSAEMbIM Ans
YCTPaHEHUS 3amMevaHunin u peanusauum pekoMeHaaumnin.

5.4.4 TMpoBepka KOHeYHbIX BriagensueB ceptudukaToB

B Gu3HeC-NpUnoXeHUsax ¢ BbICOKOW CTEMEHBIO pUCKa NPOBEPKE MOTYT NMOABEPIHYTHCA TaKXKe KOHEYHbIE
BnagenbLlbl 1 NONb30BATENMU CEPTUPUKATOB.

5.5 MNnaHupoBaHue HenpepbLIBHOCTU GU3Heca

TpeGoBaHus K NIaHUPOBaHUIO HENPepbIBHOCTU BUu3Heca 3aBUCAT OT NOTPEBGHOCTEN B AOCTYNHOCTU U
HenpepbIBHOCTU NpUNoXeHuin 6usHeca, nogaepxuBaembix YL. B 0OCHOBHOM GU3HEC-NPUITOXEHUS C BbICOKOW
CTeneHbI0 pUCKa U BbICOKOW AOCTYNHOCTLIO TPEOYIOT Bonee HaaeXHbIX NPOLECCOB M METOA0B 0DecneveHns
HenpepbIBHOCTU BuaHeca, Yem GUBHEC-NPUMNOXKEHUSA C HU3KUM YPOBHEM PUCKA U HU3KON JOCTYNHOCTLIO.

Kak MWHUMYM, NnaHMpOBaHWE HENpepbIBHOCTM BM3Heca AOMKHO BKMOYaTb MPOLECCHI aBapUItHOTO
BOCCTAHOBSIEHMSI AMA BCEX KPUTMYECKUX KOMMOHEHTOB cuctem YL, Takux kak annapaTHble CpeacTsa,
nporpaMMHbIE CPEACTBA W KITIOYK B Criydae oTkasa OAHOTO UK HECKOMNbKUX TaKUX KOMMOHEHTOB.

BapuaHTbl aBapuiiHOrO BOCCTAHOBSIEHUSI AEATENbHOCTM YL| MOryT BKMOYaTh NEepeycTaHoBKY
COOTBETCTBYIOWMX CPEACTB, UCMOMb3yembix YL, U NOBTOPHYIO BblAa4vyy BCeX CepTuPukaToB Kno4ven
NPOBEPKN 3NEKTPOHHOW MOANUCKU, UCNONL3OBAHUE pe3epBHbIX cpeacTB YL (4acTuyHoe pesepsupoBaHue,
«XOMOAHBIN» UIN KFOPAYUIA» Y3en).

Mpouecchl aBapuMHOrO BOCCTAHOBNEHUs AeAaTenbHocTM YL, Takke Tpedyiotca B cnydae
KOMNpOMEeTaLMn OAHOrO U3 BaXKHEMLUMX KOMMOHEHTOB 6e3onacHocTu. KomnpomeTtauus nnm nogo3peHue Ha
KOMMPOMETAaLMIO KNioYa 3neKTpoHHOW noanucu YL cneayeT paccMatpuBaTh Kak MHUMAEHT 6e30nacHOCTY.
Bce ceptudukaThl Knovei NPOBEPKU INEKTPOHHON NOANUCU, NOAMUCAHHBIE C MOMOLLBIO 3TOTO Kniova nocne
JaTbl KOMNpomeTauuu (ECnv OHa W3BECTHA), AOSMKHbI PacCMaTpuBaTbCA Kak NOAO3PUTENbHLIE W,
cnefoBaTenbHO, AEWCTBME MX AOMKHO ObiThb npekpaweHo. Mepbl 6e3onacHoctu, peanusyemble YL ans
3aWMTLl KNOYa 3nekTpoHHON noanueun YL, aomkHbl o6ecneunBaTb YBEPEHHOCTb B TOM, YTO BEPOATHOCTb
KOMApOMETaLun 3TOro Knya ABseTca NnpeHedbpexxuMo Manon.

Korga YL [OMKEH 3aMEHUTb WM BOCCTAHOBUTHL CBOW KIIOY SMEKTPOHHOW NOANUCK, noanexar
nNpUMEHeHnto npoueaypbl Ge30nacHoro u  ayTeHTUMUUMPOBAHHOIO NpeKpalleHus AeWCTBUS BCEeX
cepTUdUKATOB KIHOYEA NPOBEPKU SNEKTPOHHON NOANUCH, BbIAAHHLIX YL| ¢ ncnonb3osaHnem 3TOro knio4a
ANEeKTPOHHOW NOAMUCH.

MpumMepsl Npoueayp aBapuitHOro BOCCTAHOBMEHUA AEATENbHOCTU YL onucaHbl B npunoxexun I

Opuanyeckoe unu UMYECKOE MULI0 MOXET WUMETb OAWH UMM HECKONbKO AENCTBUTENbHbIX
cepTuuKaToB KIIOYEN NPOBEPKU SMEKTPOHHOW NOAMUCUM Ha CryvarW npeanonaraemblX NEpPeMeH unu
BOCCTaHOBMEHus1 aesatenbHoctu YL 3tu cepTudwmkaTbl KMOYe NPOBEPKU SNEKTPOHHOW NOAMNUCHK
obecneuymBaloT HenpepblBHOCTb paboTbl (ycnyru) NO UCTEYEHUM CpOKA AEWCTBMA cepTudmkara Kroda
NPOBEPKM 3NEKTPOHHON MOAMUCKM, OTKAa3a CpeAcTBa, peanu3ylowiero kpunrorpaduyeckue yHKUUM, Unm
KOMnpoMeTaLun Knioya 31eKTPOHHOM noanucu.
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Mpunoxexue A
(o6a3arenbHoe)

CopaepxaHue u ucnonb3oBaHue XxypHana aygura YL
A.1 CoaepxaHue U 3awmTa xxypHana ayauta YL n LIP

A.1.1 O6wasn nHdopMauus

3anucu XypHana ayguta JomkHbl ObiTb MAeHTUDULMPOBAHLI B OTHOLUEHUW UCTOYHMKA, AaTbl U HOMEepa 3anucuy.
B xypHan aynuTa cneayeT BHOCUTL TONBKO NOATBEPXAAEMYIO U HeobXoAMMYIO ANS XypHana ayauTta uHdopmauuio.

BonbLUMHCTBO 3anunceit 3aHOCUTCS B XXypHan ayguTa aBToOMaTUYecku, OfHaKO HeKOTopble BaXKHble, CBA3aHHbIE C
6e30nacHOCTbIO, COBBITUA MOryT BHOCUTLCS BPYYHYIO.

Takke omKHEl BbITb yUTeHbl Nonoxenus 5.4.1 (nocnepHuit absaly).

A.1.2 SnemeHTbI, Noanexalme BKITIOYEHUIO BO BCe 3aMuUCU XypHana ayauTta

Bo Bce 3anucu xypHana JormxHbl ObITe BKMHOYEHE! CrefyioLine SIEMEHTHI:

a) fJaTa v BpeMms 3anucu;

6)  perncTpauMoHHbIA MM NOPAAKOBLIA HOMep 3anucu;

B)  TUN 3anucy;

r) UCTOYHUK (TepMUHAN, NOPT, MECTOHAXOXKAEHNEe, KITUEHT U T. 4.);

4)  WAEHTUMDMKALMOHHbIE faHHbIe FPUAUYECKOro Ui pusmnyeckoro nuua, AenaroLlero sanuck B XypHane.

3anucu, caenaHHble B XKypHane BPYYHYH, AOMXHEI, Npyu HE0BX0AMMOCTH, BKNOYaTL cregyroLyee:

- U eHTUMKaLMOHHbIE AaHHbIe opUANYecKoro UM puandeckoro nuua, caHKUMOHUpYIoWero onepauuio, u
HOPUANYECKNX UMK dU3ndeckux nuu, obpabaTsiBaroLmx nobyto KnoveByro MHdOPMaLMio (HaNnpUMeEp, HacTu KNoHen unu
KITHOYM, XpaHsLMecs B MOpTaTUBHBIX YCTPOCTBAX UMW Ha HOCUTENsIX UHGopMaLmu);

- cBefieHns 06 YCTpoCTBaX UMW HOCUTENSAX, Ha KOTOPLIX XPaHATCS KITHOUH.

A.1.3 UHcbopmauua o npumeHeHUU cepTucbukaTta Knioua NpoBepKkn 3NEeKTPOHHOW MOANUCH, noanexawas
BHeceHuto B XKypHan ayauta LIP unu YU

B xypHan ayauTta AomkHa 6Tk BKIOYeHa creaytollasa nHgopmMaums:

a) TN ngeHTUdnKaLMoHHOro(bIx) AOKYMEHTa(oB), MPEACTaBNEHHOrO OPUANYECKUM UNKU PUNHECKUM SULOM,
obpaTuBLMmMcA B YL

6) 3anucb YHWUKaNbHbIX WAEHTUUKALMOHHLIX AaHHLIX, HOMEPOB WNKM WX KoMGWHAUMM (Hanpumep, Homep
[IOKYMEHTa, YA0CTOBEPSIOLLEro ropugnieckoe unu cpuanyeckoe nuuo, obparmelieecs B YLI), ecnu ato Heobxo[UMO;

B) MECTO XpaHeHus KOMWIA 3asBOK Ha cepTUdUKaT (Ha ero cosfjaHue, nNpoAaneHne W T.M.) W
UAEHTUPUKALMOHHBIX [OKYMEHTOB;

r) WAEeHTUdUKALMOHHBbIE flaHHble NuLa, NPUHABLLErO 3asBKy Ha cepTudukar,

)  MeTof, UCTOoNb3yeMbli 4118 NPOoBEpKN WAEHTUDUKALIMOHHBIX JOKYMEHTOB, €CIM TakoBbIE UMEIOTCS,

e) HaumeHoBaHue VYL| (LIP), HenocpeACTBEHHO NpUHSABLUEro 3anpoc Ha cepTuduUKaT Krikoya MpoBepKU
3NEKTPOHHOW NMOANUCH OT KOHEYHOro Bnagernsla cepTudukara,;

X) O MPUHATUKM BrajenbleM cepTUdMKaTa Krtoda MPOBEpPKU SMNEKTPOHHOW MOAMUCK MOSb30BATENbLCKOIO
forosopa;

3) 0 cornacuu puandecKkoro unu dusudeckoro nuua, obpartueweroca B YL, Ha Bepenue YL| 3anuceid,
cojepxallux nepcoHanbHble AaHHble, W nepegadvy 3ToW WMHGPOPMaLMM yKasaHHbLIM TPETbLUM CTOPOHaM; a Takxe
nyénukauuo cepTudUKaToB KIOYEN NPOBEPKU 3NEKTPOHHOW nopnucu (Korpa aTto TpebyeTca B COOTBETCTBUM C
3aKoHo4aTeNsCTBOM).

A.1.4 CobbITuA, nognexaiume BHECEHUIO B XXypHan ayauTta

B »xypHane HeobxogUMo pernctTpupoBaTth crefytolme cobbiTUs, Kacalomecs KIoveBoil MHopMaLum:

a) co3fgaHune Knden;

6) ycTaHoBKa KpunTorpaduU4eckux KNIovel BPy4YHYlO U ee pesynbTaThl (C UAEHTUMKALUOHHBIMUA JaHHBIMM
onepaTopa),

B)  pe3epBHOE KOoNupoBaHue,

r) XpaHeHue,

A)  BOCCTaHOBMEHue,

€)  U3BATUE KNIYEeBOW UHGOPMaL KU M3 o6CcnyXuBaHUs;

X)  YCNOBHOE AENOHWPOBaHMeE,

3)  apxusupoBaHue;

M)  YHUMTOXEHwue,

K) hopMUpoBaHUe cepTUdPUKaTOB;

n)  nonyyeHwWe 3anpocoB Ha cepTUdUKaT(bl) KNoYa NPOBEPKA SNEKTPOHHOW NOANUCH, BKMoYas MepBUYHbIE
3anpockl, 3anpockl Ha NPoANeHNe U 3anpockl Ha 3aMeHy;

M)  3anpocbl Ha NpekpalleHne U NPUOCTaHOBKY AeicTBuA cepTudukara;

H)  npekpalieHue, NPMocTaHoBKa U BOCCTAHOBNEHUE AeiicTBUA cepTudukara,

)  nonyyeHue, hopmupoBaHmne u otnpasneHue CAC;
) pacnpefeneHue Kova NpoBepKn aNeKTpoHHOW nognucy YL,
) npefocTaBneHWe KroYeld MNpOBEpPKN 3INEKTPOHHOW MNOANUCU ANs CcepTUdUKaTOB KNoYeld nposepku

=]

T
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3MNEeKTPOHHOI noanucy;

C)  [OeWCTBUS, NPUHATLIE MPU KOMNPOMETaLMK KNkoYa 3M1eKTPOHHON Nognuc.

A.1.5 CobbiTusA, BaxHble NO OTHOLUEHUIO K 6€30NaCHOCTU U NoAnexalyme perucTpauuu B XXypHane ayguTa

Banucu XypHana ayauta AoSDKHbl cogepxaTtb MHopMauuto, Heobxogumyto Ans aHanusa. [o3ToMy B XypHane
HeoBXoaMMO perucTpupoBaTth criefyloline cobbiTUS, BaXHbIe MO OTHOLIEHWH K 6esonacHocTW unu kacatoliuecs
YYBCTBUTENBHOR MHGopMaLmu:

a)  YTeHWe unu 3anucb KoHdUAeHLManbHbIX daknos Unu JoKYMEHTOB;

6) AelcTBUA C KPUTUYECKM BaXHLIMU MO OTHOLLEHWIO K 6e30MacHOCTM faHHbIMY;

B)  U3MeHeHuA B npodune besonacHocTy,

r) UCMONbL30BaHWe MEXaHWU3MOB WAEHTUUKaLUW U ayTeHTUdDUKaLuM, Kak ycrewHoe, Tak W HeyaadHoe
(BKIHOYMasA MHOFOKpaTHbIe HeyAayHble MOMbITKN ayTeHTUUKaLmMm);

A)  BaXHble No OTHOLWEHUo K 6e30nacHOCTW HedpuHaHCOBLIE TpaH3akuuu (Hanpumep, U3MEHEHWA Yy4eTHoW
3anncu unu uMeHu/agpeca n T. n.),

e)  OTKa3 cucTeMmbl, c6om annapaTHbIX CPEACTB U APYrMe HeluTaTHbIe CUTyaLuuu;

X)  AeiicTBuA, nNpefnpuHUMaeMble nuLamu, UCNOMHAOLWWMU LOBEPEHHbIE POMU: ONEPATOPOB KOMMbLIOTEPOB,
CUCTEMHbIX aAMUHUCTPATOPOB U AOMMKHOCTHBIX NUL, obecneymBatoLLMX MHOPMaLMOHHYIO 6e30NacHOCTb CUCTEM;

3)  M3MEeHeHWe NPWHaANEXHOCTHU IOPULUYECKOro Unu dpuanmdeckoro nuua;

W) AOCTYN K>XypHany ayguTa,

K)  AelcTBMS, cBA3aHHbIe ¢ 06X040M NMPOLECCOB UNu Npouesyp wudpoBaHus/ayTeHTUdKaumu,

n)  poctyn K cucteme YL unm kakoMy-nmbo s ee KOMMNOHEHTOB.

A.1.6 CoobLeHuns u AaHHble, NoAnexalue BHECEHUIO B XXypHan ayauta

B xypHan ayauta AormkHbl ObITb BKNOYEHbI criefytoliue coobLyeHnsa u AaHHbIe:

a) Bce coobOLlleHus/aaHHble (B 3NIEeKTPOHHOM Buae), BXogsawme (ucxogsiwume) B (u3) YL (sknrodas CAC);

6) BCe cdhopmMpoBaHHble cepTUdUKaThl KITHoYei NPOBEPKN SMEKTPOHHOMN NOAMNUCH;

B)  MAEHTUdMKALWOHHBIE [aHHble WCNonb3yeMblX KpunTorpadpudeckux knoue W UX X3Ww (rge  3To
anMeHMMO)”;

r) NAEeHTUNKALMOHHbIE faHHbIe NUL, NOoMNyYatoWwmux YacTu Kroden.
A.2 Pe3epBHOe KonupoBaHUe XXypHarna ayauTta

HaHHble xypHana ayauTa YL n LIP fomkHbl nogBepratbCs pe3epBHOMY KOMUMPOBaHUIO Yepe3 COOTBETCTBYHOLLME
NPOMEXYTKN BPEMEHW, a Co3flaHHble KoMK crefyeT XpaHuTb BHE MeCcTa aKcnnyartaLum.

A.3 Vicnonb3oBaHue XypHana ayauTa

PyyHble ¥ aBTOMaTU3MpOBaHHbIe MpoLeaypbl AOSMKHBI ObiTb AOCTYMHBIMW ANS YNPOLYEHUS WCNONb3OBaHUS,
npocMoTpa W NOAAEPXKKM XypHana ayauTta. MNpoueaypbl AOIMKHLI ONpefensTb, Korgda O BLIABMAEHHLIX HapyLueHUU(sIX)
LLOMKHO BBITb AOMOXKEHO PYKOBOLCTBY.

K npumepam ycnosuii, TpebyloLmnx aHannaa n BO3MOXHbIX AeNCTBUIA, OTHOCATCA:

a) HeobblMHOe NoTpebreHne CUCTEMHbLIX PECYPCOB,

6) BHe3anHoe, HEOXUAaHHoe yBenuyeHne obbeMa Tpaduka n T. n.;

B)  AOCTYN B HeoBbl4HOE BpeMs U3 HEOBbIYHBIX MeCT.

DKoHTponbHbIe uncna, NofyYeHHbIE 13 KpUMTOrpaduuecknX KIkoueit ¢ MCMoNb30oBaHNEM (YHKLMM X3LLIMPOBaHHS,
BOIKHbI 6bITb BHECEHbI B XYPHaN ayAuTa B Ka4ecTBE CPEACTBa UAEHTUDUKALMU KITHOHel U NPOBEPKN UX KO PPEKTHOCTW.
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Mpunoxexnue b
(cnpaBouHoe)

AnbTepHaTUBHbIE MOAENU OOBEPUA
B5.1 O6was uHdpopmauus

Moagenu aoBepusi onpeaensioT, Kak goBepue fenermpyetca mexay YL [Ons nposepku cepTudpukata kniova
NMPOBEepKU 3MEeKTPOHHOW noAnucu nomnb3oBaTenb cepTUdUKaTa HaxoAWT [OBEpPeHHyo (HafeXHyl) Lenodky
cepTUdUKaToB, OT cepTUdMKaTa KIoYa NPOBEPKU INEKTPOHHON MOANWUCH, NPOBEPAEMOro Ha JeACTBUTENbHOCTb, A0
cepTudmkaTa Knkoda NpoBepku 3reKTPOHHOK noanucu YL, koTopoMy topupndeckoe unm gusmyeckoe nuuo AoBepsieT.
fOpupudeckoe unu dusmndeckoe nuuo opHoro YL MoxeT He BnajeTs (UMM He AOBEpATb) KIOYOM NPOBEPKU
3MeKkTpoHHoW nognucu YL, noanucaBllero cepTudUKaT KHa MPOBEPKA  INEKTPOHHOW MoANUCK  ApYroMy
FOPUANYECKOMY MU PU3NYHECKOMY MULLY.

PasnuuHble Mofenn foBepus onpefenarT MEXaHU3Mbl NOCTPOEHUA LENOYKN cepTudukaTos No uepapxum YL
3Tn mopenu JoBepusi MUMeLOT OBLLYH0 XapakTepWUCTWKY, 3aKkrtovaloLlylocs B TOM, YTO MNonb3oBaTento ceptudukaTa
HeobXoANMO A0BEPSATb KoYy MPOBEPKU SMEKTPOHHOW Mnofnucy Tonbko ofgHoro YL, 4tobbl nonyyaTb U NpoBepATb
cepTUUKaT KIoYa NPoBEpKN SNEKTPOHHOW NOAMUCH HOPULNYECKOrO UIMn nandeckoro nuua. [loBepeHHbIM KIoYoM, Kak
npasuno, sBNsSeTcs Krod ronosHoro YL (nepapxudeckas cuctema YL) wnu YU, Bbigaswero cepTudukaT Kriova
NPOBEPKN 3MNEKTPOHHON MOAMUCK HOPUANYECKOMY UMK PUsndeckoMy nuLy (cetesas cuctema YLI).

Wepapxudeckas cucteme YL nokaszaHa Ha pucyHke B.1. CeTeBaa cuctema YL| nokasaHa Ha pucyHke B.2.
CwMmelwaHHaa cuctema YL obeyxpaetcs B b.4 u nokasaHa Ha pucyHke B.3. MpeuMyllectBa M HepocTaTku Moaenu
goBepust Kaxgon cuctemel YL npuBeneHrsl B Tabnuue B.1.

— cepTudukat (HanpasnaemMbIn cepTUdULMPYEMOMY I0pPUANYECKOMY MNK HUSUYECKOMY NULLY)

O YAOCTOBEPSOLWMIA LIeHTp

KoHeuHbIii BNaAenew cepTudukaTa

PucyHok B.1 — Nepapxuyeckas cuctema YL
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— cepTuduKaT (HanpaenseMblil CepTUHULIMPYEMOM OPULUHECKOMY UM PUSUHECKOMY FULLY)

A& Kpocc-cepTudukayuns

Q YAOCTOBepSOLUIA LIeHTP

KOHeYHbIN Bagerney cepTudurkaTa

PucyHok B.2 — CeTeBas cuctema YL

cepTucdukaTt (HanpaBnAeMbIin cepTudULMpyeMomMy
hU3NUeCKOMY UMK opUgUYeCcKoMy NnLy)

4h Tpebyemasn nepapxumueckas Kpocc-cepTudnkayms
« - -p OCHOBHas Kpocc-cepTudmkalmsa

A —h CheluanbHas kpocc-cepTudukayms

Q yAOCTOBEPSAIOLLUIA LIEHTP

KoHeuHblih BNageney ceptudmkaTa

PucyHok B.3 — Cuctema YLl cmelwaHHoro Tuna

26



rOCT P 55811-2013

Tabnuya Bb.1-TpeumyLLecrsa n HegOCTaTKM MOAENM 4OBEPUS PasnnyHbIX cuctem YL

Cuctema YL

MpenmyLlecTBa

HepoctaTkn

Nepapxuyeckas

- OpraHusauuoHHass  CTpyKTypa  YMNpaBfeHWs  MHOrmx
opraHusaumii  Gomblueid YacTblo SABMAETCH  MepapXWU4ecKow.
OTHOLUEeHNsT [OBEpUs 4acTO BLICTPAUBAIOTCA B COOTBETCTBUU C
OpraHn3aLUMoHHON CTPYKTYPOW, MOSTOMY €CTECTBEHHBIM SBNSAETCA
cornacoBaHue LEenoykn cepTUUKaTOB ¢ OopraHuaalvoHHOW
CTPYKTYPOIA.

- CTpaTerns noucka LENOYKM cepTUdUKaToB SBMAAETCA
NPOCTON.

- HekoTopble cyllecTBytolMe CUCTEMBI CMPOEKTUPOBAHbLI
nepapxmyeckum obpasom.

-Y Kaxporo opuaMYeckoro Wnu  usndeckoro nuua
“MeeTcs Lienoyka cepTudukaToB, BeayLjas o6paTHO K FONOBHOMY
YLl YkasaHHoe topuaudeckoe unu uandeckoe nuuo MoxXeT
npefocTaBUTL CBOK LEMOYKy cepTudukaToB nobomy apyromy
topugnyeckoMy unu - gusmdeckomy nudy, a noboe apyroe
topuamnyeckoe Unu GuUndeckoe NULO MOXET NPOKOHTPONUPOBaTb
3Ty LEeno4Ky cepTUdUKaToB, MOCKONbKY BCe lopuandeckue wu
dmandeckme nuua 3HalOT KNOY NPOBEPKU 3EKTPOHHOW nognucu
ronosHoro YL}

- ManoBeposiTHO,  4TO
6yneT cyljecTBoBaTth
edVHCTBEHHbIN ronosHoi YL
Ans BceMupHoi PKI.

- Kommepueckune "
Aernosble AoBepuTenbHble
OTHOWeHNA He obasaTenbHo
ABNAIOTCA NepapXUECKUMM.

- KomnpomeTauua
rONOBHOMO Kntova
3NEeKTPOHHOW noanucu
ABnseTca YpesBblYaiiHbIM
npoucLLIecTBUEM, " ero
BOCCTaHOBMNEHWE Tpebyet
6e3onacHoro pacnpegeneHus
HOBOrO  KNKOYa  NPOBEPKU
3NeKTPOHHOW nognucn  Ans
KaXgoro  lopuanyeckoro U
dusnyeckoro nuya. OpHako
koMnpomeTauus Kntova
3NeKTpoHHON noanucn YL,
BblAaloLwero cepTudukaThl
Kntovewn npoBepku
3NEeKTPOHHOW noanucu,
AenaeT HeAeNCTBUTENbHBIMU
TONbKO cepTUdUKaTLI KNoven
npoBepKm 3NEKTPOHHOW
noanucu, BelaaHHble aTum YL

CeTteBas

-OHa sBnsieTca rubkoil, crnocobcTBYeT MpPOM3BOSbHEIM
CBA3AM W [0BepUTENbHLIM OTHOLWIEHUAM, a Takke oTpaxaeT
[BYCTOPOHHWE OTHOLWEHUs AoBepus BusHeca.

- Hekoe topuaunyeckoe unu gusnydeckoe nuuo kak MUHUMYM
fosepseT YL, Bblgaswemy emy cepTudukaT Ko4a NPOBEpKU
3MEeKTPOHHOI| nognucu B kakoi-nubo PKI, nostomy pauyuoHansHo
caenatb 3ToT YL| 0CHOBOIA BCcex OTHOLWEHWNIA OBEpUS.

- OpraHu3auuoHHo yaaneHHble YL, KoHeYHble BnaaenbLbl
cepTUcnKaToB, KOTOPBIX COTPYAHWYAOT C BbLICOKOW CTEneHbo
foBepus, MoryT OblTb HanpsMylO Kpocc-cepTUdMLUpoBaHLl B
COOTBETCTBUMA C TMOSNIMTMKOW BBLICOKOrO [OBEPURA, KOTOpas He
pacnpocTpaHsaeTcss Ha Apyrve WU pacnonoXeHHble Bblwe YL,
KoTopble Mornu 6bl 6biTb B 60nee ANUHHOW Uepapxudeckon
Lienoyke cepTudukaTos.

- OHa faenaeT BO3MOXHOW NpsMYI0 Kpocc-cepTudunkayuio
YL, topuagunyeckue wunu UIMYECKMe nuua KOTOpbIX 4acTo
obLjaloTcs, yMeHbluas Harpysky, cBsi3aHHylo ¢ o06pa6oTkont
LienoYku cepTucukaTos.

- BoccTaHoBneHne  nocne  KOMNpoMeTauuu  KnNoYa
3NEeKTPOHHOI nognucKu kakoro-nnbo YL TpebyeT Tonbko TOro,
4yToObl HOBBIA Krtod MpoBepkU  SNEKTPOHHOW noanucu (U
cepTudmMKaTel  KIOY4eld  MpoBepKU  BNEKTPOHHOW  nognucu,
MOAMUCaHHbIE € MOMOLLLI0 COOTBETCTBYIOLWEro HOBOrO KNtova
3MeKTpoHHON nognucu) Ge3onacHo pacnpefenanca aepxaTenam
cepTudmkaTtos atoro YL

- CtpaTteruu noucka
Llenoyku cepTudukaTtoB MoryT
ObITb 6onee cNOXHbIMK.

- Hekoe topuguyeckoe
wnn uanyeckoe nUUO He
MOXeT npefocTaBUTb
€IUHCTBEHHYIO Lienoyky
cepTudmKaToB, KoTopasi
SIBNSETCA rapaHTUpOBaHHOW,
yTobbl caenaTtb BO3MOXHbIM
noATBepXAeHUE ee nognucei
BCEMU apyrmmu
IopMANYECKUMU n
dpusmyeckummn nuuamu PKI

CMmewaHHas

- PeanuayeT wuepapxudeckylo ceTb JoBepus,
npepocTaBnsaeT  ANA  Kax[oro  nofib3osartens
cepTudmMKaToB, BeayLlel obpaTHO K rornoBHOMY YLI.

- [lenaeT BO3MOXHOW nNpsiMyl Kpocc-cepTudmkauuio YL,
noSib3oBaTENM KOTOPLIX 4acTo ob6LarTes, YyMeHbluasi Harpysky,
cBA3aHHyto ¢ 06paboTKON LienoYku cepTUdmrKaToB.

- OTpaxaeT ABYCTOPOHHUE OTHOLLEHUS AoBepus BusHeca.

- BulpaBHMBaHue LiernoYKu cepTUcuKaToB c
OpraHn3aLnOoHHON CTPYKTYPOW.

KoTopas
LEenoYKy

- Ctpateruu noucka
Lenoyku cepTuuKkaToB MoryT
6bITb HaMHoro Gonee
CIMOXHBIMM.

- Kpoce-cepTudhukaums
Mexay noAgYuHeHHbIMK YL
npeacTaBnseT pUck.
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B.2 Nepapxuueckasn cuctema YL|

B nepapxudeckoit cucteme YL| ypoBeHb goBepus Kk ntobomy feicTBUMTENBHOMY cepTudmKaTy Krtova NpoBepKu
SMNEeKTPOHHOW NoANUcH ABNSAETCA PakTUYeCckn YPOBHEM [OBEPUS K KoYy NPOBEPKWU 3MEKTPOHHOW NOAMUCH rONOBHOMO
YLl B aTol cucteMe YL| Kntod npoBepKku 3MeKTPOHHOW MOAMUCU FONOBHOMO YL| He cepTuduumpoBaH, NOCKOMBKY SBHO
OTCYTCTBYET lopuan4eckoe Wnu dusmyeckoe nuuo, 4Tobbl cepTUdUUMPOBATE €ro KoY MPOBEPKU 3MEeKTPOHHOM
noanucu. B wuepapxuyeckoih cucteme YL Kkrod NpoBepKku SNEKTPOHHOW nognucm ronosHoro YL pekomeHayetca
pacnpefensTb C MOMOLLbI CPefCTB AOMNOSHUTENBHOrO KaHana fOCTaBKW (Hanpumep, KypbepoM, 3acTpaxoBaHHbLIM
COOTBETCTBYIOLMM 06pasom). 3To TpebyeT ncnonb3oBaHUs nepapxudeckoi cuctemel YL| cosgannsa ceptudmkatos, npu
KOTOPOWA topuandeckoe Unu guandeckoe NULO He 06593aHO UMETb JOBEPEHHYIO KOMWIO KIkoda MPOBEPKU 3NEKTPOHHON
noanucu ceoero YLI.

B nepapxudyeckoit cucteme YL| ronoBHon YL| BblgaeT cepTUdUKaTLI KIoYeid NPOBEPKN SMeKTPOHHON MOAMNUCK
noagunMHeHHeiM YL Otu YL MoryT BblijaBaTb cepTUdUKaTHl KIHOHYEed MPOBEPKU 3SMEeKTPOHHOW noanucu YL,
pacronoXeHHbIM HWXEe UX B Wepapxuu, Unu topugudeckum W dusndeckum nuuam. Mepapxudeckas cuctema YL
nokasaHa Ha pucyHke b.1.

B nepapxudeckoit cucteme YL

a) KoY NPOBEPKW 3MEKTPOHHON Nognucu ronosHoro YL| 3BeCTeH KaxgoMy Hpuan4eckomy U pusndeckomy
nndy,

6) cepTudMKaT KNKoYa NPOBEPKW SMEKTPOHHON MOAMMUCH Kakoro-nubo ropugndeckoro unu usndeckoro nuua
MOXeT OblTb NpoBepeH Ha AeWCTBUTENbHOCTb C MOMOLLBIO NMPOBEPKU LIeNoYkM cepTudukaTos, Beaylleid obpaTHo K
rofioBHOMY YLl

Hanee npusefeH npuMep MPOBEPKU LIENOYKU cCepTUdUKATOB ANA nepapxudeckon cuctemsl YL

Mpumenp:

Anuca

- Ipoeepsiem cepmudbuKkam KIlo4a rpoeepKu 3/1IeKmpoHHol nodnucu boba, exidaHHbIl YL{4; 3amem

- cepmucbukam K1ro4a npoeepku annekmpoHHol nodnucu Y4, exidaHHbIl YL|2; a 3amem

- cepmucbukam Knroda npoeepku anekmpoHHoll nodnucu m Y2, ebidaHHbIl 2onoeHbiM Y1, koY
npoeepKu 3/1eKMpPOHHOU Modnucu Komopoao oHa 3Haem.

MpoBepka Lenovkn cepTUdUKaTOB OCYLLECTBMAETCA TONBLKO B HanpaBfieHUW OT roroBHoro YL k Bnagensuy
npoBepsieMoro ceptudukaTa W NPOBEPKM LIEMNOYKM cepTudukaTtoB B oBpaTHOM HampasfeHun (0T BRagenbLa
npoBepsieMoro cepTudukarta K ronosHomy YL|) He TpebyeTcs.

B.3 CeTteBas cuctema YL

B ceTeBoli cucteme YL| HesaBucumble YL| kpocc-cepTudnumpytoT Apyr Apyra (T. €. BblAaloT cepTudukatel Apyr
Lpyry), pesynbTaTom 3Toro siBnAeTcs oblas ceTb AOBEPUTENbHLIX OTHOLEHMWA Mexay YL Ha pucyHke B.2 nokasaHa
ceTeBas cuctema YL|. Hekoe opuaundeckoe nnu dusmnyeckoe nNuLo AOBEPSET KoYy NPOBEPKN 3NEKTPOHHON noanucy,
Kak npaBuro, Toro YL|, KoTopblii Bblgan emy cepTUdUKAT Klo4a NPOBEpPKU SMNEKTPOHHOW NOANUCU W NpoBepseT
cepTudUKaTLl APYrUX OPUANHMECKUX UNU  (DU3NYECKMX §UL MOCPEACTBOM MPOBEPKM CepTUdUKaToB B LEenodke
cepTuduKaToB, KoTopasi BeAeT o6paTHO K 3ToMy YLI.

TMpumep:

— Anuca 3Haem KiTioY npoeepku anekmpoHHol nodnucu Y3, u

— b06 3Haem K104 IPOEePKU 351IeKMpoHHoU nodnucu YL{4.

Cywiecmeyem HeCKOJILKO uernoyek cepmudpukamos, eedyujux om boba k Anuce, Ho Anuce HyXHa
Kpamualiwas, Ymobbi roomeepoumsb:

— cepmudbukam KTI04a NPOeePKU 3/1eKMPoHHoU nodnucu boba, ebidaHHbIl Y14, 3amem

— cepmudbukam iuTio4a NPoeepKu 3s1eKkmpoHHol nodnucu Y14, ebidanHbill YLI5 u, HakoHey

— cepmudbukam KTi0Ya NPoeepKu 351IeKmpoHHoU nodnucu Y15, enidaHHbil Y1|3.

Y143 sensiemcs YL Anuckl, oHa doeepsiem YL|3 u 3Haem e20 KJ1104 NPo8epKU 3JIeKMPOHHOU nodnucu.

B.4 CmewaHHan cuctema YL

CMelwaHHas cucteMa YL| BknoyaeT B cebs xapaKTepUCTUKKU KaK Mepapxu4eckoid, Tak U ceTeBol cuctemsl YL
OCHOBHOW KOHCTPYKTUBHLIA 6riok npeacTaBnsieT coboii nepapxuto, kotopas BktoyaeT rornoBHble YL, nogunHeHHble Y|
M KOHeYHbIx BnagensileB cepTtudukatoB. MonosHble YL cospgatoT cepTUdUKaTbl KIoveh NPOBEPKU INEKTPOHHON
noAnucKH MNoaduHeHHbIM YL U ocyulecTBRsOT Kpocc-cepTudukaumio ¢ gpyrumm ronoBHbiMu YL Kaxgomy YL, He
SBNAOWEMycs rofnioBHeiM YL|, cooTBeTcTByeT Lenovka cepTudukaToB, HanpaeneHHas K ronosHoMy YL Takum
obpasom, obpasyeTca uepapxudeckan Lenovka cepTUUKaToB, NPOXOASALLYI0 OT ronoBHoro YL| K cBOUM NOAYNHEHHBLIM
YU, v oT kaxgoro u3 aTux YL| k ux cooTBeTCTBYIOLUM NOAYUHEHHBIM YLI.

Mapbl kpocc-cepTUUKATOB KtoHel NpoBepKN 3NEKTPOHHOW NOANMCY NOAOGHBLI cepTUduKaTam Knodeih Nposepkn
3NEKTPOHHOW NoANUCK, nepapxudeckn coeaunsiiolmmM YL ¢ ronosHbiM YL OTu cpaBHMMbIE Mapkl KPOCC-CEPTUNKATOB
Kntovei NpoBepKN 3NEKTPOHHOW NOANUCH, NOKa3aHHbIe Ha pUCyHKe B.3 ABYCTOPOHHUMU CTpenkamu, no3sonsaoT 6usHec-
NPUNOXEHNAM OCYLLECTBASAIOWMUM NPOBEPKY LIEMOYKN CepTUPUKaTOB OT NPOBEPSEMOro «pofiUTENbLCKOro» (FONOBHOO)
YL, ucnonbsytowero napel Kpocc-cepTUdUKaTOB KITtoYei NPoBEPKU 3MEKTPOHHOI nognucu, BecTh paboTy ¢ niobbim YL,
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OTo penaeT BO3MOXHbLIM OCYLUECTBIIEHWE KpOCC-CepTUdUKALMKW C APYrUMM OBNacTAMU He TOMbKO Ha BEpXHEM
(ronosHoI YL|) ypoBHE, HO U cpeamn NOoJYMHEHHBbIX YL

B cmellaHHoi cucteMe YL| onpefensiwoT Tpu BUAA KpPOCC-CEpTUMUKATOB KIOUEed NPOBEPKW SNEKTPOHHOM
MOAMNMUCU: nepapxuyeckuid, obLLMIA 1 cneyuanbHbINA.

Nepapxuyeckne Kpocc-cepTUdUKaThl KITloYel NpPOBEpKW 3MEeKTPOHHOW MNOAMUCK MOAO0GHBLI  UepapXu4eckoin
Lienoyke cepTUdUKaToB, HanpaBrneHHON k ronosHomy YL|. OHu obecnednBatoT yBepPeHHOCTb B TOM, YTO MOMb3oBaTeNu
cepTUdMKaTOB, KOTOpblEe AOBEPAIOT CBOEMy fokanbHoMy YL| (B oTrnuuyue oT ronosHoro YLl), Bcerga MoryT Haltu
LienoYyky cepTudmKaToB K NioGoMy Jpyromy opuanydeckomy unu dusndeckomy nuuy B cucteme YL

Oblwune Kpocc-cepTUdMKaTbl KNkoYeid MpoBepKW 3SMNEeKTPOHHOW MOAMNWCU  [OMOMHAKT Mepapxulo  co3faHus
CePTUUKATOB KNKOYEH MNPOBEPKN 3MEKTPOHHOW NOAMUCU U AenatoT BO3IMOXHLIMU Oonee KOpoTKMe LEenoYKu
cepTudpmkaTtoB. lMpaBuna, kacarlolmecs NCNonb3oBaHWsa oBLWUX Kpocc-cepTUUKATOB KItoYeh NMPOBEPKU SMEKTPOHHON
noANuCK, MO3BONSAIOT PacnpoCTpaHUTb JOBEpPUE C TaKUM Xe OrpaHUYeHWeM, Kak W pacnpocTpaHeHwe [oBepus npu
UCNONb30BaHUN HaWMEHee OrpaHNYeHHON Lenovku cepTudmKaToB oT roroBHoro YL| nons3oBaTtens cepTudukata K
NpoBepSAEMOMY Ha [eACTBUTENbHOCTb CepTUdMKaTY Krtova NpoBEpPKU SMEKTPOHHOR NOAMMUCH.

CneumnanbHble Kpocc-CepTUMUKATLl  KIOYEd NPOBEPKW SMeKTPOHHOW nofgnuck obecneunBaroT  LienouKu
CepTUUKaTOB, KOTOPbIE MOMYT He COOTBETCTBOBATb OrPpaHUYEHWUAM, NPeAnucbiBaeMbliM MepapXu4eckn rno Lernodke u3
ronosHelx YL|. CneunanbHble Kpocc-cepTUdUKaThl KNoYeld MNPOBEPKU S1eKTPOHHOM nognucu MoryT ObiTb co3gaHbl
mexay «nuctoBeiMuy YL|. JluctoBeiMK sBRswTeA YL, KOTOpble UMET MepapXu4eckylo Lenouky cepTUdUKaTos,
HanpaBneHHyto K ronosHoMy YL, AnuMHa KOTOpoW orpaHudeHHa «0». 3To pAenaeT BO3MOXHbLIM JarnbHeiillee
pacnpocTpaHeHne p[oBepus K ApyrMM YLl no uepapxudeckol Lenodke cepTudukaToB. CneunanbHele Kpocc-
cepTUdUKaThl KnoYeh NpoBepKn SNEKTPOHHOW MOANWUCK afekBaTHbl Torda, Korda Kawabih M3 apyx YL| geicTtByeT B
COOTBETCTBUU C MOMUTUKAMMN NPUMEHEHWUS CepTUDUKATOB, feNnatoLLMMU BO3MOXHBIM Bonee BbICOKWA YypoBEHb JoBEPUS
U MeHbLLUE OrpaHUYeHuUs, YeM Te, KoTopble Bbinu Bkl No3BoneHsl B N106OM ApYyroM cnyyae.

Ha pucyHke B.3 Anuca nokasaHa B Mepapxuu, He siBnisitoleiica nepapxvein Boba B pamkax cuctembl YL Ecnu
Anvca noxenaeT noATBepAMTb noanuce Boba, oOHa MoxeT caenaTe cBOW Bbibop M3 Lenoro psja Lenodek
cepTUdMKaToB, YTOOBI YCTaHOBUTL JOBepue K cBoeMy HenocpeacTBeHHomy YL (YLI3) wnu k cBoemy ronoBHomy YL|
(YLI1). B npouecce noaTsepxaeHUss MOANUHHOCTU LIENOYKM CepTUdMKaTOB KIUEHTa AnUChl OTLICKMBAETCH, NO KpalHei
Mepe, ofjHa Lieno4ka cepTudukaToB, COOTBETCTBYOLASA NOMUTUKE NPUMEHEHUS CePTUMWUKATOB UMW APYTUM KPUTEPUSM,
KoTopkle TpebytoTcsa Anvce ANs NMPOBepKU cepTudukaTa Krtoda NpoBepku aneKkTpoHHoi nognucu Boba.
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Mpunoxexnue B
(cnpaBoyHoe)

PekomeHOaUMM NO NPUHATUIO AHHbIX 3aNpoca Ha cepTUUKaT KNoYa NPOBEPKU INEKTPOHHOMN
noanucu

B.1 O6wan uHdopmauua

OTO NpunoxeHue coaepXnUT pekoMeHaauMKU No NPUHATUIO AaHHBIX 3anpoca Ha cepTudukaT oT gusndeckoro unu
IOPUAUYECKOTO NULA B pasfUYHbIX cUTyauuax. PekoMeHzauuu HocsT obluil xapaktep U npegHasHaqeHbl, 4YToObl
nokasaTtb, YTO YpOBeHb YCUIUIA, HEOBX0AUMBIX ANSA MPUHATUS JaHHbIX 3anpoca, AoMmkeH GblTb NPONOpPUUOHaNeH pUCKY,
CBA3AHHOMY C MPUHATUEM HELEWUCTBUTENBLHOrO 3anpoca Ha co3fjaHue cepTUdUKaTa KNoYa NPOBEPKU INEKTPOHHON
noAnucK (Hanpumep, ecrnv NUUO, 3anpalunBatoiee cepTUdMKaT Krova NPOBEPKU SNEKTPOHHON NoANUCH, NPeACcTaBUNo
canbcudmumpoBaHHble JOKYMEHTHI, YAOCTOBepsAtowWMe nuyHocTb). daktuyeckne TpebosaHua GyayT onpepensATbca
nonuTukon 6esonacHoctu YL| n nonutukoi 6esonacHocT GU3HEC-NPUIOXKEHMIA.

Ota npouegsypa He npenatcTByeT YLl ucnonesoBaTb LIP Ans npoBepkn WUASHTUPUKALMOHHBLIX AaHHbIX
topuaudeckoro unu dusmyeckoro nuua, obpatusBwerocs B YL, Ha OCHOBE e€ro NUYHOrO NPUCYTCTBUS UK
NpeAcTaBrneHns UAEHTUMMUKALIMOHHBIX MONIHOMOYUNIA (JOBEPEHHOCTMN OT HETO).

TpeboBaHuUs, NpeAcCTaBneHHble B HACTOSLLEM MNPUINOXEHUM, SBMSIOTCA TONbKO OAHUM U3  (PaKTopoB,
onpejensiowmM, HackonbKko criegyeT AoBepATb cepTuduKaTaM Ktoueld NpoBepKU ANEKTPOHHON NOANUCH, BblAAHHLIM
YL Opyrue cbakropbl BKIIOYAIOT ONEpaLMOHHYyl0 MONWUTUKY, MPOLEAYpbl, a Takke Mepbl U CpeAcTBa KOHTpons u
ynpasneHus 6esonacHocTbio YL, NONUTUKY KOHEYHOro Brnagensua ceptudukata u npoueaypsl Ansa paboTel ¢ Kiovamm
3MeKTPOHHOU noAnucu U T. 4. OTBETCTBEHHOCTb, KoTopyto 6epyT Ha ceba YL, Bblgarowme cepTUdUKaThl KItouein
NpOBEPKU SNEKTPOHHOIA MOAMUCU, U KOHEUYHble Bnagenblbl cepTUUKaTOB, Takke UrpaeT onpefeneHHyio ponb B
cTeneHn gosepus. CepTUMKAT KNo4a NPOBEPKU SNEKTPOHHOW MOAMUCU MOXET cofepXaTb NOAUTUKU NPUMEHEHUsI
cepTUMKaToB; 3TO MO3BONSET NONb3oOBaTENo cepTudUKaTa PeLUnTb, HACKOMBKO MOXHO AO0BEpSATb CBA3LIBAHMIO
NAEHTUPUKALMOHHBIX AaHHbLIX IOPUAUYECKOro UnNn (hU3NYECKOro fnua ¢ ero KIoYoM NPOBEpKU 3NEKTPOHHOW MoAMMUCH.
Kak npaBumio, KOHKPETHbIE NONMUTUKN U MexaHW3Mbl 6€30MacHOCTU, KOTOpPLIE peanuayioT WX, ONPeAenATCA B JOKYMEHTE
C AeTanbHbIMU UHCTPYKLMAMU, KOTOPbIA 0BLIMHO MMeHyeTes Kak «PernaMeHT Bblgauun cepTudnKaToB Knovel NpoBepku
3MEeKTPOHHON NoAnucu».

B.2 MpuHATMe AaHHbIX 3anpoca Ha cepTUdUKaT KIkoYa NpoBepKu 3NeKTPOHHON NoANUcH oT pu3nyecKkoro
nuua

B.2.1 AnsA 6U3Hec-NPUNOKEHUIA C HU3KOW CTENEHbIO pUCKa
lMTpumep - PosHuyHble baHKOBCKUE KpeQuMmHbie KapmoYKku U mopaoekie mepMuHankbl.

[MpuHATME AaHHbIX 3anpoca Ha cepTudMKaT AOMKHO ObiTb OCHOBAHO Ha MAEHTUMKaLMKM usndeckoro nuua,
nojarLLlero 3asBKy Ha cepTUdUKAT KNkova MPOBEPKU 3MEKTPOHHOW moanucn. YTo KacaeTcs OU3HEC-MPUIIOXKEHWA ¢
HU3KOW CTeneHblo pucka, AaHHblE 3anpoca Ha cepTuduKkaT HeobasaTenbHO AOMKHBI ObiTb NpeAcTaBneHbl NMYHO.
CpepfcTBO 4R MaeHTUdUKaLMKU dU3N4eckoro nuua AoMKHO COOTBETCTBOBATL TpaAULMOHHBIM JeMoBbIM NpaKThkaMm.

B.2.2 [Inf 6Gu3Hec-NpUNOXeHU co cpegHel CTeneHbio pucka

MMpumep - Hedopozue/Hebosbwio2o o6Lema Ou3HEC-NPUIIOXEHUS 0 3JIeKMPOHHOMY OOMeHy
OaHHbLIMU UNU NepcoHallbHble cucmemsl 110 yrpaesieHUuo akmueamu.

MpuHATUE faHHbIX 3anpoca Ha cepTUdUKAT JOMKHO ObiTb OCHOBAHO Ha OAHOM WM HECKOMbKUX MeXaHW3MaXx
naeHTUdMKaLMKN huandeckoro nuua, nofjaroLlero 3asBKy Ha cepTUUKaT Kitoda NPOBEPKN 3MEeKTPOHHOR nognucu. 3Tu
METOAbI MOMYT 3HaYUTENMBHO OTNNYaTLCA B 3aBUCUMOCTU OT TOro, NpeAcTaBreHa N 3asBka MUYHO 1 NpeacTaBneHa nu
OT WMEHW JIMYHOCTU C MPUMEHEHUEeM TPaAMLMOHHbIX AENOBbIX MPaKTUK ANA WAeHTUdMKaLmn dusndeckoro nuua.
MexaHW3Mbl, KOTOpble MOryT BbITb UCNOMNBL30BaHEI, B COBOKYMHOCTU BKITHOYAIOT:

- ncnonb3oBaHWe U NogTeepXaeHne AeNCTBUTENLHOO NAeHTUMNKaTOpa U Napons nonb3oBaTens,

- npoLeaypsl NOBTOPHOrO BbI30BE;

- koAbl ayTeHTUdMKaLum cooblueHnii (MAC),

- 3MeKTPOHHbIE KapThl UMK XKETOHBI ¢ MUKPOCXEMaMU.

B.2.3 [InA 6u3Hec-NpUNOKeHNiA C BbICOKON CTENEHbIO pUCKa

Mpumep - YacmHas 6aHKoeckas cucmema.

MpWHATWe AaHHLIX 3anpoca Ha cepTUdUKAT AOMKHO OblTb OCHOBAHO Ha MNYHOM MPUCYTCTBUM hU3NYecKoro nuua
(UnIM YMONHOMOYEHHOrO ML), MOAAtoLEero 3asiBKy Ha cepTUdUKaT Kioda MPoBepkn SNMEKTPOHHOW Mognucy, w
MCMONb30BaHUM TPaAULMOHHBLIX JEnoBbIX NPakTUK AN UAeHTUdMKaLMKM drsndeckoro nula (unu, ecnn sto TpebyeTcs,
YNOITHOMOYEHHOTO YKasaHHOro (usnyeckoro nuua). 3T MOXeT BKITKOYaTh MPOBEpKy MWYHOCTU pU3UYecKoro nuua
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(A0BEpeHHOro pUAMYECKOro W U3MYECKoro nuua), HanpuMmep, WHCNEKTOPOM MO GaHKOBCKUM cyYeTaM Wnu
topuanYecKoin UpMON, yTBEPXKAEHHOW PUHAHCOBLIM YYpEXAEHUEM.

B.3 MpuHATMEe pAaHHBIX 3anpoca Ha cepTudMKaT KMoYa MPOBEPKM IMNEKTPOHHOW MOAMUCH  OT
topuanMYecKoro nuua

B.3.1 [ina oaHoypoBHEBOro ¢thuHaHCOBOIO yupexaeHus

lpumep ~ KnupuHnzoeble pacyemHble nanamsi (Hanpumep, CHIPS”, CHAPSZ)) u cucmembl
asmomMamu3upos8aHHbIX pacyemos yeHmpaibHbiX 6aHKos.

MpuHATMe AaHHbIX 3anpoca Ha cepTUUKaT [OMKHO OblTe OCHOBaAHO Ha NMUYHONR JOCTaBKe [LaHHbIX 3anpoca Ha
cepTudmKaT npecTaBuTeneM PUANYECKOro nuua, u Ha:

- COMPOBOANTENBbHOM MUCbEME Ha (UpMeHHOM 6naHke C MOAMUCLIO W MevaTbio (MpU HeoBXoZWMOCTM)
CTapllero JAO/MKHOCTHOrO IWLa HPUAUYECKOro Wnu Usn4eckoro nuua, YMNoNHOMOYEHHOro nojaTb 3asBKy Ha
cepTUdUKaT KntoHa NpoBEpPKU SNEKTPOHHOM NOAMMUCH;

- cpeficTBe uaeHTUUKaUMN npeacTaBUTenNs, AOCTaBUBLUEro AaHHble 3anpoca Ha cepTudukaT, koTopoe
COOTBETCTBYET TPAAULMOHHBLIM A€M0BbIM NPaKTUKaMm.

B.3.2 InA 6u3Hec-KNMEHTOB (PMHAHCOBOIO yUpeXAEHUA

MpuHATUE AaHHbIX 3anpoca Ha cepTUdUKAT AOMKHO ObITb OCHOBAHO Ha JNIMYHON JOCTaBKe JaHHbIX 3anpoca Ha
cepTUdUKaT ABYMS UMK HECKONBKUMU NPEACTaBUTENSMU IOPUANYECKOTO NULIA, U Ha:

- 3asBKe Ha CepTUUKAT Krioya NPoBepKU INEKTPOHHOW MoAMUCM Ha UPMEHHOM GnaHKe, 3aBepeHHON
NOANUCHLIO U NeYaTbio (Mpy HeobxoAUMOCTH);

- UCMOMb3oBaHWe TPaAWULMOHHBIX AEenoBbIX MNPakTUK AN uAaeHTUdMKauMu nognucu W nedaTtu (npu
Heo6x04MMOCTH) hM3nyYeckoro nuua;

- cpeacTBe MAeHTUUKaLMM npeacTaBuTens, AOCTaBMBLLENO AaHHble 3ampoca Ha cepTudukaT, KoTopoe
COOTBETCTBYET TPAAULMOHHBIM [€NI0BbIM NpakTUKaMm.

" CHIPS (The Clearing House Interbank Payments System) — uYacTHas SMeKTPOHHas cUCTEMa AEHEXHBbIX
nepeBoéqos B CLLA.
) CHAPS (The Clearing House Automated Payment System) — cucTema KIUPUHIOBBIX pac4éToB B
Benuko6putaHuu.
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MpunoxeHue I
(cnpaBo4Hoe)

MeToabl, npumeHsiembie YL| onsa BocCTaHOBNEHUA CBOEN AeATENLHOCTU NOCIe NOTePU UIu
KOMMNpoMeTaLMM Krnoyva anekTpoHHon nognucu YL

.1 O6was nHpopmauus

MoTepsa unM KomnpomeTauus Khkoda SneKTPoHHoW nognucn YLl paccMmatpusaeTcs Kak udpesBblyaiiHoe
NPOWCLLECTBUE, TaK KaK cepTUdUKaThl KIoHel NPOBEPKN ANEKTPOHHON NOAMUCH, MOANUCAHHBIE C NMOMOLLBIO 3TOrO KIoYa
SMEKTPOHHOWA MOAMUCH, BLI3LIBAIOT COMHEHWE B UX UCTUHHOCTW. Hapnexallee BoccTaHOBNeHWe aeaTtenbHocTu YL
nocne nogobHoro YpessbivaiiHoro npoucluecTens (6eacTBUS) BKNOYAET NpekpalleHue feicTBUA U nepeodopmneHune
BCEX CepTUMUKATOB KIHOYEN MPOBEPKA SMEKTPOHHOW NOAMUCH, KOTOopble Obinu nognucaHbl ¢ NOMOLLIO  KfkoYa
3MeKTPOHHOR nognucu YL

Ana nepeocbopMneHnss cepTUUKATOB KNIOYelW MNPOBEpKU 3NeKTPoHHOW nognucu YL moxeT ucnonb3oBaTb
METOAbI C MpUMEHEeHMeM AByX nap Kniove npoBepky SJ'IeKTpOHH1OI71 MOAMUCH, T. €. Napbl NepBUYHbIX Knroden (Knrod
NpoBEepPKU 3rEeKTPOHHOIR nognucy P, KoY aNeKTpoHHOW nognucu S') U napbl BTOpUYHLIX Kntoden (P, S°), Hanpumep:

- yBefoMneHne ¢ nomow.blo napbl BTOpUYHbIX Kntodeid YL (CAC, nognucaHHbIn ¢ NOMOLbIO BTOPUHYHOIO
Kritova);

- nepeodopMrneHne cepTuUKaToB ¢ NOMOLLbIO Napbl BTOPUYHLIX Krtoden YL,

- nepeoopMneHne cepTuUKaToB KIoHYeid NPOBEePKU IMEKTPOHHOW NOANUCK € MOMOLLBI0 Napbl HOBbIX
nepBuYHbIX Kntovern YL,

- yBeJOMITEHNE C MOMOLLbIO MHOXeCTBA MNOANUCAHHBIX CEpPTUCUKATOB KMOYed NPOBEPKU 3NEKTPOHHON
nognvcu.

YKazaHHble MeTo/lbl paccMaTpuBatoTca B [.2 - .5 ¢ ucnonb3oBaHneMm criegyiowien HoTauuu:

- P=>E,. nna AaHHOro cepTudukata Knoda nNpoBepkU 3NEKTPOHHOW noanucn YLIK<E>>, kniod npoBepku
SNeKTPOHHOW noanucn Ep npoBepsieTcss Ha AeACTBUTENBbHOCTb KMKOMOM NPOBEPKU SNEKTPOHHOW nognucn P,
anHa,qnemau.\‘MM YLl CnepoBatenbHo, Ana YLl<<E>> P paet E,,

P'=>E,: Kniou npoBepku anekTpoHHON nognucn E npoBepaeTea Ha AeNCTBUTENbHOCTL NEPBUYHBIM KNIOYOM
npoBepKu SJ'IeKTpOHHOI/I nognucu YL,

- P?=>Ep: Krioy NpoBepKkuM 3MeKTpOHHOW Noanucu E npoBepsieTcA Ha [1€HCTBUTENLHOCTH BTOPUUHBLIM
KI1K04OM MPOBEPKHM areKTpoHHoi nognucu YL,

- S'<<E>>: [lepBU4HbLIA cepTUdUKAT KoYa MpPOBEPKU 3NEKTPOHHOW noanucu E nognuceiBaeTcs ¢
“cnonb3oBaHNEM NEePBUYHOrO KItoya aMeKTPOHHOM nognuck YL

- S%<<E>>: BTopu4HbIA cepTudUKaT KIod4a MNPOBEPKA SMEKTPOHHOW nognucu E nognuckiBaeTcs ¢
MCMonbL30BaHWEM BTOPUYHOIO Krtoya areKTpoHHoi noanucu YL,

MpumMmeyaHune — HoTaumsa, ucnonblyeMas B HacCTOsILLEM CTaHAapTe, SIBMsSIeTCA BapMaHToM HoTauuu X.509 [3]
ANA  cepTUUKaTOB KIoYel NpoBepKU 3MEKTPOHHOW MOAMUCK, LENOYKU cepTUPUKaTOB U  B3aMMOCBA3AHHON
WHGOpMaLm.

.2 YBegomMneHue ¢ NoMoLLbio Napbl BTOPUYHbIX Kitouen YL

Korpa HoBLIN KOHeYHBI Bnagenel cepTudukatos (E) npeactaBnsaeT cBOW Koy npOBEpKA 3EeKTPOHHOIA noanncn
(Ep) YL, YL dpopmupyeT nepBuYHbIil cepTudmKaT Krntoda NpoBepKU SreKTPOHHOR nognucu YLl <<E>>, nognucaHHbIl ¢
NOMOLLbIO NEPBUYHOTO Kilto4a 3MeKTpoHHOW noanucy YL|, n BTOpuYHLIA cepTudukaT Kitoda NpoBepku 3reKTPOHHOIA
noanucu YLl <<E>> nognucaHHbIi C MOMOLLLIO BTOPUYHOIO Ktoda 3nekTpoHHow noanucu YL [do BoccTaHoBneHus
fesAtenbHocTn YL nocne 6epctBus nonb3oBaTenu cepTudukaTtoB KMMeloT oba cepTudukata Kioya NpoBEpPKU
3MEeKTPOHHOW NoAgnNucu u oba KoYa NPOBEPKU 3NEKTPOHHON noanuck YL, HO MCnonb3ayroT TOMbKO NepBUYHBLIA KoY YL
ANA NPoBEPKN NEPBUYHOMO cepTUdUKaTa KItoYa NpoBepKN 3NEKTPOHHOR nognucu.

o BoccTaHoBNeHus geatensHoctn YL nocne 6eacteus: YL|,1<<E>> p'= >Ep " YLl, <<E>>, P2

[Mocne BoccTaHoBReHUA geATensHocTH YL nocne 6eacteus: yLl <<E>> P'n yLl <<E>>, P =>E,.

B Tex cnydyasix, Korfa NepBUYHBLIA KIOY 3M1EKTPOHHOW MOAMNWCU yLl CKOMMpPOMETUPOBaH, BOCCTaHOBMEHUe
feAtenbHocTn YL nocne GepcTBus 3akniodaeTca B NpekpalieHun AedcTBUSA BCeX cepTUdUKaTOB KITOYEN MPOoBEpKU
3MNEKTPOHHOW MOANUCKH, MOAMUCAHHLIX C MOMOLLLIO MEPBUYHOrO KNtoYa 3MEKTPOHHOW noanucu, W B yBeAOMIEHWUU
KOHeYHbIX BraferbLeB cepTUdUKATOB O MEPEKTOYEHNN Ha BTOPWUYHBIA cepTudMKaT KIova MpoBEPKU 3MEeKTPOHHO
nognucu. lMocne BoccTaHoBNEHUA AeaTenbHocTn YL nocne 6efcTeus kaxgoe ropuanydeckoe unu usndeckoe nuuo,
obpalyatoleecs B YL|, nogTBepxgaeT LeACTBUTENIBHOCTE BTOPUYHBLIX CEPTUMMKATOB KIOHYE NPOBEPKU SMEKTPOHHOM
MoANUCK KOHEYHbIX BNagenbLes cepTUUKATOB, MCMNOMb3ysA BTOPUYHBINA KoY MPOBepKy 3NeKTpoHHON nognucu YL

[aHHbIN MeTo4 BOCCTAHOBMNEHUS AEATENLHOCTU YL MOXET ObiTb BEINOSIHEH TOMBKO e4UHOXAbI.

PasHoBMAHOCTL 3TOrO MeTofa UCMONb3yeTcs, Koraa cepTudukaTel KIOYeld NPOBEPKA SMEKTPOHHOW NOAMNUCH
pacrnpefenaTca Yepes LEeHTpanun3oBaHHyr cnyx6by. B aToM cnyyae YL yaanaeT Bce HeeWCTBUTENMbHbIE NePBUYHbIE
cepTUdmMKaThl KIoYeil MPOoBEpKU SMEeKTPOHHOW MOAMUCU U YBEAOMISET KOHEYHbIX BnajenbleB cepTUUKaToB ©
HeobXoAMMOCTU  UCMONb30BaHWS  CYLLECTBYIOLLMX BTOPWUYHBIX CEepTUGUKATOB, KOTOpble MO-TMPEXHEMY OCTaloTCH
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AeACTBUTENBbHBIMM.
I".3 NepeodopmMneHmne ¢ NOMOLLbIO Napbl BTOPUYHbLIX Kntouen YL

Korga HoBRIi kKOHeYHLIN Briagenel cepTudukata (E) npeactaBnaeT cBOW KoY NPOBEPKU 3MEKTPOHHON noanucu
(Ep) YU, YL| dbopmupyeT cepTudpukaT krova npoBepKU 3NEKTPOHHOW NOANUCK YLI'<<E>>, noanucaHHbIii ¢ NOMOLLLIO
NepBUYHOrO Krikova anekTpoHHol noanucu YL [o BoccTaHoBneHUs gestencHocTu YL nocne 6eactena nonbsosaTenu
CEepTUPUKATOB UMEIOT TOSIBKO MNepBUYHLIE CepTUMMUKATHl KNHYel NPOBEpPKU SMEKTPOHHOM noanucu n oba Kniova
NPOBEpKW 3MEKTPOHHOW nognucu YL, HO WCMonb3yloT TOMbKO NepBUYHBIA Ktod YL Ansa nposepku NepBUYHOrO
cepTuduUKaTa Krnova NpoBEPKU NEKTPOHHOW NOANUCH.

Lo BoccTaHoBneHus gestensHoctu YL nocne 6eactaus: YLl1<<E>>, P1=>Ep np?

Mocne BoccTaHoBneHus gesarensHoctu YL nocne 6eacteus: yl_l1<<E>>, P YLl2<<E>>, P2:>Ep.

B Tex crnyvasix, Korfja NepBUYHbIA KIOY 3MeKTpoHHOW nognucu YL| ckoMmnpomeTuposaH, BOCCTaHOBMNEHWE
AesATenbHocTM YL| nocne GeacTBUs 3akrniovaeTca B NpekpaleHun 4edcTBUS BCeX NEPBUYHBLIX CepTUMUKATOB Krtoven
NPOBEPKMA 3MEKTPOHHOW MOAMUCU M NepeodOPMIIEHUA BTOPUYHBIX CEPTUCUKATOB KIOYel NPOBEPKU 3MEKTPOHHON
nognucu. [llocrne BoccTaHOBNEHUs peatenbHocTn YL| nocne 6eAcTBUA Kaxabld NpoBepSOWMA  noATBepXAaeT
,qeﬁCTBI/ITej'IbHOCTb BTOPUYHbIX CepTI/I(bI/IKaTOB Krntodvein npoBepKu 3J'IeKTpOHHOl7I noaonMCU KOHeYHbIX BlagernbueB
cepTUdUKaTOB, UCNOSb3YyA BTOPUYHLIA KITtoY NPOBEPKU 3reKTpoHHOK nognuck YU.

[aHHbIil MeToz BOCCTaHOBMNEHUS AeATENBHOCTU YL MOXET ObITb BLINOMHEH TOSLKO €ANHOXADI.

Pa3HoBUAHOCTL 3TOrO MeTofa UCMONb3yeTcs ANs LEHTPanu3oBaHHbIX cnyx6 pacnpeaenexHus. B atom cnydae
YL| 3saMeHsieT Bce HeaeWCTBUTENbHEIE NEPBUYHLIE CepTUdMKaTLl Knlovel NPOBEPKU 3MEKTPOHHOW MOANUCU HOBLIMM
LelCTBUTENbHLIMU BTOPUYHBIMUA cepTUdUKaTaMU KIodeld NPOBEPKU 3NEKTPOHHOW NOAMNUCK U YBEAOMNAET KOHEYHbIX
BrafenbLeB cepTU(dUKATOB O HeOBXOAMMOCTU WUCMONL30BaTh HOBblE CepTUUKaTHI KIkoveld NpoBepKU 3NEKTPOHHOWM
nognucu.

I".4 NepeodopmMneHne ¢ NOMOLLLIO HOBOK Napbl NepBUYHbIX Kntoven YL

Korga HOBbI KOHeYHbIA Briagenel, ceptudukata (E) npeactaBnseT YL cBOM KoY MpoBEpPKU 3NEKTPOHHON
noanucu (Ep), YL dopmupyeT cepTudukaT Kkrtoya NpoBepKU IMEKTPOHHOW noanucu yl_l1<<E>>, noAnNUcaHHbIn ¢
MOMOLLbIO NEPBUYHOrO Krtoda SnekTpoHHoi noanucu YLI. o BoccTaHoBNeHWA aesaTenbHocT YL nocne 6epcteun
noJSib3oBaTENMN CepTUQUKATOB UMEKT TONBKO NepBUYHBIE cepTUdUKaTLI KItoHel NPOBEPKU 3NEKTPOHHOW nognucu u o6a
Krova NpoBepKU 3NeKTPOHHON nognucu YL, HO UCnomb3yloT ToNbKo NepBUYHbIA Kntodv YL AnA npoBepkn nepBUHHOrO
cepTudmKaTa KnoYa NPoBEpKU NEKTPOHHON MOAMUCH.

[o BoccTaHOBNEHUs feAaTenbHocTH YL nocrne 6eactaus: YLL1<<E>>, P1=>Ep np?

Bo BpeMsi BoccTaHOBMNEHUS AeaTenbHocTh YL nocne 6eacteus: YLl1<<E>>, P n YLP<<P®>> p?=>P°

Mocne BoccTaHoBNeHUs gesatenbHocTy YL nocne 6efcteus: YLl3<<E>>, P3=>Ep 7} YLI,2<<P3>>, P?=>p°.

B Tex cnydvasax, Korga nepBUYHbIA K4 3NeKTPoHHOW noanucu YL ckomMnpoMeTupoBaH, BOCCTaHOBNEHWe
JesAtenbHocTU YL, nocrne 6efcTBuS 3akntodaeTcs B npekpalleHun AeWCTBUA BCex CepTUUKaTOB KIToYeild MpoBepKu
SMEKTPOHHON noanucu, MNOAMUCaHHLIX C MOMOLULID MEPBUYHOrO KMkoYa 3MeKTpoHHoW noanucu. Bo Bpems
BOCCTaHOBMEHUsa pedAtenbHocTu YL| nocne 6eactsusa YL cosgaeT HOBYW Mapy MEPBUYHbIX KNOYen npoBepky
3MIEKTPOHHOW nognucu (P3, Ss) W BblfaeT HOBLIA cepTUUKAT Kioda MPOBEPKW 3MNeKTPOHHOW nognuck YL|"<<Pz>>
CBOEro HOBOMO MEPBUYHOrO KKoYa MPOBEPKN INEKTPOHHON NOANUCH (P3), nognucaHHbl ¢ MOMOLLIbIO BTOPUYHOIO Krtova
3MEeKTPOHHOW nognucu YL (82). Kaxpgoe topuaundeckoe unu cdusmdeckoe nuuo, obpalyatowleecs B YL, nogteepxgaet
OeACTBUTENBbHOCTb HOBOrO cepTudumKaTa Krova npoBepku 3MeKTPoHHOW nognucu YL, Mcrnonb3ysa BTOPUYHBIA KITHOY
NpoBepKkn anekTpoHHoW noanucu YL BoccTaHoBneHue peatensHocTu YL, nocrne 6eacTBust 3aBepluaeTcss NOBTOPHOM
Bbljayen cepTUUKATOB KItoHeid MPOBEPKU 3NeKTPOHHON nognuck YL, nognucaHHbIX ¢ MOMOLLbI HOBOMO MEPBUYHOIO
Kntoda anekTpoHHoit nognucy YL Mocne BoccTaHoBReHUA AesATenbHOCTM YL nocne 6efCTBUA Kaxablh KOHeEYHbIN
Bnageney cepTudUKaToB NogTBEPXAaeT OENCTBUTENLHOCTb HOBbLIX CEPTUUKATOB KIHOYEn NPOBEPKU 3SrEeKTPOHHOM
NOANUCK KOHEYHbIX BriagenbLleB cepTUUKaTOoB, UCMOMb3YS HOBLIA MEePBUYHLIA KM NPOBEPKU 3MEKTPOHHOR nognucu
YL

[aHHEBIl MeTo BOCCTAHOBNEHUA AeATenbHOCTU YL ABNAeTCA NOBTOPAEMBIM.

Pa3sHoBMAHOCTbL 3TOrO MeTofa UCMONb3yeTcs, Korga cepTUduKaThl KItoYeld NMpOBEPKU SMEKTPOHHOW MOAMUCH
pacnpefensTca He Yepes LeHTpanusoBaHHyto crnyxBy. B atom cnydae YL| no6aBnaer cBoil COOGCTBEHHbIN HOBBIA
cepTudmMKaT KIoYa MNPOBEPKA 3MEKTPOHHOW MNoAMNUCH, 3aMeHAEeT BCe HefelCTBUTENbHble CepTUgUKaThl KIoYei
NPOBEPKN 3MEKTPOHHON MOANUCK KOHEYHbIX BradenbLeB cepTUPUKATOB HOBLIMU AeACTBUTENBHLIMU cepTUdUKaTamu
KMtoYeil NpoBepKW SMeKTPOHHOW MOAMUCU W yBeAOMIISeT KOHEYHbIX BrafjenbLleB cepTUdUKaToB O HeoBXxoauMocTy
NpoBepuUTb HOBLIA cepTUUKaT Kda NPOBEpPKU SNEeKTpoHHOW nodnucn YL, M HayvaTb Wcnornb3oBaTe HOBbIE
cepTuduKaTel KNtoYeh NPpoBEpKN 3MEKTPOHHOR NOAMUCH KOHEYHLIX BNagenbLes cepTudnKaToB.

.5 MepeocpopmneHune c NoMoLLbIO ouepeaHol napbi knoven YL

Koraa HoBHIN KOHeuHbI Bragenel cepTudukaTta (E) npepctaenaeT YL| cBOW Ktod NPOBEPKU 3MEKTPOHHOM
nognucu (Ep), YL cbopMupyeT cepTUdmnKaT Kitoda NPOBEPKN AMNEKTPOHHON NOANUCU KOHEYHOrO BragenbLa cepTudukaTa
YL '<<E>>, nofnucaHHbli ¢ NOMOLLBbIO MEePBUYHOrO KtoYa anekTpoHHol noanucu YL YL He pacnpepenseT cBoi
BTOPUYHBIN KMHOY MPOBEPKN SMEKTPOHHOW MOAMUCKU, HO €ro Xoll COAepXWTCA B CaMOMOANUCaHHOM cepTuduKaTe ero
MepBUYHOro Krova NpoBEepKN 3MNEKTPOHHON Noanucu, T. e. YL|'<<P', xaw(P%)>>. [lo BOCCTaHOBMEHUs AesTensHoCTH YL
nocne 6eAcTBMS nonb3oBaTenn CcepTUUKATOB WMEKT TOMbKO MEepBUYHbIE CepTUdUKaTLl  KItodeid MpoBepKu
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3MEKTPOHHON MOAANNCHU KOHEYHBIX BriajienbLieB cepTudnKaTos U NepBUYHLIA cepTUdUKaT KItoYa MPOBEPKY BMeKTPOHHOI
noagnucu YL, M wucnonb3syloT NepBUYHLIA KNlod YL AnA NpoBepKW NepBUYHOTO cepTudnkarta Kroya NpoBepKu
3MeKTPOHHOIA NOANUCHU KOHEYHOTO Briagenbla cepTudukara.

[o BoccTaHoBneHus gesatenbHocTn YL nocne 6eacteus: yU'<<E>>, P'=>E, u YL'<<P', xaww(P?)>>.

Bo BpeMs BoccTaHOBNEHUs lesTenbHocTh YL nocne 6eacteus: YL'<<E>> P' n (P', xaw(P?)) =>P2

Mocne BoccTaHoBNeHus AeatenbHocTh YL nocne 6eactens: YLP<<E>>, P’=>E, u YLI’<<P?, xawWw(P?)>>.

B Tex cnyvasx, korAa MNepBUYHbIA KM 3MNEeKTPOHHOW noanucu YL| cKOMNpOMEeTUpOBaH, BOCCTAHOBMEHWE
hestenbHocTn YL nocne 6eAcTBUS CHavana 3aknioYaeTcs B NpeKpalleHnn AeicTBUS BCeX NepBUYHBLIX cepTUdUKaTOB
KNtovell MpoBEpKU 3NEKTPOHHOW NOANUCH, a Takke B pacrpefeneHun BTOPUYHOIO KNioya NPOBEPKU 3SeKTPOHHOM
noamc YLL BTOpWuHBIA KoM NpOBEpKM 3neKTpoHHOW nognucu YL| pacnpegensetrca B caMONOANUCAHHOM
cepTudukate Knova NPoBEPKU SNEKTPOHHOW noanucu YLl2<<P2, xau (P3)>>, KOTOpLIW Taloke COAEPXUT X3l CBOEro
cnefyloLero Knva npoBepkU 3MEeKTPOHHOW MNOANUCK — TPETUYHBLIA KoY MPOBEPKU 3MeKTpoHHOW nognucn YL
tOpuaunyeckoe unu cusmndeckoe nuyo, obpawatowieeca B YL, noagTeepxaaeT AelCTBUTENBHOCTL HOBOTO cepTudUKaTa
Kntova NpoBEpPKU 3MEKTPOHHON NOAMUCHK YAOCTOBEPAIOLWEro LieHTpa NyTeM NpoBEpKU caMonognucaHHoro cepTudukara
W NyTem NpoBepKM TOMO, YTO X3l KMKYa MPOBEpKM SMEKTPOHHOW Mopnuci P> feidCTBUTENBbHO WAEHTUYEH Xallly,
coAepxallemycs B nepsu4HOM cepTudmMKaTe Kro4Ya MNPOBEPKW 3MEeKTPOHHOW MOANUCU YAOCTOBEPSIIOLLEro LieHTpa
YU <<pP' xem(P2)>>.

BoccTaHoBneHne pestensHocT YL nocne 6eAcTBMA 3aBepluaeTcs MOBTOPHOW Bblaadeit YL| BTOPUYHBIX
CepTUCMKATOB  KITOYel NpoBepKW SMEeKTPOHHOW MOAMUCKM  KOHeYHbIX BragenbleB cepTudukatos. [Mocne
BOCCTaHOBMeHUs AeaTenbHocTM YL nocne GeAcTBMA KawAbl KOHEeYHbIA Bnagenel cepTudukaTa nopTeepxaaer
[efiCTBUTENbHOCTb HOBLIX CEPTUMUKATOB KItodel NPoBEpKM SI1EKTPOHHON MOAMUCH, UCMOMb3YS HOBLIA KoY NPOBEpKU
3reKTpoHHo nognucu YL,

[HaHHbIi MeToA BOCCTaHOBNEHUS AesTeNbHOCTU YL ABNSeTcs NoBTOPSEMbIM, M cepTUDUKaTLI KITtouei NpoBepKu
3MEeKTPOHHOW NOAMUCK KOHEYHBIX BrnagenbLeB cepTuduUKaToB, chopMUpOBaHHLIE C NMOMOLLbo «ByayLnx» koveil YL,
MO 6bl ObITb, MPU HEOOXOAMMOCTW, pacrnpepeneHsl, npexae 4Yem Oyaywumin ko YL cTaHeT «AencTBYHOLUMY
krtovom YL,
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Mpunoxenue [
(cnpaBouHoe)

PacnpeneneHue ceptudunkaroB KI04Ye NPOBEPKU INEeKTPOHHOU nognucu u CAC
0.1 O6wana uigopmauna

B 9TOM npunoxeHun oOCYKAAIOTCA MexXaHW3Mbl pacnpeleneHusl cepTuUKaToB KMioueid NpoBepku
SNEKTPOHHOW NOANUCK IOPUANYECKUM UM DUIMYECKUM fULIAM, KOTOPbIE HE SABNAIOTCA BRagenbuem
ceptucpukata, U MexaHusmbl pacnpegenenHus CAC. PacnpepeneHne CAC MOXET OCYLUECTBNATLCA C
MOMOLLIbIO 3MEKTPOHHbLIX CPEACTB UNM HocuTenew uHdopmauum, Hanpumep, CD-ROM wunu nevartHbix
NUCTOB.

.2 PacnpoctpaHeHune ceptumkaToB KIOYei NPOBEPKU INIeKTPOHHOU noannucu

Ecnu opuanyeckoe unu uanyeckoe nuuo MMEET HECKONbKO CepTUMKATOB KIIOYEN NPOBEPKU
9NEeKTPOHHON NOAMUCU, TO B CTPYKTYpe moanucu (Mnu B NOANMUCLIBAEMbIX JAHHBIX) dKEnaTenbHO yKkasaTb,
Kakow cepTudMKaT Kniova NPOBEPKM IMNEKTPOHHOW MOAMUCU AOIMKEH ObiTb MCMONb30BaH AN NPOBEPKU
noanucu. o noanMCaHHOMY COOBLLIEHNIO MOTYT ObITb ONpeAeneHbl PerncTpaLuoHHbIii HOMep cepTudumkaTa
Krnoya NpoBEPKM SNEKTPOHHOI noanucu u BbiaasLumin ero YL|. B cnyyae ¢ ceptudmMkaTtom Knoya npoBEPKK
3MEKTPOHHOW NoanucK, NOANUCAHHbIM YL ¢ HECKONMbLKUMU cepTudbMKaTamu Kriodei NpoBepKU arNeKTPOHHOM
noanucK, Nomnb3oBaTens CEPTUMUKATOB UCMONBL3YeT CepTUMUKAT KMoya NPOBEPKU ANEKTPOHHON MOANUCH,
none subjectUniqueldentifier kotoporo coBnagaet ¢ nonem issuerUniqueldentifier ceprucukara knioua
NPOBEPKM 3NEKTPOHHO NOANUCHK, NOANEXALLEro NpoBepKe.

Ona TpaH3akuui, KOTOpbie HeoOXO0AMMO NOANUCLIBATb, CYLLECTBYET psii anbTEPHATUB MO
pacnpocTpaHeHuto cepTudukaTa kmoya nPoBEPKU INEKTPOHHON NOAMMUCH, HaNpUMep:

- nepegada ceprtudukarta Knova npoBepku 3NEeKTPOHHOW noanucu (MNnu LIEMOYKM cepTUdUKATOB)
MUMEIOLLEro OTHOLLEHUE K TPaH3aKUmMu;

- nepegaya ykasatensa Ha cepTuduKaT Kroya NpoBEPKM INEKTPOHHOW noanucu, HeoGxoaumoro
NS NPOBEPKU NOANUCYU, UMEIOLLEr0 OTHOLLEHME K TPaH3aKLuuu, Hanpumep:

- MM$ MOANUCaBLLEro (M, BOSMOXHO, YHUKANbHLIA MAEHTUUKATOP NOANUCABLUETO); UMK

- perncTpaumoHHbln HoMep ceptudukara u YL, BbiaaBLumi ero.

CepTtudukaThl Knova NPOBEPKU IMNEKTPOHHOW NOANWUCU, HE NEPEaHHbIe NPU TPaH3aKLuuu, MOryT GbiTb
MoNy4YeHbl U3 CrpaBoYHUKA CEPTUCUKATOB COOTBETCTBYIOLLErO YL unm ¢ aHanornvHoro cepeepa.

.3 PacnpocTtpaHeHue CAC

CAC moryT ObITb MPEaoCTaBNeHbl Bnagernslam U nonb3oBartensm cepTudukaToB. K MexaHusmam
pacnpocTpaHeHns OTHOCATCA cneayoLwme:

- coobLueHne oT kpunTorpadm4eckon cnyxobl, cogepxatlee CAC;

- BKIIOYEHME B 3arofioBOK COOGLUEHMs, Kak B Crny4ae C cepTucukatamu Knoyei MpoBEpPKM
3MEKTPOHHOI NoANUCH;

- 3anpoc puanveckum unu dpusndeckum nuuom CAC YL unu eauHmyHon 3anucu. B atom cnyyae
oTBET noanuceiBaetca YL, o6enyxumBaowpmm gaHHein CAC, Ans npeA0TBPaLLEHUA 0TKa3a B 0BCNyXUBAHUN
nyTemMm MMUTaLMM HEeAeNCTBUTENLHOCTU cepTudpukaTta Knova NPOBEPKU SNEKTPOHHONW noanucu. 3anpocel
OyayT HanNpaBnATbLCS K CNPABOYHUKY CEPTUCDMKATOB COOTBETCTBYMOLEro YL| unu aHamnornyHomy XOopoLuo
N3BECTHOMY CEepBepy;

- nepeaaya egmHudHon sanucu CAC (nognucanHow YLI). 31oT MexaHusm Byaet ucnonb3oBaThCs
ans obecrneveHns yBeaoMIEHMS O NPEKpaLLeHUn eiCTBUS «B peanbHOM BPEMEHU», Toraa kak Becb CAC
OyaoeT OTnpaBneH Ha NNaHOBOM OCHOBE B COOTBETCTBMUM CO BPEMEHEM CREAYHOLIEr0o OBGHOBMEHMS.
BoamoxxHa oTnpaBka HoBOro (BHennaHosoro) CAC nNOMHOCTbIO, KOrga AencTBue ceptuchukarta knioda
NpPOBEpPKN 3MEKTPOHHON NOANUCH NPEKPaLLEHO.

Kog npuuvHbl MOXET ObiTb MCMNONbL30BaH AN ONpejefieHuss TOro, PacnpoCTpaHaTb WU He
pacnpocTpaHATb yBeJoMIeHne 0 npekpawleHun gencrens ceptudukarta o nextUpdate (cm. 5.3.8). Kpome
TOro, Heckosnibko CAC ¢ pa3nuYHO YacToTol OGHOBNEHMA MOTYT NOAAEPKUBATLCA HA OCHOBE reasonCode.
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