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MpeancnoBue

Lenu 1 npuHumnel ctangaptusauumn B Poccuiickon ®enepaunm yctaHoBneHbl ®efepanbHbiM 3aKOHOM
oT 27 pekabpn 2002 r. Ne 184-93 «O TexHU4EeCKOM perynupoBaHn1», a Npasuna npuMeHeHNs HaunoHanbHbIX
ctaHaapToB Poccuiickon Pepepaumm — FOCT P 1.0—2004 «Ctanpaptusauua B Poccuiickon Pegepaumn.
OCHOBHbIE NOMOXEHUAY

CBepeHuA o cTaHpapTe

1 NOArOTOBNEH depepanbHbIM rocyfapCTBEHHbIM yupexaeHueM «lfocyaapCTBEHHBIA Hay4YHO-UC-
cneaoBaTenbCkUiA UCMbITaTEeNbHbIN UHCTUTYT Npobrem TexHU4eckon 3awmTel UHopmauun deaepansHoi
Cry>X6bl N0 TEXHUYECKOMY W 3KCNOPTHOMY KoHTposnio» (PIY « THUUU MT3U ®CTIK Poccumny), ObwectsoM ¢
orpaHuveHHol oTBeTcTBeHHOCTbIO «LleHTp 6esonacHocTu» (OO0 «L|BU») Ha ocHoBe cobCTBEHHOrO ayTeH-
TUYHOrO NepeBoAa Ha PYCCKUIA A3bIK CTaHAapTa, yKasaHHOro B NyHKTe 4

2 BHECEH TexHu4eckum kommuTeToM no ctaHgaptusaumm TK-362 «3awmta uHdpopmaummny

3 YTBEPX[AEH W BBEJEH B [JENCTBWE Mpukaszom deaeparnsHOro areHTCTaa No TeXHUYECKoMy
perynnpoBaHuto n Mmetponorum ot 1 aekabpsa 2011 r. Ne 691-ct

4 HacToswui ctanaapT MaeHTUYeH mexayHapogHomy aokymeHTy ISO/IEC TR 15443-3:2007 «UHbop-
MaLMoHHas TexHonorns. Metoabl n cpeactea obecneveHus 6esonacHocTn. OcHOBLI AoBepust k Ge3onacHOCTU
WUT. YacTtb 3. Ananns meTogdos aosepusi» (ISO/IEC TR 15443-3:2007 («Information technology — Security
techniques — A framework for IT security assurance — Part 3: Analysis of assurance methods»)

5 BBEAEH BMEPBLIE

UHpopmayust 06 U3MEeHeHUSIX K HacmosieMy cmaHOapmy rybnuxkyemcs 8 exxe200Ho0 uzdagaeMoM UH-
gopmayuoHHOM yKkasamerne «HaluuoHarneHble cmaHOapmel», @ MeKcm U3MeHeHUU U rornpagok — e exeme-
CSIYHO U30asaeMbixX UHDOPMaUUOHHBIX yKasamensx «HayuoHansHele cmaHdapmei». B criyvyae nepecmompa
(3ameHbi) unmu ommeHsl Hacmosiweao cmaHdapma coomseemcemeyrowjee yeedomieHue bydem orybnukosaHo
8 eXxeMecsiyHO u3dasaeMOM UHhOpMaUUOHHOM ykazamerne «HauyuoHanbHble cmaH@apmbly. Coomeememay-
roujasi uHghopmauyusi, yeedoMeHuUe U meKkemsl pasMmeLjaromesi makxe 8 UH¢hopmMayuoHHoU cucmeme obuezo
rnonb3oe8aHusi — Ha oguyuanbHoM calime ®edeparnbHo20 azeHmcemea o MEeXHUYECKOMY pe2ynuposaHuo U
Memposoauu e cemu VIHmepHem

© CraHgapTtuHdgopm, 2013

HacTosumin ctaHaapT He MOXeT GbiTb NOMTHOCTLIO MW YacTUYHO BOCMPOM3BEAEH, TUPaXUPOBaH 1 pac-
NpocTpaHeH B kKadecTBe ohmumManbHOro usaaHus 6es paspelueHust degeparnsHOro areHTCTa no TeXHUYecKo-
MY PerynuposaHuio 1 MeTposniorum
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BBeaeHune

HasHauyeHnnem MCO/M3K TO 15443 saBnsieTca npeacTaBneHne pasnnyHbiX MeToaoB obecrnevyeHns ao-
Bepus 1 cogenctame cneumanuctam B obnactu UT B Beibope cooTBeTCTBYOWEro MeToga obecnevenHuns aoBe-
pua (UM KOMBUHaLMW MeTOAOB) C Lefbio MOSyvYeHUs YBEPEHHOCTM B TOM, YTO OLeHMBaEMblil 06bekT
YAOBNETBOPSAET YCTaHOBMEHHBLIM ANs Hero TpeboBaHuaM agosepus k 6esonacHocTn UT. B UCO/MIK TO 15443
n3y4aroTcs nogxoabl U MeToabl obecrnedeHUs JoBepus, NPeaIOKEHHbIE OpraHM3aLMsaMiA Pas3iMYHOro Tuna,
He3aBMCUMO OT TOro, SABMAIOTCH MM 3TU MeToAbl U NoAX0Abl YacTbio YTBEPKAEHHBLIX UM HeouLMansHbIX
CTaHaapToB.

MCO/M3K TO 15443 paccmaTtpuBaeT:

- CTPYKTYPHYIO MOZerb B3aMMOCBSI3N CYLLIECTBYOLNX METOA0B obecrneveHnst 4oBepus;

- COBOKYMHOCTb MeToA0B obecrneveHnss A0BEpUs, UX ONUCaHUE U CChINIKA Ha HUX;

- NpeAcTasneHne obLWMX U YHUKarbHbIX CBOMCTB, NPUCYLUMX MeTodaM obecneyeHns JOBepust;

- Ka4eCTBEHHOE 1 Mo BO3MOXHOCTN KONMUYECTBEHHOE CpaBHEHME CYLLECTBYHOLLMX MeTOA0B obecrneveHust
Josepus;

- ngeHTUuKaLmo CUCTEM OLEHKN AOBEPUS, CBA3AHHBIX ¢ MeTodamMu obecrneyeHnst JOBEPUS;

- OnuUcaHve B3aMMOCBSI3e Mexay pasnuyuHsiM1 MeTogamm obecrnedeHns nosepus;

- PYKOBOACTBO MO CO34aHWo, MPUMEHEHNo U naeHTUdUKaLMmn MeToqoB obecrneueHns 4oBepus.

NUCO/M3BK TO 15443 cocTouT 13 Tpex YacTei:

-yvacTtb 1. O630p 1 oCcHOBBI; NpeacTasnseT coboi 0630p hyHAaMeHTanbHbIX KoHUEeNUMiA 1 obliee onu-
caHne MeTodoB obecneyeHus goBepus. [aHHbIA maTtepuan crnocoGeTByeT MOHMMaHUKO vacted 2 u 3
NCO/MBK TO 15443. YacTb 1 npegHasHadeHa 4ns pykoBoauTenei B 06nactn 6e3onacHoCTU, OTBETCTBEHHbIX
3a paspaboTky nporpaMmmbl obecrnedeHns AoBepus k 6esonacHoCcTH, onpeeneHne cteneHn aoBepus kK 6e3o-
MacHOCTU CBOMX OOBEKTOB, OCYLLECTBIEHNEe MPOBEPKA OLEHKU cTeneHn aosepus [Hanpumep, MCO 9000,
SSE-CMM (MCO/M3K 21827), UCO/M3K 15408-3] nnu gpyrux BUAOB AeATENbLHOCTM Mo obecneveHuto aose-
pus;

-v4acTtb 2. MeToabl A0BepUs; NPUBOANTCSA ONUCaHNE pasNNYHBIX MeTo10B obecneveHns AoBepUs U Noa-
XO[0B UX CBA3MN CO CTPYKTYPHOI Moaenbto obecnedeHus aosepust k 6esonacHocT nsvactu 1. AKLEHT genaet-
€A Ha MAEHTUMDMKALMIO KaYeCTBEHHbIX XapaKTepucTuk MeToaoB obecneyeHua gosepus. [aHHbIn OKYMEHT
cnocobCTBYeT NOHUMaHMUIo cneupanycTom B obnactu 6esonacHocT UT npoueaypbl NofyYeHUa AoBepus Ha
pasnuyHbIX 3Tanax XXU3HEeHHOTO LuKia obbekTa;

-yacTb 3. AHanus MeTodoB AOBepUsi; MpUBoOAUTCA aHanu3 obecneveHns oBepusa OTHOCUTENbHO MX
pasnuM4YHbIX XapaKTepucTuK. AHanu3 crnocobCcTByeT NPUHSATUIO opraHoM obecneveHns AOBEpUsA pelleHns no
OTHOCUTENbHOM 3HAYMMOCTU KaxKaoro noaxoaa k obecneueHunio JoBepua U BeIBopy noaxoaa(os), KOTopbii(e)
obecneuunt(aT) pesynbTaThl, Hanbonee CoOTBETCTBYIOLME TPEOOBAHUAM 3TOrO opraHa. AHanu3 Takke cro-
cobcTByeT opraHy obecrnedeHUst 4OBEpUsi B UCTIONb30OBaHUA pe3ynbTaToB AOBEPUA ANA nNonyveHusa Tpebye-
MOl yBepeHHOCTU B 06bekTe. [laHHbIA AOKYMEHT NpeAHasHaveH Ans cneunanuctoB B o6nactu 6esonacHocTy
WUT, koTopble OOIPKHBI OCYLLIECTBUTL BbIGOp MeToA0B obecneyeHnst [OBepUst U NOAXoA0B K HUM.

B NCO/M3K TO 15443 aHanuaupyloTcs MeToabl obecrneyeHnst AOBepUs, KOTOpble MOryT nNpeaHasHa-
yaTbCcs He Tonbko ans 6esonacHocTu UT; ogHako pykoBoAcTBO, npuBeaeHHoe B UCO/MOIK TO 15443, orpaHu-
uneaeTca TpeboBaHuaMuK K 6esonacHocTn UT. B UCO/M3IK TO 15443 BkntoveHbl 4ONONHUTENbHbIE TEPMUHBI
W NOHATUA, pernameHTUPoOBaHHbIE B APYIUX MHULMaTUBaxX MexxayHapoaHon ctanaaptusauun (CASCO) n mex-
AyHapoaHbix pykoBofacTBax (Hanpumep, B PykosoactBe 2 UCO/MOIK), ogHako npeacTaBneHHoe B
NCO/M3IK TO 15443 pykoBoacTBO NpeaHa3HavyeHo TOmNbKO Ans obnactu obecneveHnsa 6esonacHoctn UT nHe
npeaHasHaveHo Ans obLlero MeHeAXKMeHTa 1 OLEHKM KayecTBa unu obecneveHns cooteetctana UT Tpebosa-
H1sAM Ge3onacHoCTHU.
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HAUUWOHANBbHBIN CTAHOAPT POCCUMNCKOWN ®EAEPALUMU

UHdopmaLlmoHHas TexHonorusa
METOObl U CPEOCTBA OBECMNEYEHUA BE3OMNMACHOCTHU
OcHoBbI AoBepusi kK 6esonacHocTU MHPOPMALMOHHBIX TEXHONOTUNI

YacTb 3
AHanus meTooB AoBepuUA

Information technology. Security techniques.
A framework for IT security assurance. Part 3. Analysis of assurance methods

Data BBegenna — 2012—12—01

1 O6nacTb NnpUMeHeHusA

1.1 HasHayeHuUe

HasHaueHneMm HacTosilero cTaHgapTa SBMseTCs NpeaocTaBneHne opraHy no obecneveHuo gosepust
obLwero pykoeoAcTBa Nno BbIGopy noaxoasLlero Metoaa obecrnedeHus 4oBepUst K MHOPMaLMOHHBIM 1 KOMMY-
HUKALMOHHBIM TEXHOMOTUAM U hOPMUPOBAHUIO CTPYKTYPbl aHanmmM3a KOHKPETHLIX MeToaoB obecriedeHus
[0BEpUs B KOHKPETHBIX YCIOBMSIX.

1.2 MpumeHeHUe

HacToswuinz ctaHgapT no3BonsieT nofb3oBaTento CorfacoBbiBaTh KOHKpeTHble TpeboBaHua aosepus
WM TMNUYHBIE CUTYaLUK C JOBEPUEM C ODLUMMU XapaKTepUCTUKaMU MMERLLMXCA MeTOA0B obecnedyeHus
aosepus.

1.3 O6nacTb NpUMeHeHUA

PykoBoACTBO, NpeacTaBnNeHHOEe B HAcTOAWEM cTaHAapTe, NPUMEHUMO ANg paspaboTku, BHeapeHUs U
aKkennyaTtauuMn nNpodykToB U cMcTeM MHEGOPMALMOHHBIX U KOMMYHUKALIMOHHBIX TEXHOOMUIA ¢ TpeGoBaHUsAMU
6e3onacHoCTU.

1.4 HepocTaTtku

TpebosaHna Ge3onacHOCTU MOryT GbITb CIULLKOM CIIOXHBIMU, MeToAbI o6ecneyeHunsl JoBepusi — OYeHb
pPasHOPOAHBIMU, & PecypChbl U KopnopaTUBHLIE KyNbTypbl OpraHUsaLniA MOryT B 3HAYUTESIbHON CTENeHU OTMK-
yaTbCa Apyr oT Apyra.

Mo 3TUM NpUuYMHam pyKOBOACTBO, NPUBEAEHHOE B HACTOSILLIEM CTaHAapTe, ABMAETCSA KpaTKUM U OTHOCUT-
CA K Ka4eCTBEHHbIM XapaKTepucTukam, 1 Nnonb3oBaTtesio cneayeT camoMy NPUHUMaTL pelleHne O TOM, Kakue
meToabl B cooTBeTcTBUM ¢ MICO/MOBK TO 15443-2 nyuuie Bcero cooTBETCTBYHOT €r0 KOHKPETHBIM o6bekTaM u
COOTBETCTBYIOT TpeboBaHMAM HesonacHoCTy opraHusaLmu.

2 TepMuHbI n onpeaeneHnA

B HacTosAwem craHgapTe npuMeHeHbl TepMuHbl no UCO/MOIK TO 15443-1 u UCO/M3BK TO 15443-2, a
TaKke cneayowne TepM1UHbI C COOTBETCTBYIOWMMW ONpeaeieHUsMU.

2.1 akTuBbl (assets): Bce, umetollee LeHHOCTb 4SS OpraHM3aLvu.

2.2 oueHka (assessment): CuctemaTnyeckas NnpoBepka CTENEHU, B KOTOPOW CyGbLeKT cnocobeH Bbl-
NONHWUTBL onpeaeneHHble TpeboBaHust; ABNAETCA CUHOHUMOM TEPMUHA «OLEHUBaHWUE» NPU NPUMEHEHUN K 06 b-
eKTy.

[ISO/IEC 14598-1].

U3panmne odpmumnanbHoe
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2.3 MmeTtopn oueHkU (assessment method): JeAcTBre No NPUMEHEHUIO KOHKPETHBIX JA0KYMEHTUPOBaH-
HbIX KpUTEPUEB OLIEHKM K OOBEKTY C Liefblo onpeaeneHunst npueMnemMocT Unn paspeLleHnst Ha BbiNyck 3TOro
obbekTa.

2.4 opraH obecneyveHus goBepusn (assurance authority): IlMuo unu opraHmsaums, ynonHoOMoYeHHbIe
npvHMMaTh pelleHnst (Hanpumep, no BbIGOpY, cneundrKauun, NPUHATAC, KOHTPOMH 3a UCTIONHEHWEM), CBSI-
3aHHble ¢ obecrnevyeHnem AoBepust K OBBEKTY, YTO 0AHO3HAYHO MPUBOAUT K POPMUPOBAHUIC YBEPEHHOCTU B
6esonacHoCTU obbekTa.

MpuMeyaHue—B KOHKPETHbIX CHUCTEMaX M OpraHu3auusx TePMUH «opraH obecrnedeHusi JOBEPUA» MOXET
MMETb BUA «OpraH OLEHKU.

2.5 apMuHucTpaTop AoBepus (assurance administrator): JlMuo, oTBeTCTBEHHOE (MOAOTYETHOE) 3a
BbIGOp, BHEAPEHWE Unn NpuemMKy obbekTa.

2.6 uenb obecnevyeHus goBepusa (assurance goal): Obwune oxungaemele pesynbTaTel B 06nacTu
6e3onacHoCTK, nonyvyaemMble NocpeacTBOM MpUMEHeHUs AeicTBUIA no dopmanbHon U HedopmManbHOM
oLeHke.

2.7 npeameT obecnevyeHus goBepua (assurance concern): OBLWMWiA TMN Lenu JOBepUs, BbIMOHsIe-
MOW rNaBHOM rpynnon opraHoB AOBepUs.

MpwnmeyaHwue— B HacTosWweM cTaHaapTe NpeaMeT 4OBepus UCTONb3YeTCA B Lensax 060CHOBaHNA aHanm3os
1 BbIBOAOB AMNsi PYKOBOACTBA Mo 06ecneyeHunio goBepwsi, AaHHOTO rpynne nons3osareneti.

2.8 o6bekT (deliverable): MpoaykT 6e3onacHOCTU NHDPOPMALMOHHOW TEXHONOMNU, cucTema, ycny-
ra, npouecc unun B ocobeHHoOCTN dpakTop cpeabl (TO eCTb NepcoHarn, opraHusauna) kak o6bekT oueHKu Ao-
BepUs.

MpumevaHns

1 Kak onpepeneno MICO/M3K 15408-1, o6bekTom MoxeT 6b1Tb npochune sawmTel (M3) unu 3agaxine no 6e3onac-
HocTwu (3B).

2 B ACO 2000 yteepxaaetcs, 4To Npu ucnonb3osanun craHgapros UCO 9000 ycnyron saBnaeTca Tun npoaykra
WY «NPOAYKTa W/WMIK yCryrm».,

3 BHacrosiwem ctaHgapte v aHanorm4Ho npumeHenuio B UCO 9000 TepmuH «npoaykT» 6yaet NpUMeHATbCA BMEC-
TO TepMMHa «06bekT» BO Beex uactsax MCO/MOK TO 15443.

2.9 cpepa (environment): YcrnoBusi, B KOTOPbIX BbINOMHAOTCS NPOLECCh XKU3HEHHOTO Luka (TO ecTb
mogu, obopygoBaHue U Apyrue pecypchbl), U CBA3aHHbIE C 3TUMU YCIIOBUSIMU XapakTepucTUKu Aosepnus (Ha-
npumep, penyTaums, ceptucukauuns).

MpumeyaHune— B HacTosilem CTaHgapTe «A0BEPUE K CPEAE» 03HAYaEeT TO XKe, UTO «A0BEPUE K NPoayKTY» 1
«0Bepue K NpoLeccy».

2.10 cuctema MeHepgxmeHTa uHcopMmaLMoHHON Ge3onacHocTu (information security management
system; ISMS); CMUB: Yactb 06Llelt cucTeMbl MeHeKMeHTa, OCHOBaHHAs Ha UCMONb30BaHUN METOAO0B
OLEeHKN BuaHec-puckoB AN paspaboTku, BHeApeHUs, (YHKLMOHMPOBaHUSA, MOHUTOPUHIa, aHanusa, nogaep-
XKW 1 yIydLeHus MHopMaLumMoHHo BesonacHocTy.

[MCO/M3BK 27001:2005]

2.11 metog (method): Cnocob BbINONHeHUs onpeaeneHHbIX AeACTBUI B COOTBETCTBUM € MMaHOM Nony-
YeHus BOCMPOU3BOAUMbIX Pe3yNbTaToOB CUCTEMATUYECKUM U OTCIEXMBAEMbIM 06pasoM.

2.12 noka3satenb (metric): KonuyecTBeHHas wWkana n Metof, KoTopble MOryT MPUMEHATLCA ANA U3Me-
PEeHU.

2.13 BO3MOXHOCTb npouecca (process capability): CnocobHocTb npouecca k gocTuxkeHno Tpebye-
MO Lenu.

2.14 npopgykr (product): MNpogykT, cuctema, ycnyra 6e3onacHocTi MHPOPMaLUOHHBIX TEXHOMNOTUIA.

MpumevaHnns

1 BUCO/M3K TO 15443 n aHanornuHo npumeHenmio B MCO 9000 Bo Bcex Hactax NCO/MIK TO 15443 6yaet npu-
MEHATLCA TePMUH «MPOAYKT» BMECTO TEPMMHA «OOBHEKT».

2 TepMUH «NpoAyKT» SIBNSETCH CUHOHUMOM TEPMUHA KOBBbEKT».

2.15 ocTaTtouHbIV puck (residual risk): Puck, ocTtatowmitcs nocne ob6paboTku pucka.
2.16 oueHka pucka (risk assessment): O6LwwMiA Npouecc aHann3a n oLEeHUBaHNA pUcka.
[onpeaenenue 3.3.1, Pykosoacteo 73: 2002 UICO/M3K]
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MpumeuaHnusn

1 OueHnBaHWe pucka SIBMSIETCA NPOLECCOM CPaBHEHUsI OLIEHEHHOTO pUCKa C 3aaHHBIMU KPUTEPUSIMKU pUcka Ans
onpeaeneHns 3HauUMMOCTH pUcka.

2 B HacTosileM cTaHgapTe «OUeHKa pUcKay, «aHanns puckay» u «aHanua pucka yrpo3sbl» 0606WweHHO HasbiBaloTCA
«OLEHKOW puckay.

2.17 ob6paboTka pucka (risk treatment): Mpouecc BbIGopa 1 ocyllecTBNeHUss Mep No Mogudukaumn
pucka.

2.18 6e3onacHocTb (security): Bce acnekTel, cBA3aHHbIE C onpeaeneHMem, JOCTWKEHUEM 1 nopaepxa-
HWeM KoHbUaeHUManbHOCTU, LENOCTHOCTU, AOCTYNHOCTU, NOAOTYETHOCTU, ayTEHTUMHOCTU U AOCTOBEPHOCTU.

2.19 uenb 6e3onacHocTU (security objective): U3noxeHHoe HaMepeHne NPOTUBOCTOATb YCTaHOBMEH-
HbIM Yrpo3am W/unn cooTBETCTBOBaTL YCTaHOBMEHHOW NONUTUKe 6e30nacHOCTN opraH13auny 1 npeanornoxe-
HUAM.

[MCO/M3BK 15408-1:2005, onpeaeneHue 2.42]

2.20 nonutuka 6esonacHocTu (security policy): Csoa npaeun, ABNSAIOWMWIACS BHYTPEHHUM CBOAOM ANs
noapasaeneHnin opraHnsaumn U pernaMmeHTUPYILWMA ynpasneHue 3TM1 noapasaeneHs M1 3aLmMTon CBomX
aKTUBOB, C TeM YUTO6bI COOTBETCTBOBATL 3a4aHHbLIM LIEMAM OpraHn3aumn B pamkax ee NpaBoBoro U KynbTypHO-
ro KOHTEKCTOB.

2.21 aran (stage): lNMepuoa B pamkax Xu3HeHHOro uukna obbekTta, BkNovatowero B cedbsa npoueccel 1
BUAbI AEATENbHOCTU.

Mpwumedyanune— 3aumcreoBaHo s NCO/MIK 15288.

3 CokpaweHuns

B HacTosillem cTaHgapTe  npuMeHsloTcA  cokpaweHua no  UCO/MOK TO  15443-1,
NCO/M3K TO 15443-2, a Tarke cnefytoLime cokpalleHns:

COBIT — uenu ynpasneHus uHhopMaumein u cBAsaHHOW ¢ Hell TexHonoruen, metoa ISACA;

ISACA — Accounaumsa ayauTa n KOHTpona MHPOPMaLMOHHBIX CUCTEM;

ISSEA — MexayHapoaHasa accoumaums NpoekTUpoBaHus 6e30nacHOCTU CUCTEM;

AW (IA) — posepue K MHTErpauumuy;

AP (DA) — pnosepue k pa3paboTke;

03 (OA) — poBepue K akcnyaTauum;

36 (ST) — 3agaHue 6e3onacHocTH.

4 TMoHsTHe «goBepue»

Llensto obecneyeHns ooBepusi ABNsieTCA CO3AaHNe YBEPEHHOCTH B HaAeXHOM (hYHKLUMOHUPOBaHWA Npo-
AyKTa B 3agaHHbIX ycnosusix. B HacTosilem pasgene paccmaTtpuBaroTcs HekoTopble obLne Bonpockl, Toraa
Kak AeTanbHbl aHanus n pykoBoACTBO NpeAcTaBreHbl Aarnee.

Ucxoas ns koHuenuuia, paspaboTtaHHbix B UICO/MOK TO 15443-1, UICO/M3K TO 15443-2, HapexHoe
dyHKUMOHUPOBaHWE NpodyKTa oTBeYaeT 3afdaHHoW Lenn gosepus. Llens goBepusa cnedyeT yctaHaBnvBaTh
6onee nnu meHee opmarnbHbIM 06pasoMm, 1 Nofb3oBaTeNb A0HKEH GbiTb 0CBEAOMMIEH 06 0CTaTOUYHOM pUCKeE.

YBepeHHOCTb AoCTUraeTcs NocpeacTBOM UCMOMb30BaHNUS U MHTEpNpeTaLnm pesynbTaToB AOBepUs, KO-
TOpbIe YK€ MOTyT ObITb B HANMYUN UMK KOTOPLIE MOXHO NOMYYUTL NPUMEHEHUEM MeTo0B obecneveHuns JoBe-
pusi. 3T MeToAbl cnedyeT BblIbnpaTe 1 NPUMEHATb AOIPKHLIM 0Bpaszom.

CyuiecTByeT 605bLUIOE YACTO METOAOB, U MHOTUE U3 HUX NpeacTaBneHbl B UCO/MOK TO 15443-2. Heko-
TOpbl€ OCHOBHbIE aCNeKTbl MX NMPUMEHEHMWS pasbsCHAITCA B 4.2,

Monb3oBaTenb pesynbTata AOBEPUS MOXET MOTpeboBaTb MUCMONb30BaHNE MEeTOAOB PasHbIX YPOBHEN
CNOXHOCTUN. 3Ta CNOXKHOCTL MOXET 0bycrnaBnmneaTh CBA3aHHLIN C HEl YpOBEHb CTPOrocT MeToaoB oGecneye-
Hus aosepus (cM. 4.2.1), AnanasoH npuMmeHeHust (CM. 4.2.2) U cTagum xnsHeHHoro Lukna (cm. 4.2.3).

Ocoboe BHMMaHWe crieayeT yaensiT oleHke pe3ynbTaToB AoBepuda. [ns gocTukeHns Gonee BbICOKUX
cTerneHei yBepeHHOCTU MOXeT notpeboBaTthes hopmarnbHas oLeHKa unm cepTudpukaums (cm. 4.3).

4.1 OnpepgeneHue Lenu goBepus

Llenv gosepusi 3aBucAT OT cneayownx 3agaHHbix TpebGoBaHUiA JoBepus:

- NoCTaBWWK NPOAYKTOB MOXeT nMeTb 0606LieHHble TpeboBaHWs OoBepusl, NpeaHasHadeHHble Ans
YAOBIETBOPEHWS KOHKPETHBIX TpeboBaHMin 6onee YeM OAHOrO MoNb3oBaTenNs, TO eCTb TPeBGoBaHWAM KOMneK-
TUBa Nofb3oBaTenen ero NpoaykTa, CUCTEMbl U YCIyTu;



roCT P 54583—2011

-y nonb3oBartena Npoaykra CyLleCcTBYIOT O4YEeHb cneuudpnyeckne TpeGOBaHI/Iﬂ, 0bbI4HO 3aBUCALUME OT
KOHKPETHOW NONINTUKN 6e3onacHocTU opraHusauun nonb3oBaTtens.

Hwuxe paetca pasbACHEeHUe 3aflaHHbIX Tpe6OBaHMVI AoBepud nnokasaHa nx CBdA3b C COOTBETCTBYHOLLAMU
npeanoxeHnamu gosepua n X nCnorb3oBaHUEM.

MMpumevaHnsa

1 B A.1 npunoxeHns A NpuBOAATCS pa3nuuusl Mexay NoCTaBLUKOM annapaTtHbIX CPeACTB, NOCTABLMKOM Nporpam-
MHOro o6ecneveHus, NpoBaiaepom ceTu, onepaTopom cepeBepa, NOCTaBLUKOM OH-NAWHOBOM UHGOpMAUMKN 1 Npeanpus-
TMEM B KayecTBe Nonb3oBaTens.. B aToM npymMepe NocTaBwmKK, O4EBUAHO, NPUHAANEXAT K NepBov rpynne nposanaepos
[JOBepusi, a opraHn3aLmsi Nonb3oBaTensi — K rpynne rnons3osaTenen agosepusi. OgHako ocTarnbHble ABNSIOTCA Kak NocTae-
LmMKamu (NpoBarvigepamu), Tak 1 NoNb3oBaTensimm 4oBepuUsi.

2 OpraHuzaumm MoxeT noTpeboBaTbcst 06beAMHeHne pe3ynbTaToB AOBEPUs BCreACTBUE HanMuma AByx unv Gonee
MCTOYHMKOB AOBEPWS B COBMECTUMBIV OBLLMI pesynbTaT. 3TO ABMNSETCA BaXHbLIM acnekTom, KoTopeiii 6yaeT paccmaTtpu-
BaTbCsi B 5.2 1 6.2.3.1. NogobHas cuTyaumsi BO3HWKAET NpU HANMM4uy MHOTOYMCTIEHHBIX Pe3ynbTaToB A0BEepUs 4Ns NONb30-
BaTensi Unv npv nrnaHypoBaHUM NPOBangepoM AOBEpYs UCMONb3OBaHWs ABYX unu 6onee metogoe oGecneveHns goeepusi.

4.1.1n 4.1.2 oTHOCATCS K AOBEPUIOC K NPOAYKTY BO BpeMsi ero pa3paboTkv u nHterpaumn. Pasnuune mexay npeame-
Tamu goBepusi obcyxaaeTcsi B pasgene 8.

3 CnepyerT yunTbIBaTh, 4TO OpraHn3aLms nonb3oBartens 06bI4HO NONHOCTLIO OTBEYAET 3a 3KCNnyaTaumio NpoaykTa,
Jaxe ecnu ycnyrm no 6esonacHocTy 00ycrnoBreHsl Cy6a0roBopomM ¢ npoBaaepom ycnyr. Takum oGpasom, TpeGoBaHus
nyHkToB 4.1.1 1 4.1.2 HENPUMEHNMbI HAMPSAMYIO K JOBEPUIO K SKCNNyaTaummn npoaykra.

4.1.1 MNpeanoxeHue gosepusa

C TouKM 3peHus opraHusalum, npeanaratoLwei NPoAyKTbl, CUCTEMBI UMW YCAYT B MPOMBILLSNIEHHBIX Mac-
wrabax (MM BHYTPEeHHUM MoTpebuTensim), npMMeHeHne CooTBETCTBYloWwero(Mx) Metoaa(os) obecneveHns
AoBepna ByaeT onpeaenaTbes NepcrnekTMBHLIM Mofb3oBaTenemM Unu KOSNIEKTUBOM NoNb3oBaTenen, ux onbl-
TOM 1 pa3aMepoM KX opraHusauuun. Benegcteue aTnx pasnuunin gosepuve npuaetca MoauduumposaTth B COOT-
BeTCTBUM ¢ TpeboBaHusamMn noTpebutens. B yacTHocTW, AoBepue AOMKHO ObiTb AOCTaTOMHO 0606WEHHBIM,
ecnu nosyvaTenem sABMASeTCs KONMekTus nonb3osaTenei.

O6bI4HO, NCXx0As N3 AOMNONHATENBHOMO Nepuoaa oT Havana paspaboTkv nsgenusa 4o BbIXxoaa ero Ha pbl-
HOK W/UNn CTOUMOCTU U3denus, obecrneveHne AOBEpUsi CTAaHOBUTCA 3HaYUMBLIM chakTopom. OpraHusaumn,
oBecneyunsaroLlen JoBepue, CriedyeT CPaBHUTL BbIrodbl OT obecneyeHUs A0BepUs CO CBOUMM UsaepXKkaMu Ha
370 obecneveHue.

Mpn ycroBuM BbllieyKasaHHOIo NepBbIMA ABYMA 3TanamMu npouecca NPUHATUS PelleHUs ABMAeTCA
naeHTUbMKaLms:

- NPUYNHBI BOSMOXXHOIN FOTOBHOCTU NMOMb3oBaTenNa sannatutb 3a AoBepue;

- Uenu ucnonb3oBaHUs AoBepUsi Monb3oBaTenem.

PaspabaTtbiBaa ganee aTu atanbl, Mbl MOXEM onpeaenqTs TpeboBaHus AoBepust IOTpPebuTens u B UTo-
re — npuemnemble Metoabl obecneueHns JoBepus.

TpeGoBaHus gosepusi
3aKasumka

- =

TpeGoBaHus goBepus
K NpoaykTy

- =

Mertoabl poBepusi

PucyHok 1 — lMpeanoxexHve gosepusi

Mpepnaraembie BUALI AOBEPUS MOXHO NPEACTaBUTb, Kak 3TO NokasaHo B Tabnuue 1.

TpeboBaHuns aosepus NoTpebutens naeHTUMULUPYIOTCA B BUAE YTBEPXKAEHMS 0 JoBEpUn, 0BYCroBneH-
HOro MeToaom obecrneyeHns gosepus.

Heobxogumo Tarke yuuTbIBaTL BCMOMOraTenbHble apryMeHTbl A0BEPUS U B OCOBEHHOCTU «CTPOroCThb
Aosepna» (cM. Tabnuuy 3). BonblnHCTBO MeTOA0B obecneveHUs 4OBepUst NpeabaBnsaT 6onee oaHoro Buaa

4
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TpeGOBaHI/IIZ AOBepUs, a CTPOrocTb ACBEPUS U3MEHSIETCS B 3aBUCUMOCTU OT MeToda obecneveHust aosepua.
CnepnoBaTenbHo, Bbl6paHHbIe mMeToabl obecnedeHus aosepna OOJDKHbI TWaTellbHO KOM6I/IHI/IpOBaTbCF| C
uenbro 663yCJ'IOBHOFO yOOBNeTBOPEeHUA TpeGOBaHI/IIZ nonb3oBaTenen N AOCTUKEHNUST UX Lenen 0oBepud.

Tabnwuua 1 —Tlpeanaraembie BUabl 4OBEPUs]

Bupn Tpebyemas
npegnaraemoro Lleneson notpeburens TpebosaHus goeepusi noTpebutens CTPOrocTb
nosepusa OLEHKHN
CkBo3HOE KoHeuHbIN nonb3oBaTenb MapknpoBKa cogepXMmMoro: NoHATHas 1 pasnuumnmast | Manas
gosepue ONA KOHeYHOro nonb3oBarens
Hoeepue O6wwmin KonnekTMB nonb3osa- | Mapkep, MeTka, nevaTb: Huskasn
MapKeTUHra Tenen - MapKMpPOBKa CO CCbINKoW Ha oblwme TpeboBaHus Jo-
Bepus;

- NpeAcTaBneHbl B O4eHb KpaTkon hopme nnm salum-
LeHb! OT BHELLHUX BO3OEeNCTBUN;

- MOHSITHas U pasnuyMMas 45t KOHeYHOro Nonb3oBa-
Tens, TO €CTb NPU3HAHHbIN «3HaK Ka4YecTBay

BHyTpeHHee BHyTpeHHMIA noTpebuTernb Mone3oBaTtensckas hopma yTeepaeHus o gosepuy; | Miobas
Josepve NpeaoCTaBNseTCA BHYTPM OpraHn3auum m oCHOBaHa

Ha JoBepwum
BrewHee KoHKpeTHbIV KonnekTus none- | Mapkuposka, Bkovaowas B cebsa ncuepnoisaiowme | Boicokas
Josepue 3oBarenen BCMOMOraTenbHble apryMeHTbl U matepuarbl; MOXET

UMETb OrpaHuyeHHoe oGpaleHve

Hoeepue k HebGonbwue opraHnsaumm Mapkep nnu nevatb; NpegHasHaveHbl ansi co3aanus | CpeaHsis
HeGonNbLWOoN Aosepus NocpeacTeoM y6exaeHHOCTU; MOHSITHbLIE U
opraHuzauum pasnuuumble AN KOHEYHOro NOMb30BaTenNs, TO eCTb

MPU3HaHHLIN «3HaK KA4YeCTBay».

MpumeyaHune—O6bYHO Yy HeEGONbWKX opra-
HU3auMK u3-3a UX pasmepa ans sepudukaumm npea-
CTaBMNEHHbLIX MPEeTEH3UN K AOBEpUI0 HEQOCTATOYHO

KBanudukaumm
Hoeepue k KpynHbie opraHusauum letanbHoe yTBepXxaeHue o goBepuMn. Buicokas
KPYyMHbLIM MpwumedaHue—Ksanudukaumm ans sepucu-
opradmsauusam KaLmm npeTeH3uii K JOBEPUIO [OCTAaTOYHO
CaHKuNoHMpo- KoHkpeTHasi coBpeMeHHas | Ceptudmkar unu yreepxxgeHme 0 NpurogHocTu. Buicokas
BaHHOE goBepue | opraHu3auusi dopma goBepusi U Aaxe UCNornb3yeMbliii MeTof pas-

peliaeTcs opraHM3auuen, Hanpumep, NocpeacTBOM
JOTOBOPHbIX UMM PerucTpauMoHHbIX TpeGoBaHuiA

4.1.2 Ucnonb3oBaHue AoBepusi

Moneb3oBaTtenb NpednoXeHUsl Buaa AoBepusl UMeeT anbTepHaTuey. bByayuum nocnegHen uHcTaHUnen
OoBepusi 3TOro NoSb3oBaTens, Lefbio Nonb3oBaTens sABAseTcs NofyyeHue yBepeHHOCTU B TOM, YTO KOH-
KpeTHbIA NPOAYKT COOTBETCTBYET €r0 LLeSIM [OBEepUst, YTO U OXXMAaeTcsa OT NpoAyKTa B niaHe 6e3onacHocTH
B KOHTEKCTEe OpraHusauuu, B pamkax KOTOPOW NPOAYKT AOMMKEH BHeAPATLCS, BBOAUTLCA B AEUCTBUE U 3KC-
nnyaTupoBaTbCA.

B ngeane uenb aoBepus onpeaenseTcs OLUEHKOW pucka Uy nosIMTUKOW opraHusauun (CM. Npunoxe-
Hue E).

YBepeHHOCTb B A0BEPUN MOXKET BbITb AOCTUIHYTa NOCPEACTBOM BbiIOOpa U NpuMeHeHust hopMarnbHbIX U
HedopMasbHbIX AEACTBUIA MO OLEeHKe, KoTopble MOMYT NpeasiaratbCs NocTaBLUMKaMU, CUCTEMHBIMU UHTerpa-
TOpamn UMK OCYLLECTBAATLCS NOMb30BaTENSIMM.

JoBepue MOXeT UCMOMb30BaTbCs TaK, Kak nokaszaHo B Tabnuue 2. B Tabnuue 2 Takke npeacTaBneHbl
BMAbI AeATESIbHOCTU MO OLEHKE AOBEPUs, MPW MOMOLLIM KOTOPBIX MOXHO CcO3aTb YBEPEHHOCTb Nofb3oBaTens
B MpoayKTe.
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Ta6bnuua 2— lpumeHsiemble NpegIoXKeHNs OBEPUS

npO(bI/Iﬂb Wckombiit BUA BI/I,ElbI eATeNbHOCTU NO OLEeHKe AoOBEepUs Nonb3oBaTens CTporocTb OLeHKH
nonb3oBarens aosepua A u A p P 1

KoHkpeTHbIN Mapkupoeka MpoBepka NOHATHOCTM, pacno3HaBaeMoCTU MapKUpos- | Huakas
none3oBarenb copepxaHns KW, COAEPKaHNUA 1 ee NPUMEHNMOCTH A1 BOCNIPUHUMae-

MOI uenu aoeepus
O6wwi Mapkep, meTka, MpoBepka NOHATHOCTM, pacno3HaBaeMoCTU MapKUpos- | Huakas
nonb3oBarernb neyarb KW, COAEPKaHUA 1 ee NPUMEHUMOCTH sl BOCNIPUHUMAe-

MOI uenu aoBepusi
BHyTpeHHui Monb3oBaTtenbckas | Banngauma BHyTpeHHero aoeepwusi, Hanpumep, depes | Jliobasn
notpebutenb dopma 3asiBNeHus | COOTBETCTBYIOLLUIA ONPOC

0 noBepum

UneH koHKpeTHOro | MapkupoBka Banvpauns goeepusi K meTke, Hanpumep, Yepes onpoc | Boicokas
KOMMNeKTmBa OPYrvX YNEHOB KONNEKTUBA UK OpraHn3aunmn
nonb3oBarenen
HebGonbwas Mapkep vnnm MpoBepka NOHATHOCTH, Pacno3HaBaeMoCTU MapkMpoBkm | CpeaHss
opraHuzauusi nevarb COAepKaHusi U ee NPYMEHMMOCTU st BOCPUHUMAEMOWN

uenv goBepusi.

[MpeanoyTuTensHOW SBMNSETCA METKA «3HaK KauecTBa»
KpynHas HetanbHoe Bepundukaums v npoBepka 4OCTOBEPHOCTU 3asiBrieHui o | Boicokas
opraHuzauusi 3asiBeHne JOBepuy cneunanucTamm opraHnaauum

0 JoBepum

KoHkpeTHas Ceptuchmkat nnm Hoeepue moxeT obecrnevnBaTbesi oLleHUBaHeM TpeTb- | Bbicokasn
COBpEeMEHHast yTBEpPXOEHNE O €1 CTOPOHON u/vnun cepTrcmKaumeit, No MeHbLIEN Mepe,
opranmaaums NpUrogHoCcTH nocpeacTBoOM penytauumn npoeavigepa, obecneuvsaio-

Lero goeepve

4.1.3 OCTaTOUYHbIN pUCK

Ha 6a3zoBom ypoBHe aosepue obecneunsaeT Nonb3oBaTeno yBepeHHOCTb B (DYHKLUMOHMPOBAHUA Npo-
AyKTa Tak, Kak yTBep)KaaeTcs NoCTaBLUMKOM, 6e3 kaknx-nmbo HenpeaycMOTPEHHbIX OTKMOHeHUA. OaHako B OT-
AvMuMe oT ApyrMx rapaHTuin GesonacHocTW doBepue caMo nNo cebe He obecneumBaeT Kakux-nubo
OOMONHUTESNbHBIX (PYHKLMOHATBbHBIX BO3MOXHOCTEN (MEXaHW3MOB 3aLUWThI) U, cnegoBaTenbHO, He NPOTUBO-
AeNCTBYeT Kakon-nnbdo AONONHUTENBHON Yrpo3e U ya3BUMOCTU.

Bce anemeHTbl 6e3onacHOCTA, B YACTHOCTU MEHEDKMEHT pUCKa, HE3aBUCUMO OT NMPUMEHSIEMOTO MeTO-
Aa, BKovatoT B cebs HeonpeaeneHHoCTb, HeonpeaeneHHOCTb UCXOAUT OT MHOMMX MCTOYHUKOB, TakuUX Kak He-
JocTaTtovHoe 3HaHue BceX (pakTopoB, OOMYCKOB NPU U3MEePeHUAX, aKkcTpanonsuun daktopoB 1 T. A. JTa
HeonpeaeneHHOCTb MOXeT NHOrAa BbiTb HACTONBbKO BEMWKA, YTO CTAaHOBUTCA OCHOBHBLIM (DaKTOPOM OCTaTOu-
Horo pucka. [pyrumu dpakropamMmu BNAIOTCA YA3BUMOCTU LIeNEeBON 3KCNSTyaTaLuMoHHOW cpefbl U HecoBepLle-
HCTBO MexaHu3MoB GezonacHocTU. Mpu yBenUMYEHUU CTPOrocTU AOBEPUA U YCUIIEHUN XapakTepucTuK W
MexaHu3MoB 6e30NacHOCTU CBA3aHHaA ¢ 3TUMKU hakTopamn HeonpeaeneHHOCTb CHDKAETCs, Takum obpasom
CHWXas oBLLINIA PUCK.

B onpeaeneHHbIX CUTyauusax AoBepue MoXeT 6biTb eAMHCTBEHHBIM CNOCOOOM CHUKEHUA HeonpeaeneH-
HocTW. [loBepue MOXeT CHU3UTb PUCK A0 NPUEMIIEMOro ypoBHS 6e3 fobaBneHust HoBbIX MexaHU3MoB 6e3onac-
HocTU. B aTom cnyvae cToMmMocTb obecneveHus aoBepust onpaBabliBaeTCsl NOMyYeHUEM NPenuMyLLeCTB OT
6e3onacHoCTU. M3 BCero BLILWEN3NOXEHHOrO MOXHO CAEeNnaTb BbIBOA O TOM, 4To obGecneuveHue nosepus
HanpaBneHo Ha CHWXeHWUe pucka.

4.2 MpumeHeHue MeToaoB oGecneyeHun aoBepusn

MeToabl ob6ecneueHus goeepusa obnagaloT pasnMYMMbIMA XapaKTepucTUkamn, npeacTaBneHHbIMU B
BMAE KOMMOHEHTOB UK acnekTos. 4na Bbibopa U3 0AHOrO UIK HECKOSbKUX METOA0B He0OX0AUMO onpeaenuTb
T€ KOMMOHEHTbI 1 acNeKTbl, KOTOPblE MOXKHO HAWTU B pas3nM4HbIX MeTodax obecneyeHus AoBepUsi B aHanorny-
Hol cbopme. ToT Unu nHo metoa obecnedeHns AoBepUs MOXET BKItoYaTh B cebs obLume xapakTepucTukn 4o-
BEpPUst NN OCHOBLIBATLCA HA KOHKPETHBLIX XapaKTepUCTUKaX.

6
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B cootBeTcTBUM ¢ UCO/MIK TO 15443-1 n NICO/MIK TO 15443-2 meToabl obecneveHuns moryT hopmu-
poBaTb JoBepue K NpoayKTy NyTem OLLeHKN:

- MpoAdyKTa BO BpeMs UM Mocne ero U3roToBNeHus;

- MPOLLeCCOoB, UCMOMb3yeMbIX NPU U3roTOBMEHNW NPoAYKTa;

- cpefbl, B KOTOPOW peannsyeTcs NpoaykT, TO ecTb NepcoHana u opraHnsauun.

4.2.1 CrporocTb foBepus

CtporocTte MmeTofa obecredeHns gosepus obblMHO onpedenseT ero npuMeHeHue (cM. Tabnuuy 3).

Tabnwuuya 3 — CTporoctb AOBEPUsI U €r0 NCMNOMNb30OBaHUE

YpoBeHb CTPOrocTu Wcnonb3oBaHue nosepus

—

MpocTasn «nevatb YTBEPXKAEHUS OOBEPUA»

3asiBneHns 0 4OBEPUU NMO3UTUBHOMO YPOBHSA

KoHkpeTHble thakTbl, TOAAEPKUBAOWNE 3aABNEHHOE A0BEPUE

AW N

KoHkpeTHble hakTbl, NogAEpKUBaloWMe 3asBNEHHOE AOBEPHE, KOTOPOE MOXHO BEpUdrum-
poBarb

5 MNpeactaBnexne gosepusi 0bLLel ayanTopun, HanpUMep, COBETY ANPEKTOPOB, U NPU3HaHUE
37O ayamTopren

6 MNpepcrasnenne gosepusi ayautopum us cneunwanuctos no 6esonacHocTM U NpusHaHwe
37O ayamTopren

MpumedvaHuns

1 Kpome Toro, Heob6xo0auMo NpuHMMaTh BO BHYMaHWE COCTaB NPeACTaBMTENBCTBA M NOAAEPKMBAIOWMX €ro apry-
MeHTOB. B 0cobbIx cuTyaumsax gonyckaeTcsl IPYMEHsITb OrPaHUYeHUs.

2 lNpun 06beauHEHUN OLEHEHHbIX KOMMOHEHTOB AOBEPUSI B PA3BEPTLIBAEMYIO CUCTEMY MOXET NPOU3ONTU Hanoxe-
HWe CMCTEM nokasaTenen nmnu MoryT 3agasatbCs BONPOCk! No noeogy bpewen B cucteme 6esonacHocTw.

3 B NCO/M3K TO 15443-2 He npuBoagmnTCA knaccudukaumsa CTPOrocTn OUEHKU.

4.2.2 O6nacTb NpUMeHeHus
Mony4eHHoe goBepue Takke MOXET U3MEHATLCA B 3aBUCMMOCTU OT obnacTu NnpumeHeHUA noaxoaa K
obecrneveHuio gosepus (cMm. Tabnuuy 4).

Tab6nunuya 4 —O6nacte NnpumeHeHWs Nogxoaa Kk o6ecneveHnio goBepus

Moaxon k oGecneveHno
nosepws CocpenoToueHHoCTs MeTofa obecneveHns gosepust O6nacTtb NpUMeHeHNs
MpoaykT XapakTepucTMKM (3aBepLUEHHOIO KOHKPEeTHOrO) | HekoTopblie acnekTbl NpoayKTa unn CUCTEMBI
npoaykTa, CUCTEMbI MW YCIyrn Ansi onpegene-
HUSI [OBEpUs, KOTOPbIE MOXHO BbIBECTM Ansi | BCE aCMeKTbl NPOAYKTa uiu CUCTEMbI
3TOr0 NPOAYKTa MU CUCTEMBI
Mpouecc Mpouecc pa3paboTku, UCnonb3yeMbl opraHu- | HekoTopblie acnekTsl paspaboTku
3aumen gnsi KOHKPETHOrO NPOAYKTa UnMKn cucre-
Mbl C LeNbio OnpeeneHus goBepus, koTopoe | BCE aCneKTsl paspaGoTku
MOXHO MONy4UTb ANst 3TOro NpogayKTa nnu cuc-
TEeMbI
Mpouecc pa3paboTku, Ucnonb3yeMbl opraHn- | HekoTopble acnekTbl paspaboTkm
3aumen ansi Bcex NpoayKToB U CUCTEM
Bce acnekTbl paspaboTku
Cpepa Jlnuo(nuua), 3aHaToe(ble) B BbINONHEHUM 3a- | KBanudukaums nuua(nuy)
aau
PenyTauus
Oprannsauus Mepbl, HarNsIQHO NPYHUMaeMble OpraHu3aumnen
B OTHOWEHUM NoBbIXx 0OHApYXXEHHbIX No3fHee
npo6nem, 1 Bpemsi peanuaauum aTux mep
PenyTauus
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4.2.3 MNpumeHeHUe 1 XU3HEHHbIA LUKN

B NCO/M3K TO 15443-1 6bina npuHsTa noatanHas MoAaenb Ha ocHose MCO/MOBK TO 15288. Kaxabli
aTan XW3HEeHHOro LuKNa cUCTeMbl COOTBETCTBYET npoLeccamM, NpuMeHseMbiM K NpoayKTy B onpedeneHHon
cpege. Kaxablin ns npoueccos BkoyaeT B cebs COBOKYNHOCTb BUAOB AEATENbHOCTU U UCMONb3YEeT pecypchl
cBoeu cpeabl.

MpoaykT, cuctema unn npegocrtasnsAemMas ycnyra obpabatbiBaloTca B TeHUEHUE UX XKU3HEHHOTO LUKNa ¢
npUMeHeHneM NPOoLECCOB KaXOoro atana U ux BUAOB AeATENbHOCTH.

B UCO/M3K TO 15443-1 npenctaBneHa CTPyKTypa, MO3BONAIOWAA XapakTepusoBaTb TUM NPOAYKTA,
noaxod k obecneveHuno goBepus U aTan obecnedeHns AoBepus, NpeaHasHaueHHbIA ANA OLEHKU.

Mo-npexHeMy cylecTBYeT MHOTO BOMPOCOB, Kacawlmxca obecneveHns aosepusi, nognexaimx pac-
cMoTpeHuo. B gaHHOM pasfene HacToslero ctaHgapTa NPMBOAUTCA paclUMpeHne KOHUENTYanbHOW CTPYKTY-
pbl, npeacrasneHHon 8 UCO/MOBK TO 15443-1, B uensx npoBeaeHUa ganbHenWwero aHanusa.

B HacTosiwem ctaHpapTe nosTanHas Modesb XXU3HEeHHOro UMKa yCoBepLlUeHCTBYeTCA NpubasneHnem
aTana «KoHuenuusa/cneumanusauusi» (cMm. Tabnuuy 5).

Hanuune npoueccos, COOTBETCTBYIOLWNX 3TaNy KoHUenuuu/cneymanusauum, obycnosnmeaeTca MHo-
rmmn ctangaptamu. OgHako KOHKPeTHbIA 3Tan XXU3HEHHOIo Lukna 3TuX npoueccoB o6bl4HO He onpeaens-
eTcsa. HekoTopble MeToabl obecneuveHust OOBepusi npeanaralT onpegeneHHble npoueccbl U BUAb
0eATenbHOCTU.

MoBoaom ANs 3Toro pacluMpeHus B HacTosILLEM cTaHaapTe ABnseTcs To, UTo 6e3onacHocTb UKT Tpeby-
eT 0cob0ro BHMMaHUA 1 AONOAHUTENBHBIX YCUIWUIA AN NOSTy4EeHUA COrMacoBaHHOW U HENPOTUBOPEYUBON Che-
LncbukaLmm xapaktepucTuk 6esonacHocTy npodykTa. CyllecTByeT MHOMO MeTodoB obecnedeHus OoBepus,
npegnararoLux onpegenexHHble npouecchl U BUabl AeATENbHOCTU A4S 3TOro 3Tana KU3HEHHOro LuKna cucte-
Mbl, NpUMeHnMble ansa obnacTn 6esonacHocTn UKT.

B pacwumpeHHon Mogenn OoBepus pasnuuHbIe 3Tarbl XXU3HEHHOTo UWKNa npeacTtaBneHsl B Tabnuue
natblo ctonbuamun. B cootBeTcTBMM € KOHLEenuuamu MCO/MIK 15288 n MCO 9000 TexHonorn4deckue npouec-
Cbl XXM3HEHHOTO LUKNa rpynnupyloTest B NATb 3Tanos (Mo 0AHOMY Ha kaxablii cTonbel), 0603HaYeHHbIX OAHON
(1) Byksoi:

C (Conception) — koHuenuus bopMupoBaHns TpeboBaHUI K NPOEKTUPOBaHUIO 6e3onacHOCTU, KoTopas
MOXeT BKtoYaTh B cebs obLLyt0 apXUTEKTYPY;

D (Design) — npoekTupoBaHue, BKIOYas npouecckl onpegeneHns TpeboBaHWin 3aMHTepecoBaHHbIX
CTOPOH, aHanusa TpeboBaHWi, apXUTEKTYPHOro NPOEKTUPOBaHWS 1 peanu3auuu;

| (Integration) — MHTerpaums, BktoYas NPOLECChl MHTerpaumum 1 Bepudunkauum;

T (Transition) — nepexoa, BKkMoYas npoLecckl Ay6nMpoBaHns, nepemMeLLeHus], BBoaa B AeCTBUE U Npu-
€MOYHbIE UCTIBITaHUS;

O (Operation) — akcnnyaTaums, BKoYasi NpoLecchl akcnnyaTaummn, obcnyXmsaHus 1 NMKsugaumn.

Tabnwuua 5— Mogenb AOBEPUS XXUZHEHHOIO LUKNA

[Nosepue-sTan— Konuenuus/ MpoekTuposaHue/ WHTerpaums/ Beop B 3
. Kennyarayms
nosepue-noaxoa cneuudurkaumns peanusauma Bepudukauua nencreue/nepexon
MpoaykT —>C—> —D—> —>l-> >T-> —->0-
Mpouecc C D | T (@)
Cpega D | T (0]

B NCO/M3K TO 15443-1 paspaboTtaHa criegytowias KOHLeNuus:

- AoBepue MOXeT BblTb COCPeoTOMEHO Ha pesynbTaTe npouecca, ABNSIOWEroca NPpoaykToM, B utore
nosiBNsieTCcst A0BEPUE K NMPOAYKTY;

- NPpUMeHsIeMbIe NpoLiecchl 06bIYHO SIBNATCA NPEAMETOM BHUMaHUA OpraHu3aLmn 1 ee 3aka3qnkos, No-
CKOMbKy OHU Bonee nnu meHee opmarbHO cneunuLMpyoTCcs U 0THOCUTENBHO yny4dwatoTces. [losepue mo-
XeT dokycupoBaTbCsl Ha npoleccax, NPUMeHeHHbIX K MpoayKTy, a He Ha caMOM NpoAayKTe, NpUBOAA K
cdopMupoBaHuio JoBepUs K npoLeccy;
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- ANA ocyLWecTBeHus NpoLleccos TpebyeTcs cpeaa, a UMeHHo: nioan, o6opyaosaHm1e u apyrue pecypehbl.
DoBepue moxeT hokycupoBaTbesl Ha cpefie, B koTopoit o6pabaTbisaeTca NPOAYKT, a He Ha NPOAYKTE UM Npo-
Lleccax, NpuBoas K hopMUpOBaHUIO AoBepUst K cpeae.

n puMmevaHune — B HacTosIlWeM cTaHaapTe He AeTanu3npyetca metog NpuMeHeHNA XXKU3HEeHHbIX LUKIOB, a Tak-

e ero NPOLEecchl 1 Buabl AESITENIBHOCTU; OAHAKO MOTYT NoTpeGoBaThCs NOAPOGHOCTM NPY YTOUHEHNWM CPABHEHNSI METOA0B
obecnevenna gosepus.

4.2.4 YnpaBneHue npoLeccaMmm XKU3HEHHOro LuKna

OTanbl XnsHeHHoro uukna C-D-I-T-O BkniovatoT B ceba npouecchl, KOTOpPble MOXHO NPUMEHSAITb K KOH-
KpeTHOoMy 06bekTy UKT 1 ero KoMMnoHeHTaMm, TO eCTb K annapaTHbIM cpeacTBaMm, NporpaMmmMHoMy obecneve-
HUI0, ycnyram.

B MHTepecax NOBbILLIEHUS KAYeCTBa U YCOBEPLUEHCTBOBAHUA 3TWU NPOLLECCHl U UX BUAbl AeATENbHOCTU
MOXHO caenaTb 06beKToM yrnpaBneHust.

YnpasneHue npoteccom camo o cebe sisnaetca npoueccom. CnegosaTenbHO, OHO OCYLLECTBNAETCS
He Ha ypoBHe NpoekTa, a Ha YpoBHe opraHusauun.

OpHako ynpasneHue npoLeccomM MMeeT CMbICA TOMbKO NPY MOBTOPHOM BLINOSIHEHWM NpoLecca (Hanpu-
mep, agMUHUCTpaTopamu akcrnyatauum UT unu paspabotyumkamu npoayktos npoektos UKT).

Moaenb npouecca xusHeHHoro uukiia no MCO/M3K TO 15443-1 coseplueHCTBYyeTCS B HAcTOSILLEM
ctaHaapTe 3a cyeT AobasneHust ynpasneHus NpoLeccoM B Ka4ecTBe elle OQHOro U3MepeHUs.

B o6nactu 6esonacHocTu KT 310 nsmepeHue numeet ocoboe 3HaueHve Ans MeToAoB yrpasneHus 6eso-
NacHoCTbIO, NpUMeHsaeMbiX kK cuctemam KT Ha nponssoacTBeHHOM 3Tane, kak B crydae ¢ MICO/M3K 27002 u
cBA3aHHbIM ¢ HUM NCO/M3K 27001.

YnpaBneHue npoLieccom kacaeTcsl paspaboTku, UCNONL3OBAHUS U YNyYLUEHUSA NPOLECCOB XU3HEHHOrO
uukna. Mo cywecTsy, ynpaeneHve BKovaeT B cebs cnegylowme atansl:

- onpeaeneHue npouecca, BKoyas paspaboTKky U 4OKYMEHTauuIo;

- MOBTOPHOE UCMONb30BaHUe npolecca;

- OLeHKY 1 M3MepeHue npoLiecca;

- ynydweHue npoLecca.

Mpouecchl MOryT cepTUNLUPOBAaTLCA TPETLUMKU CTOPOHAMKU. Yucna, CBsi3aHHbLIE C 3TUMK 3TanamMu, Co-
OTBETCTBYIOT 3aBUCUMOCTU:

- HeT MOBTOPHOro UCMoMb3oBaHusa 6e3 paspaboTaHHbIX U JOKYMEHTUPOBaHHBIX NPOLEeCCOoB;

- HET OLLEHKM 1 n3MepeHus npouecca 6e3 MOBTOPHOrO UCMONb30BaHUS NpoLecca;

- HeT ynydweHus npouecca 6e3 oueHKU W/ U3MepeHust NpoLiecca;

- HeT cepTudukaumnm 6es oLeHKM U/Mnn nsmepeHus npouecca.

MockonbKy yny4dleHue Mogenu KM3HEeHHOTO LiMKIia NpUBOAUT K NOSIBAEHUIO U3MEHEHUA B npoueccax U
NX AOKYMeHTaLuuW, ynpasreHue NpoLeccoM MoXeT CUMTaTbCA KpYroBOW MOAe 1bio HEMPEPbLIBHOMO YAyULEHUs,
KaKk MoKasaHo Ha pucyHKe 2.

Onpepnenenve YnyuiieHve
npouecca npouecca
WMcnonb3oBaHue OueHka
npouecca npouecca

PucyHok 2 — YnpaeneHue npoueccamm XU3HEHHOTO LimKnia

MpwumedyaHne—[Ans obecneyerHnsi U3aMEPUMOCTH NMPOLIECCOB MOCTEAHNE JOIMKHbI 4OKYMEHTUPOBATHLCS.

YnpaeneHne NpoLEeccoM SIBMISAETCS BTOPLIM U3MEPEHUEM, KOTOPOE SIBNSAETCA HE3aBUCUMbIM NPOLIECCOM
oT nsmepeHus atana C-D-I-T-O. Ecnn meTtoa obecneyeHus gosepus obecneumsaet goeepue K Npoueccy, 310
03Ha4aeT Hanuuue ynpasneHus npoueccamn (MPUMEHUMbIMU K NPOAYKTY).

Ecnun sTan goBepus K meTogy nokasaH cepbiM LiBETOM (CM. Tabnuuy 6, yposHu 2, 4, 6 n 7), meTog obecne-
yMBaeT ynpasneHue npoLeccamu.

MpuMeyaHune— TepmuHbl «pa3paboTka NpoaykTa» n «paspaboTka NpoLecca» KaxyTcs NOXOKMMU 1, Crieao-
BaTenbHO, CO3aI0T NyTaHuLly. TepMUHbI 4OIDKHBI BbITh PA3NMAYMMBIMKU M MPUMEHATLCS Pa3aerbHO.
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4.2.5 O6beguHeHUe XxapaKTepUCcTUK XKU3HEHHOTO LMKna

MeTozabl MOryT 6bITb 60M1ee U MeHee NOSHBIMW B OTHOLLEHUW XapaKTepUCTUK UX XKUSHEHHOTO LyKna. OTu
XapaKkTepPUCTUKM MOXHO 00 beaNHUTL, YTC XapaKkTepusyeT He TOMNbKO COBEPLLEHCTBO, HO U CNOXHOCTL MeToAa.

B MCO/MBK TO 15443-1 cneundunumpytoTcst COOTBETCTBYOLLME NOAX0Abl K obecneyeHuno JOBepus, Ko-
Topble MOryT XapakTepusoBaTtb MeTog obecneveHuss gosepusi. CUMBONMYECKM NOAX0Abl NpeAcTaBeHbl cre-
ayowym obpasom (CM. pUCyHOK 2):

- AoBepwe K NPOAYKTY: nokasaHo OYKBOWM aTana XU3HEeHHOro LyKia Mexay cTperikaMmu Ha cBeTrnoM oHe,
Hanpumep, —-D—;

- JoBepye K npoLieccy: nokasaHo 6eroi byKBON 3Tana XU3HEHHOro LiMKIa Ha 3aTeHeHHoM doHe, Hanpu-
mep, D;

- JOBepMe K cpede: NokasaHo sYeKon sTana XM3HEeHHOro LyKna ¢ Nonockamu cneea u cnpasa, Hanpu-
Mep, | D|
OueBUAHO, YTO UCXOONA N3 YMCTa KOMIMOHEHTOB YPOBEHb 7 SIBMSIeTCS HaMbornee NoMHbIM U UMEET, Mo MeHbLLEN
Mepe, NpenMyLLecTBa MoSIHOThI U NOCegoBaTENbHOCTI € TOYKM 3pEHUS NEKCUKA, NPOLLECCOB U pesyrbTaTos.
Bce 370 oKkasbiBaeT NONOXUTENbHOE BO3AeNCcTBME Ha 0byyeHne MeToay 1 ero CTOMMOCTb.

MpumeyaHune—OgHako NONHOTa He NOAPAa3YMEBAET TOrO, YTO Cambli NOHbLIN METOA SBNSIETCS HAUITYYLLUM
NS KOHKPEeTHOW cuTyauum ¢ gosepuem. CregyeT y4uTbiBaTh APYrue acrnekTsl MeToAa, Takue Kak «CTPOrocTby, KypPOBEHb
Aertanusaummn» 1 cBA3aHHbIe C HUMW 3aTparThbl.

Tabnunuya 6 — lMogxoa k obecrneveHnio goBepust

Ipacduueckoe npeacrasneHue

YpoBeHb Hosepue K npoaykTy Hosepue k npoueccy [Hosepue k cpene TANA X XMSHEHHOTO LKA

1 v —>X—>
v X
v X

—>X—>

—>X—>

N|o|ob~|w N
<
<

v v v —SX—>

4.3 OueHKa pe3ynbTaToB A0BEpUA

OTHocsWMecs k 6e30MacHOCTU XapakTepucTUkA NPoAyKTa, npoLecca unv cpeabl, obecnednsatoLime o-
Bepwve, SABNSOTCA YTBEPXAEHNsIMU B Haubonee NpUMUTUBHON hopMe, caenaHHbIMU HALMUPYIOLLEA CTOPO-
HOW, 0BbIYHO U3roTOBUTENEeM 06beKTa, yeryru unu cpedsl. s sepudukannm JoBepus K 3TUM YTBEPXKAEHNAM
MOXeT noTpe6oBaTbcs oLeHKka U cepTudmKaLms pesynbTaTa GOBepUs.

MoxHo cosaaTtb Modernb oLeHkn gosepus. B Helh ByaeT onpegeneHa cepust 0606 eHHbIX 3TanoB, npu-
MEHUMBIX K NIoBOMY 13 MeToaoB obecnedeHust 4OBEPUA U3 HACTOsILLLero cTaHaapTa.

Ans mogenn gosepust K kadecTBy TpebytoTes:

- NIMUO, OLEHLLMK UM OpraHn3aums 4ns Bepudnkaumm npuMeHeH1st KpuTepues;

- NpaBwuna, KpUTepuM U/Unn MeToLoNOrMs OLEHKN B KAYeCTBE e OCHOBBI;

- cepTUdmMKauns HanMuMa 4oCTaTouHON KBanUKaLMn y ayantopa 1 BbINOMHEHNS NpoLedypbl OLEHKA B
COOTBETCTBWM C NpaBuiIamu;

- 3aK/OYEHME O pe3yrbTaTtax OLEeHKU.

MonHas mogenb 3T0ro Tuna 0BbIYHO HA3bIBAETCA «CTPYKTYPOI AOBEPUSI».

4.3.1 OueHWMK

OueHKa xapaKTepuUCcTMK 4oBepus kK 6e30nacHOCT NpoayKTa MOXeT NpoBOAMTLCA NoMb3oBaTenieM npo-
OyKTa Npy Hanu4M1 y Hero cneuuanbHbIX 3HaHWRA. [11s 9KOHOMUM BpeMEHN 1 pacxodoB LenecoobpasHo obpa-
TUTbCA K KBANUpULMPOBAHHOW TPETLEN CTOPOHE.

OueHKa TpeTbeil CTOPOoHON MoXeT obGecneunTs ganbHelwee NoBbiLeHWe A0BepUs BCNEACTBUE TOMbKO
N1k akta ee HE3aBUCUMOCTN.

MpwuMeyaHue—[loBepue nepcoHana NnoaTBEPKAAST NPUEMIEMOCTb KBaNMMPUKaLmy OLEHLLMKA.

10



FOCT P 54583—2011

4.3.2 MeTogonorusa u KpUMTepun OLEHKMU
[Ons rapaHTuM BOCNPOU3BOAMMOCTM NpaBuna OLEeHKN crieayeT AOKYMEHTUPOBaTb U COMPOBOXAATL COOT-
BETCTBYlOLLEA METOAONOrNEN.

MpumedaHue—Tlpy oueHKe NepcoHana oLueHVBaeMbiM 06 BEKTOM ABNSAETCA OTAENbHOE NULO.

4.3.3 CBupgetenbCcTBO A0BEpUA

O6LWMM 4N BCeX METOAOB OLIEHKM SIBNSAETCS TO, YTO pe3yrbTaTbl OLEHKM OCHOBaHbI Ha CBUAETENLCTRE.
CBnaeTensCTBO NpeAcTaBnseTca YTBEPKAEHUAMU, KOTOPbIE 0DbIMHO UMEIOT hopMYy AOKYMEHTaLMN.

CBunageTtenbCcTBO NOATBEPXKAAET 3chhekTBHOE NpeanonaraemMoe BeiNoNHEeHNe AeUCTBUIN B paMKaX COOT-
BETCTBYIOLUMX NPOLECCOB, NNaHOB W NpoLieayp coriacHo NoNMTUKaMm 1 KoHuenuuam 6esonacHocT. 3Tu nonu-
TUKN 1 KOHLLEMNLMN SOSMKHBI PETYISPHO NepecMaTpmBaTbes U NpU HeobXoAUMMOCTU OGHOBNATLCA.

Hanbonee 3HauMMbIMU TpebOBaAHUAMU K JOKYMEHTALIUMU SABMISIIOTCS:

- CTabunbHOCTb (QOKYMEHTaLMS JOSDKHA oTpaXaTb hbakTUYeCKyo CUTyaLuio);

- nonHoTa (Bce 3Ha4MMble NpobnemMbl AOMKHBI ObITb JOKYMEHTUPOBAHbI);

- JocTaTouHasa creneHb Aetanusauuu;

~ KOHTPO-b KOHUIypaLuum 1 LenocTHOCTU (OTCYTCTBME HECAHKLMOHUPOBAHHBLIX U3SMEHEHNIA B AOKYMEH-
Tauum).

CnepnoBarternbHo, Npu AeTanbHOM aHanuse MeTodoB obecnedyeHust 4oBepust MOXKHO AONOMHUTENbHO UC-
cnegosaTb TpeboBaHUS U CONOCTABUMOCTb 3TOW AOKYMEHTaLUN.

4.3.4 3aknwueHue o6 oLeHke

Pe3ynbTaTthl KONMYeCTBEHHON UM KAYECTBEHHOM OLIEHKN AOIKHbI 6bITb cneumduLmMpoBaHsl. B npocteit-
Wei hopme 310 MOXKeT BbITb NpueMka/bpakoBka, Toraa kak bonee ToO4HbIA pe3ynbTaT NpUHUMaeT bopmy paH-
XKMPOBaHWA, HaNpUMep, HECKOJbKAX YPOBHEN (CTeneHel), HanpuMmep, ypoBHsI, COOTBETCTBYHOLLEro BpakoBKe.

Lensam 6e3onacHoOCTH, B NPOTUBOMNONOXHOCTb TEXHUYECKMM 06NacTsam, XxapakTrepHa NocTosiHHast 3BOJIo-
ums. M3-3a cnoxxHOCTM 06BEKTOB MOTYT NOSIBNATLCA HOBblE AedhekTbl 6e30MacHOCTU, U BCreAcTBME Hannuums
cpedbl yrpo3 MOXeT BO3HUKHYTb HEOBX0AMMOCTb NPOTUBOAENCTBUSI HOBLIM Yrpo3am.

4.3.5 Mopapepxka OLEHKMU

Mocne 3aBepLUeHNA OLeHK OHa A0SKHA NOBTOPSATLCS NEPUOANYECKA UITN B CITy4asiX BOSHUKHOBEHWS Ka-
KUX-NnBo coBbITUiA.

Moaaepkkoi oLeHKN ABRsieTcs NoaaepXaHue AOCTOBEPHOCTU 3afaHHOro pesynbtata Aosepusi K 6e3o-
MaCHOCTUN UM PaHXNUPOBaHNA B TeYeHne ANUTENbHOro BpeMeHMU.

MpumedaHue— B oTHOWEHMM AOBEPUS K NEPCOHANY 3TO MOXET 03Ha4aTb NOCTOAHHOE 0ByYeHue u Nepuoan-
YecKylo NepeoLieHKy UNu nepeaTTectaumio KOHKPETHOTO nuua.

4.4 Mpumep

OpraH obecneyeHunst 4OBepUst — MNOCTaBLUWMK CO3QaET AOBEPEHHYI0 CUCTEMY AN YAOBNEeTBOpeHUs 06-
wux TpeboraHui 6esonacHocTh B cooTBeTCcTBUM ¢ UCO/M3K 15408 (kpuTepum oueHkn). OueHLmKkn (aKkenep-
Tbl OpraHa OLEeHKM) OUEHMBaIOT CUCTEMY Ha npeaMeT BbINOMHEHWA 3TOW cucteMol TpeboBaHWiA
NCO/M3K 15408.

B uensx obecneyeHusi gosepus opraH oueHkn npumeHsetT MCO/MIK 18045 (meTogomnoruio oueHku) u
BblJaeT COOTBETCTBYIOLUMIA cTaTyc NOATBEPXAeHUA (O3HaKoMneHue, cornacoBaHue, yTBepXxaeHue).

OLEHLLMKA 1 opraH oLeHKN YMONTHOMOYMBAOTCA HAUMOHaNbHBIM OpraHoM Mo cepTudmkaLumm B COOTBET-
CTBUW C COrMaLLeHMemM 0 B3aMMHOM MPU3HAHUKN OBLLNX KPUTEPUEB.

HauunoHanbeHbI opraH cepTudukaumm BoigaeT cepTudukaTt ¢ pesynbTatamu OLEHUBAHUA U NOMyYeH-
HbIM CTaTYCOM NOATBEPXKAEHUS.

Ons atoro ceptudmkaTa MoxeT noTpeboBaTbcA Nepuognyeckoe oueHNBaHUe A5 rapaHTUK TOro, YTo
MoANUKaLNA NPOAYKTOB HE MEHSIET pe3ynbTaTbl OLLEeHUBaHNSA.

5 CpaBHeHue, BbIGOp M hopMmupoBaHue aosepus

HasHaueHneM HacTosiLero cTaHaapTa siBnsieTes obecnedeHue opraHa obecnedeH1s 4osepus pykoso-
CTBOM M0 BbIGOPY COOTBETCTBYHOLLUMX METOAOB obecneveHns 4oBepusa K UHPOPMaLMOHHBIM U TENEKOMMYHUKa-
LUMOHHBIM TEXHOMOTNAM ANS BbINOMHEHUS MOCTaBAEHHON Lenn AoBepusl, TO €CTb BbINOMHEHUS MOMUTUKK
6e30mnacHOCTM opraHusaumn. To PYKOBOACTBO COAENCTBYeT opraHy obecneyeHust osepus B onpeaeneHuu:

- noaxoda k obecneveHuno goBepus, KOTopbli 0becneunT Tpebyemble pesynbTaThl 4oBepus, Haubonee
COOTBETCTBYlOWME TPeBOBaHUAM opraHa OLEHKM;

11



FOCT P 54583—2011

- OTHOCWTENbHOM LIEHHOCTU Kaxkaoro noaxoaa k obecneveHnto 4oBepust, Hanbornee COOTBETCTBYIOLLEro
KOHKPETHBLIM YCIOBKAM opraHa obecrneyeHuns 4oBepust;

- cnocoba obpalleHnsi ¢ JOBEPUEM CIIOXKHOrO 0GbekTa (TO eCTb C HECKOMbKMMU KOMMOHEeHTaMK annapart-
HbIX CpeACTB, NporpamMMHoro obecneveHus, yenyr no 6e3onacHoCTy, acnekTamum cpedbl Uni nx KOMGUHaUMaMK).

5.1 Bbl6op nogxoaa k obecneyeHmnio gosepus

Pa3HbIx cTeneHen 4OBEpHS MOXHO AOCTUrHYTb pasMyHbIMM MeToaamu. B HacTosiwem nogpasgene pac-
cMaTpuBaeTCsl CpaBHEHUE KaXXgoro U3 nocrneayrownx noaxedos k obecnedeHuto gosepus (He METOAO0B) NO
NPUHLMMY «OAMH K OQHOMY»:

- AoBepue K NpoayKTy B CpaBHEeHUM C AOBEPUEM K NpoLecey;

- JOBepue K NpoLeccy B CpaBHEHWUU C AOBEPUEM K Cpeae;

- JoBepue K NpoayKTy B CPaBHEHWN C JOBEPUEM K cpee.

37K noaxoabl COOTBETCTBYIOT NEPBLIM TPEM YPOBHAM B Tabnuue 6. Lienbto AaHHOro cpaBHeHUA ABNAeT-
¢Sl NOHUMaHWe Toro, Kakoi BuA noaxoda k obecneyveHuo JoBepus cneayeT BuiopaThb.

[MpumeyaHun e — COBOKYNHOCTb NOAXOA0B COOTBETCTBYIOWMX YpoBHEWN B Tabnuue 6, oT 4 ao 7, o6cyxpaet-
caB5.2.

5.1.1 ConocTaBneHue foBepuA K NPoAYKTY ¢ AoBepUEM K npoLueccy

Mo onpeaeneHnio aosepue K NPOAYKTY COCPeAOTOMEHO Ha NPoAyKTe, TorAa Kak AoBepue K npoueccy co-
cpeoTOoYEeHO Ha npoLeccax, NpUMeHsIeMbIX K MpoAyKTam Ha onpeaeneHHbIX aTanax XU3HEHHOro uukna.

B cny4yae ¢ foBepueM K NpoAyKTy yTBEpPKAAETCH, YTO XapaKTepUCTUKN NpoayKTa 1 ero byHKUMOHNpoBa-
HWe MHTEHCUBHO OLIEHMBAaNNCL, TECTUPOBAIUCH U NMOATBEPXAANUCH B OTHOLIEHUU UX KOPPEKTHOCTK, NoKa He
6bIna nonyveHa Tpebyemas creneHb goBepus K npoaykTy. CteneHb AoBepUs K NPOAYKTY ABNseTcs (hyHKUMen
NCronb3yeMblX KpUTEPUEB (4TO OLieHUBaeTCs) U MeTodonorun obecneveHns gosepus (kak Bepuduumpyetca
COOTBETCTBUE KPUTEPUSAM).

B cnyyae ¢ gosepriem K npoLeccy NpeAnochifikon AoBepuUa ABMAETCA Hanu4ne y opraHnsauui npouec-
COB, UCMONb30BaHHBIX A5l NPOEKTUPOBaHUs, pa3paboTku, NPOU3BOACTBA W 3KCNyaTauuu Npoaykra NporHo-
3MpYyEMBIX 1 BOCMPOU3BOAUMBIX pesynbTaToB. ITU NPOLEeCcChl NPOU3BOAAT NPOAYKT C 3aAaHHOW CTENeHbio
JoBsepus K Hemy.

OpHako gaxe camas BblCokas cTeneHb A0BepUs Nonb3oBaTens K npoueccam, UCrosib3yeMbiM Npon3soan-
Tenem, He MOXeT rapaHTUpPoBaThL NPaBUNbLHOMO U 3hHEKTUBHOIO NPUMEHEHNUS STUX MPOLECCOB K AaHHOMY Npo-
Aykty. Opyrumu crnosamu, Npu BbICOKUX CTENEHAX A0BEePUst K NPoAYyKTy HeobXoauMo oLieHUBaHWe NpoaykTa.

B cnyvae ¢ goBepueM K NpoayKTy kaxabid NPoAyKT AOMKEH OLLeHMBATLCA B OTAENbHOCTU Tak, 4To6bl 06-
LLas CTOMMOCTL OLeHVUBaHUA Bo3pacTana ¢ yeenMieHnem yicna paspabotaHHbix npogykros. OgHaKo ¢ TOYKU
3peHUsi NPONIBOAUTENSA 3TOrO NOBTOPHOrO OLEHUBAHUA aHANIOTUYHON NN UAEHTUYHON NPOAYKUUU MOXKHO W3-
6exaTb, ecriv nonL3oBaTesb YAOBNEeTBOPEH A0BEPUEM K NpoLeccy NPousBoAUTENs], TO eCTb UCNONb3yemble
npoLecchbl COOTBETCTBYIOT CTaHAapTaM KayecTBa npouecca. Npevmyluectso meToaa obecneyeHna ooBepus K
npoLeccy 3aknioYaeTcs B TOM, YTO OpraHusaunsa MOXeT NponsBOANTb pasnvyHyo npoaykuuio 6e3 gononHu-
TebHbIX OLEHOK (3a UCKMIoYeHEeM Nepuoandeckux oLeHoK Ans noaaepXxku ee ceptudukara).

OuyeBunaHO, YTO 3TO CPpaBHeHUE cnpaBeanUMBO TONbKO ANs conocTaBuMoit achdeKTMBHOCTH, AeTanMsauum
N KOPPEKTHOCTU MeToAoB obecneyeHna gosepusa U NO BO3IMOXHOCTU AoNoNHsieTcs agosepueM, obecnevunsae-
MBIM TPETbMMW CTOPOHaMU, K koTopbIM oBpaluanuce Ans 6onblueil 06 LeKTUBHOCTM oBecneveHna aoBepus.

Mpy npuMeHeHUN KoMBUHAaLMK U3 ABYX NOAXOAOB crneAyeT TakkKe UCMOoNb30BaTh UHopMaUuio U3 06-
nacTu CUH3HepreTUky. Hanpumep, nponssoanTens C AOBEPUEM K CBOMM NpoLeccam 3aTpaTuT MeHbLUe pecyp-
COB Ha oOLeHVBaHWe NpPoAyKTa, KOTOpbIA OH NPOU3BOAUT MOCPEACTBOM MpoLeccoB, obecnevnBaromx
Josepue.

5.1.2 ConocTaBneHue goBepusi K NnpoLeccy ¢ AoBepUeM K cpeae

[oBepue K npoLieccy cocpedoTOYEHO Ha npoueccax, MPUMEHSIEMBIX K NPOAYKTY Ha KOHKPETHBIX 3Tanax
XW3HEHHOro LMKNa, Toraa Kak Josepue K cpefie cCocpefoTOUYEHO Ha pecypcax U cpefe, B KOTOPO NCNONb3oBa-
NUCb 3TN pecypcel.

YBepeHHOCTb B npodykTe, obecrneyvsaemas AoBepueM K cpefe, obycnaBnuBaeTca yBepeHHOCTbIO B
opraHusaLuu 1 ee nepcoHane, a Takke B ApPYrux pecypcax, npuMeHsieMblX K NpoaykTy. 3Ta yBepeHHOCTb MO-
XeT BbITb 0BecneyeHa aTTecTalyei nepcoHana u/unu opraHusaumm ¢ NpUMEHeHUEM COOTBETCTBYIOLLIMX CTaH-
AapToOB UM Xopoluein npodeccuoHanbHON MPakTUKK, rAe caMbiM HU3KMM YPOBHEM SBNSETCA penyTauus
nepcoHana unu opraHnaauumn, OTBETCTBEHHOM 3a NPOAYKT.
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OueBnAHO, 4YTO MPU YCNOBUM NPUMEHEHUS COMOCTaBMMOWN CTeneHu getanusauun foBepue K cpege
06bIYHO MeHee adhhekTMBHO, YeM AoBepue K npoueccy. ®PakTnyeckn nbdas opraHmsaums Ui KOHKpeTHoe
Lo MoryT 061a4aTb 06LIMMM 3HAHUAMUW O BO3MOXHOCTSIX NPOLLECCOB, NpefHa3HauYeHHbIX AN NPUMEHEHUSs!
K npoaykTy. OHaKo AoKa3aTesibCTBO TOr0, YTO NPOLECChl ObIIN AOKYMEHTUMPOBAHbI, OLLeHEHbI UK cepTudu-
LMpOBaHbl, OTCYTCTBYET.

JloBepue K cpeae ABASETCSA camoil HU3KOW hopMOli AoBepms, KOTOpPYH o6ecneunTs fierdye Bcero. Cyluec-
TBYIOT CUTyaLuu, Koraa foBepue K cpesie ABnseTcs eAMHCTBEHHOI 0CYyLLeCTBUMOI 1 AOCTYNHON no LeHe cop-
Moli foBepus. [loBepue MOXeT UMeTb MecTo:

- B HE6O0/bLUNX OpraHM3aunax, KOTopble He MOryT NMo3BOMIMTL cebe pacxoAbl Ha o6ecrneyeHre f0Bepus K
npoueccy uan npoaykty;

- B OTHOLUEHNM KOMMEpPYECKMUX CepuiiHbIX MPOAYKTOB, KOrga NocTaBLWK He obecneuymBaeT [L0OBepus K
NpoAyKTYy nan npoweccy.

5.1.3 ConocTaB/sieH1e JOBepPUA K NPOAYKTY C AOBEPUEM K cpene

Mcxoas 13 BbILEN30XEHHOT0 CTAaHOBUTCS 0YEBUAHLIM Hanuyne obnacTn obecneveHns foBepus onpe-
AeneHHoro nporpecca. Ecnu goBepue K NpoaykTy HEAOCTYMHO, flOBEpPUE K MPOLLECCy SIBNSETCA «MOYTU He YCTY-
nawLwMM Mo kayecTBy». EcnvM HefoCTynHO AoBepue K Mpoueccy, OCTaBLIeiicsi BO3MOXHOCTbIO sIBNsieTcs
JoBepue K cpege.

5.1.4 3akntoyveHve

B 3ak/t0ueHune, nNpu ycnoBUM oTkasa OT COMOCTaBMMOCTM [AaHHbIX NOAXOA0B K 06ecnevyeHunto foBepust
MOXHO yTBepXaaTb cregyloLiee:

- NpU caMblX BbICOKMX TpEGOBaHUAX AOBEpUst clefyeT BblGUPaTh AOBEPUE K NPOAYKTY;

- JoBepyve K npoueccy obecneuymBaeT npvemsaemoe u, no 6osblei yactu, AoNycTUMOe AOBepue no-
cpefAcTBOM obecneyeHus A0Bepust K ka4ecTBy COOTBETCTBYIOLLMX NPOLECCOB;

- oBepMe K cpefe AO/MKHO BblGUpaTbCA B HEOONbLUMX OpraHnsauusax WaM B cayyasx, ecrim NpoaykT
n/vnn ero Npon3BoOAUTENb HE AOCTYMHbI A1 OLEeHNBaHWS npouecca u/vam npoaykra.

B o6LleM MOXHO yTBepXaaTb, YTo:

- [loBepye NOBbIWEHHOM CTPOroCcTU K MPOAYKTY OrpaHnynBaeTcs 40BeEpPUEM K pa3paboTke OTHOCUMTENbHO
MeHee CNOXHbIX NPOAYKTOB, TOrAa Kak

- foBepyve K cpefe NPUMEHVMMO B OCHOBHOM K AOBEPMIO K 3KCNyaTaLmmn, ec/im CUCTEMbI ABASIIOTCA OTHO-
CUTENIbHO C/IOXHBLIMU 1 OBEPUE MEHEE CTPOrUM.

BO3MOXHOCTb MCNOMb30BaHNS MeTOA0B o6ecneyeHUs AOBEPUS NokasaHa Ha pucyHke 3.

oBepue
Josepue [Josepve A )
K paspaboTke K MHTerpaumm K %’;’;ﬂﬂ%"” CrporocTb
[oBepue K NpoaykTy . 0
[Josepuie k npoueccy . . .
[Josepvie k cpepe . . .

CNOXHOCTb

PucyHok 3 — B0O3MOXHOCTb UCMO/Ib30BaHNS METOA0B obecneyeHusi aosepua

5.2 ®dopmupoBaHMe MeTof4oB obecrneveHus goBepusi

HecoMHeHHO, MHOT1e Nosib30BaTenn 6yAyT NPUMEHATb HECKO/IbKO METOL0B 06ecneyeHns 4oBepus Kak
no NCO/M3K 15408 n MCO 9000, Tak n no MCO/M3K 15408 n NCO/M3IK 21827.

B HacToslLieM cTaHAapTe npejcTaB/ieHa CTPYKTypa, KOTOPYH MOXHO MCNOb30BaTh A/ 3anucu CBuge-
TeNbCTBa/ONbITA UL, NPUMEHSBLINX 60/1ee 04HOT0 MeToaa obecnedyeHuns aosepus. B HemM Takxe npeacTas-
NeHbl NMOHATUS U YHUBEPCA/bHbI/ A3blK, KOTOPbIM MOXHO W3/10XMTb B3aWMOAeicTBME MexAy MeToAamu u
noAxoA4amMmn 1 TakuM 06pa3oM Crnoco6CTBOBATL M3YUYEHUIO BO3MOXHbLIX KOMGMHALMI METOAOB U NOAXOA0B.

Cnoco6HOCTb 06bEANHATL XapaKTEPUCTUKN AOBEPUS Pa3/IMUHbIX MOAXOA0B K 06ecrneyeHunio joBepus
o6neryaeT AOCTMXKEHVE AOBEPUS K NPOAYKTAM M CMCTEMaM NyTeM NPUHSATUS KOMMNOHEHTOB AOBEPUA U3 APYIUX
Nnoaxof0B K 06ecneyeHnto 4oBepns B AOMNOTHEHWE K UCMO/b3YEMOMY B A@HHbIi MOMEHT Noaxoay.
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Hanpumep, ecnu opraHusauus 6bina ceptuduumposaHa no yposHio 3 UCO/M3IK 21827, eit moxeT 6biTb
obecneveHo goBepue B paMkax cTpyKTyphbl olieHuBaHns MCO/MOIK 15408 6e3 HeobxoauMocTu Anst opraHnsa-
L1 NOBTOPHO NpeaoCcTaBNAaTL CBUAETENLCTBO, KOTOPOE OHA Y)Xe NpeacTaBuna Ans agpyroro noaxoaa k obec-
neveHuto aosepua. bonee Toro, ato 0bnerunt paboty cepTUuULMpyoLEA OpraH13aLmMm, NOCKOSbKY Y Hee
nmeeTca AONOMHUTENbHOE CBUAETENbLCTBO, KOTOpoe Tenepb ByaeT npuemnemo npu onpegeneHun obwero
Josepusa K cucteme.

CpaBHeHWe MeToAOB obecneyeHns OoBepust MOXET CrnocobCTBOBaTb MOHUMAHWUIO MOTEeHUMANbHBIX
orpaHuyeHuni nogxoaa cbopmupoBaHus gosepusi. CpaBHeHWe MeTodoB obecneveHus 4OBepUsi CBSI3aHO C BO3-
MOXXHOCTbIO YCTPaHEHUS XapaKTepUCTUK AOBEPUS, CIN CYLLEeCTBYET BEPOSATHOCTb X 6a3npoBaHus Ha ApyrMx
aTpubyTax.

Mpu npumeHeHnn meToaoB obecneyeHus aoBepust 6e30NacHOCTb paccMaTpUBaeTCs C PasHbIX CTOPOH U
B pa3nu4Hom o6beme, 1 3TU MeToAbl NpeAHasHavaloTea Ans pasHbIX Nonb3oBaTenei u noapasaeneHuin opra-
HU3auUKn Ansa BbINOMHEHUs pa3HbIX Lenei. Hu oguH MeToa, paccMaTpuBaeMblil B HACTOsILLEM cTaHAapTe, He
MOXeT rapaHTupoBaTtb «Bceobliei» BesonacHOCTU, KOTopas AOMMKHLIM obpaszom obecneunt sawuTy nMero-
wewnca cuctemel UT oT Bcex 3HauMMbIX yrpo3s. CnegoBaTternbHo, B 60OMbLIMHCTBE criydaeB Heobxoaumo uc-
nonb3oBaTb KOMGUHaLMIO MeToAoB obecneyeHns AOBepUst CUHEPreTUYECKUM cnoco6om.

OnTumManeHoro ypoBHs 6e30MacHOCTU MOXHO AOCTUYbL MPU YCMOBUW COTPYAHWYECTBA NOCTaBLLMKOB U
nons3osartenen NT.

Mpumepbl, AeMOHCTpUpytoLLme acnekTbl opMupoBaHnUs MeToaoB obecneyueHns 4oBepusl, NPUBeAEHbI B
npuroxeHuu C.

5.3 CpaBHeHue meTofoB ob6ecneyeHusn goBepus

Ona cpaBHEHMs OTHOCUTENbHOrO 3Ha4YeHUst MeToAoB obecneyeHus [0Bepusi, YKasaHHbIX B
MCO/M3BK TO 15443-2, moryT ncnonb3oBaTbCsl iBa OCHOBHLIX Noaxoaa:

- MaTpuLa XapakTepucTuk;

- obpazoBaHue nap (cpaBHeHWe MaTpuL, Mo NPUHLMNY «OAUH K OAHOMY»).

Ecnu TpebyeTcs cpaBHEHME MHOTUX, TO eCTb 6onee Tpex 3rieMeHTOB ApYr ¢ APYroM, Kak nokasaHo Ha pu-
CYHKe 4, CTaHOBUTCA 0YEBUAHOM HEOBXOAMMOCTb CPaBHEHUS 31EMEHTOB Mo UX 06LMM xapakTepuctukam. C
yBenM4eHUeM Yncna a/ieMeHTOB CTaHOBUTCS O4YeBUAHBIM HEOCMOPUMOCTL 3TOro nogxoda. besycnosHo, npea-
MOCbISIKON HEOCMOPUMOCTUN SIBNAETCA 3HAYMTENbHOE YMCNO aHanorMin B pamkax aTux MeTo4oB.

Martpuua xapakTepucTuk JOBepUs

P N S

PucyHok 4 — lMpuHUMN cpaBHeHns maTtpumy

Onsa cpaBHeHWUA MaTpuL Haao paspaboTaTb NepedeHb XapakTepucTuk aosepust. OCHOBHOM TPYAQHOCTbIO
aToro noaxoaa ABnaAeTca opPMUPOBaHNA ONTUMAaNbLHOIO NepeYvHsl XapakTepncTuk, NpueMnembixX ansa nsnoxe-
HUS1 B OBLLMX YepTax OCHOBHbIX Pasnvunii Mexagy aTMMi MeTodamu.

CpaBHeHMWe MaTpuL, XapaKTepucTuK AoBepUs MeToaoB obecrnedyeHns AoBepUst COCTOUT U3 UX OTNUCaHUSA 1
PaHXMPOBaHWUA OTAENbHBIX METOAOB Mo NepeyHto. MNpeacTaBneHne pesyrbTaToB yNpoLwaeTcs NpuMeHeHeM
KOJNIMYECTBEHHBIX Mep U3MepeHust Unu cTeneHei. Moaxoaawmum cnoco6oM npeacTaBneHUss PYKOBOACTBY pe-
3ynbTaToOB OLEHUBaHUSA ABNSETCA NpeacTaBneHne rpaduyeckmx KOHTPOMbHBLIX CMIUCKOB.

Onsa npuHATMSA MHPOPMUPOBAHHOTC peLleHrs Mo BeIGopy MeToaoB obecneveHnst 4oBepus AN AanbHenl-
LUero NpUMeHeHUs 1 3HaYeHu o (LeHHOCTM) pesynbTaTa NPMMeHeHUs KOHKPETHOro MeToda Npy aHanuse cpas-
HEeHWs1 MaTpULL UccredyloT COBOKYMHOCTb crelnduuecknx MeTodos obecneyeHnst JoBepus.

Moao6Hble cpaBHEHUsI MATPULL MOXHO adanTUpPoBaTh AN KOHKPETHBIX NpoBnemMHbIX obnacteil B CooT-
BETCTBUM C TPpeBOBaHUSIMUN 3aUHTEPECOBaHHbBIX CTOPOH, HAaNpUMep, AN NPON3BOAMTENs NPoayKTa, KPYrHOM
opraHusauuu.

B pasaene 6 HacToAllero ctaHgapTa onpeaeneHbl ToM NpobremMsl, CBsi3aHHbIe C A0BEpUeM, KoTopkle
BbIGpaHbl B Ka4ecTBe pPyKOBOACTBA.

KpaTkoe M3NoXeHWe MeToda CpaBHEHUst MaTpul cneumduyecknx oBLUMX XapaKkTepucTUK BelBpaHHbIX
MeTOA0B NPUBEAeHO B NPUNOXeHUM A,
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5.3.1 CpaBHeHMe No NpUHLUNY «OOUH K OQHOMY»

Ina 6onee noapo6HOro cpaBHEHMUs! SNIEMEHTOB MaTpUL, MOXET UCMONb30BaThLCS NOMb30BaTENbCKUMA (3a-
KasHoOW) nepeveHb: aneMeHTbl Jo6aBNAnTCa UNKU yaansoTcs, ¢ TeM YTobbl COOTBETCTBOBATL Nape BbibpaH-
HbIX anemMeHToB. OgHako Mo Mepe yBernuM4eHUs Yucna cpaBHUBaeMbIX METOAOB YMCMO CPaBHEHUNA «OAWUH K
ogHoMy» ByaeTt yBennUMBaTbCsl C ABOUYHBIM KO3hUUMEHTOM «» U 2, TAe N — YACMO MeToAOoB (Hanpumep,
ansa 6 anemeHToB noTpebyloTca 15 oTAenbHbIX cpaBHeHU). Mo 3TOW NpuuMHe AaHHBIA TUN CpaBHEeHUs! B
HacTosIWeM cTaHaapTe He NPUMeHSIeTCs.

CpaBHeHWe No NPUHLMMY «OAMH K OQHOMY» Npuemnemo Ans nonb3oBaTensl, cCnocobHoro NpoBoaUTb Ta-
KOe cpaBHEeHUe Ha OCHOBe onucaHui, cogepxawmxcs B UICO/MI3K TO 15443-2, u ucnonb3yeMoro CCbifio4yHoro
MaTepuana B HacTosawem ctaHgapTe. Monb3oBaTenb MOXeT Takke NMOAroTOBUTL pestoMe, ¢ Tem UTobbl cae-
naTtb BbIBOAbI U3 KOHKPETHOrO Yncsia cpaBHEHNA «OAMH K OHOMY» .

5.3.2 MaTpuuya xapaKkrepucTUK AoBepuUsa

XapakTepucTuku gosepus aBnsoTcs hakTUHeckUM UCTOUHUKOM A0BEPUS U MOTYT UMETb COOTBETCTBYIO-
Wyto cuctemy nokasaTenein. XapakTepucTuki AoBepus BKIOYalOT B ¢ce65 LIeHHOCTb (3HAYMMOCTb) U pasnny-
Hble Ka4yecCTBEHHble acnekTbl, Takue, Hanpumep, Kak CTPOrocTb, HaAEXHOCTb, BOCMPOU3BOAUMOCTD,
acpbcheKkTUBHOCTL U T. 4.

Kakoit MeToa obecneveHust 4OBepUst MogxoauT Anst paccMaTpuBaeMoi npobnembl JOBEPUst U Kak ero
npumeHATL? AN oTBeTa Ha 3TW BOMPOCHI HAZ0 NOHSTL NpenMyLecTBa MeToAoB obecneveHns 4OBEPUst UCXO-
08 N3 AOCTUrHYTOrO € UX MOMOLLIbIO IOBEPUSt 1 C YYETOM CBAA3aHHLIX C HUM Usfepxek. [ipyrumm criosamu, Ans
obner4yeHua cpasHeHUss MeTo4oB obecneyeHus 4oBepUst CBOMCTBA (MPU3HaKK) A0BepUs], onpeaensiolme 3Ha-
YUMOCTb MeTOAa, AOMMKHbI MOMAYYUTH XapaKTepPUCTUKK.

5.4 CocpenoTOUEHHOCTb Ha XapaKTepucTukax gosepus

Ona cpaBHEHUA NPUHATLIX MeToAoB obecneyeHusa aoBepust Obino paspaboTaHO HECKOMNbKO TUMUYHBIX
XapakTepucTnk gosepus. HasHaueHMeM HacToswWero cTaHgapTa ABsieTCA okasaHue NOMOLLM Nonb3oBaTento
npv NPUHATAM peLleHna O NPUMEHEeHUM OQHOro MeToa UM kKoMbuHauumn us asyx unu 6onee MetToaqoB ANA
KOHKpeTHOro cny4vasi.

XapakTepucTukn aosepus (cMm. Tabnuuy 7) uMetoT obLLmiA xapakTep, a onpeaeneHHble MeTodbl obecne-
YeHWUs JOBEPUst aHanNM3npyTCa Ha obLL el ocHOBe B NpunoxeHun B.

O6was opueHTaLma MeTOAOB, NpefcTaBneHHaa B pestoMe, NnpuseaeHa B npunoxeHun A. U3 tabnu-
Ubl 7 MOXHO caenaTth BbIBOAbLI O MPUMEHNMOCTU MU HENPUMEHNUMOCTN KOHKPETHOro MeTofa B KOHKPETHOM
KOHTeKcTe.

MprmMeyaHue—lcxogHylo ¥ MocneayloWwyle MHGopMaumio o0 Mmetogax obecriedeHust QoBepusi CM. B
MNCO/M3K TO 15443-2.

Tab6nuuya 7 — Kno4ueBble acnekTbl CpaBHEHUS

AcniekT OnucaHue

MpeaycmaTprBaeT N MeTod onpeaeneHue uenu obecneyeHnst gosepusi?
1 Llenb goepus Kakum meTogom Obina onpegeneHa ata uenb?
Kak ata uenb gocturaercs?

Kakyto npo6nemy obecneveHusi JoBepusi peluaet MeToq?

eneBas ayautopus o “
2 U yAuTOop [lnst Kakux KOMNaHWii U KaKUX pornei B pamkax npeanpusiTusi npegHasHaueH MeToa?

KakoBo HasHa4eHue paccMmaTtpueaemoro metoga?

Kakne metogonornyeckue srneMeHTbl OH coaepxmuT?

Hackonbko meTog NpUMEHUM Ans obLWenprHATBIX CTPYKTYP NpeanpuaTuin?
Hackonbko meTog NpUMEHUM Ansi KOHKPETHOro criyyas?

3 XapakTepucTmku

KakoBa B3anMOCBsi3b Mexay 06bemom paboT No NpyMEHEHUI MeTOAa U €ro CTom-
MOCTbIO?

4 Pa3HoCTOpOHHOCTB Kakoli BeNUUYMHOW 1 CNOXHOCTBIO NccriegyemMoro 06bekTa MOXHO onepupoBaTh?
MOXHO v 3TO KOHTPONUPOBaTL NyTEM NPUMEHEHUS Pa3sHblX CTENEHen getanunsa-
umn?

OTpaxaeT nv HacTosWas BEpCUa MeToaa HOBENLINE TEXHONOMMN?

0EBPEMEHHOCTb
5 Caoesp Kak o6ecneunBaeTcsi B criy4ae Heo6xoaumocTu perynsipHoe o6HoBneHme metoga?
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Okonyarue mabnuusi 7

AcniekT OnucaHue

O6pasyroT K KPUTEPMU 3aKPbITbIN MCHEPNbIBAIOLLMIA KaTanor 3emMeHToB UMu OXBa-
TbIBAKOT TONbKO Bbl6paHHbIe acneKkTbl?

6 3aBepLweHHOCTb .
P Onsi kakoro ypoBHs1 6e30nacHOCTU adanTUpPOBaH pPerieBaHTHbIN Katanor cooTee-
TCTBYIOLWMX KpUTEPUEB?
W3pepxku npm Yero Hago xaaTb B OTHOWEHUM obbemMa paboT U nagepXek Npy NPUMEHeHUN aaH-
7 BHeApeHnn/o6bemM HOW cucTeMbl kKpuTepues 6eaonacHocTi AT K TMMWYHBIM cLeHapusim?
paboT No BHeApPEeHuo
Mopnepxka CyLwecTBYIOT N1 Kakne-nmbo MHCTPYMEHTLI NOAAEPXKKU NoNb3oBaTeNs MPpU NprMe-
8 MHCTPYMEHTanbHbIMU | HEHUW paccMaTpyvBaemoro metoga?
cpeacTBamm
Ccbepa neitcTaus CooepxuT nu paccMmaTpuBaemasi cuctema kputepueB OesonacHoct UT ka-
9 KMe-nnBo MOMOXEHUs1 UM PYKOBOACTBO MO KPUNTOrpaduyeckum npoueaypam unm
Kpuntorpacum o
anroputMam?
Ouenka n CyluecTByeT Nn Ana Metoaa KsanmukaumoHHas nw/unu ceptndunkaumoHHas cuc-
10 4 Tema?
cepTndmrkaumus -
[MpumMeHnm N meToa AN NPOAYKTOR UITM UTOTOBLIX PeLUEHNI?
ABnsieTca Nu BO34eNCTBUE YCMELHOTO OUEeHWBaHWUA U cepTudmkaumm noTeHumuans-
HO YAOBMETBOPSAOIIMM 3aKasumka Unv agMUHUCTPaUMIO UK, NO MEHbLUEN mepe,
11 Y6eavTensHoCTe 1 OCH{)Féon A ponoI#HuTeanblx TecToB? A pad P
npusHaxve AnA A4 N

KakoBa 3penocTb (pa3BuTOCTb) CTPYKTYPbI?
KakoBo pbIHOYHOE MpU3HaHUE U ero ABWXYLWUe Cunbl?

5.4.1 Lenb o6ecnevyeHust goBepusn

3agaven opraHa no obecneveHUo 4OBEPUS ABNAETCA yTBEPXAEHNE afeKBaTHOCTU AOBEPUS, a Takke
yucna 1 kavyecTsa CBUAETENLCTB AOBEPUA, KOTOPbIe HAAO NOMYYUTb AN AOCTUKEHUS NPUEMNEMOro YPOBHS
purcka. 3TO 03HaYaeT, YTO OCTaTOUHBIN PUCK ANA NpeanonaraeMoi cpefibl He NMPEBLICUT YPOBEHb, NpuemMne-
MbIA 4N 3aUHTEPECOBaHHBIX CTOPOH W MPUHATLIN UMW,

Ons yBepeHHOCTU B pesynbTaTe obecneveHns gosepus opraH no obecneveHunio gosepus obaszaH 06-
OCHOBaTb 3TOT pe3ynbTaT paunoHanbHbeIM cNOcoboM, NPoAEeMOHCTPUPOBaB Tpebyemoe hyHKLUMOHUPOBaHWe
npoaykTta ¢ obecneveHneM Tpebyembix pyHKLMOHAMbHBIX BO3MOXHOCTEN U OAHOBPEMEHHBLIM BbINOMHEHNEM
nonuTukK 6esonacHocTu. CTeneHb yBepeHHOCTU IBAAETCA NPSIMbIM pe3ynbTaToM npolecca obecneveHns ao-
BepuA U cTeneHn yanobcTea ANA KOHKPETHOro 3auHTepecoBaHHOro nuua.

CnepoBartenbHo, Npouecchl U cTaHgapThl, UCNOMb3yeMble Anst hopMUPOBaHUA JOBEPUS, AOSKHBI ObITb
NOHATHBI U BKMloYaTb B cebs onpeaeneHune, c6op v NpoBepky ceuaeTenscTs gosepus. CeBuaeTenscTea gonyc-
KaeTca cobupaTb MeTogamu, NPUMEHAeMbIMA ANA pas3paboTkun, COCTaBNEHUA U NoaaepXaHus pesynbtata
nosepus.

Lienb o6ecneveHns goBepust MOXET OCHOBLIBATbCA HA OLIEHKe pucka, NoNUTUke 6e3onacHOCTU UK Npo-
dhune 3awmThl (CM. Tarke npunoxeHue E).

Ans xapaktepuctukun gosepus «uenb obecneveHnsa goBepusi» cpaBHeHWe AaeT OTBEThI Ha crefytoLme
BOMNPOCHI:

- NpegycMmaTpuBaeT Nu MeToA onpedeneHue uenu obecneveHns gosepus;

- KaKUM MeToaoM Bbina onpeaeneHa ata Uenb;

- KaK 3Ta uenb oocTuraetca?

Ecnu meTtoa He onpegenseT uenb obecneveHna gosepusa Unn ecnu ata Lesb He CooTBETCTBYeT Tpebo-
BaHWAM opraHa no obecnevyeHno AOBEPUA, TO ANA onpeaeneHnUs Lenn pekomeHayeTcs oLeHKa pyucka unm se-
pudukaunsa ob6ocHoBaHHOCTU. MpU HeoBXO0AUMOCTN pekoMeHAOoBaHHaA Lenb obecrneyeHns AoBepust MOXET
GbITb paclumpeHa s oTpakeHUs NPakTUYeCckon 4esATeNbHOCTU B MPOMBILUNIEHHOCTU U yrpaBneHun.

MpumevwaHnwns

1 Cawma no cebe oLeHka pucka MOXET ObITb rapaHTUPOBaHa, HaNPUMep, OUEHKON NepcoHarna, NpoBOASILLIErO OLIEHKY
pucka Ha OCHOBE CBOETO OrbITa, 1o YPOBHSA NOArOTOBKM U/MNW Apyrux hakTopos, Hanpumep, MecTa, rae nepcoHarn npoxo-
AWn NOAroTOBKY.
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Llenb o6ecneveHnn aoBepua MOXET onpeaensiTb XapakTepUCTUKKM, KOTOPbIMK AomkeH o6naaate npeanonaraemoiv
meTog obecneveHns gosepus, W/nnu cnocob npeacTaBneHnst AOBEPUs], TaKMM 06pa3OoM YMEHbLAs YNUCIIO METOAO0B, KOTO-
PbIMWU MOXHO MOSyYnTb AOBEPHE.

2 CooTBETCTBYIOLWME KOHLENUMN U NPOLIECCHI BbIPaXXEHb! B CYLLECTBYIOLMUX CTAHAAPTAX N TEXHUHECKUX OTHETAX MO
6esonacHocTn UT, Takmx, Hanpumep, kak MCO/MIK 13335, ICO/M3IK 27002, UICO/M3IK 21827 n UCO/M3K 15408.

5.4.2 LleneBan ayauropus

HacToswuin ctaHaapT agantTupoBaH And npefocTaBneHus pyKoBOACTBA MO TPeM TUMUYHBIM CUTYaLUsam
B COOTBETCTBUM C pasaenom 6. 3Ta xapakrepucTuka AOBEpUsl UMeeT crieytolune KaTeropum:

- noBepue K paspaboTke: paspaboTtka npoaykTos UKT, HanpumMep, B o6nactu 6esonacHocTy;

- AoBepue K MHTerpauun: 3akynka npoaykros U UX koMmrnoHoBka B cuctemy UKT, Hanpumep, B cooTBe-
TCTBUM C onpeaeneHHon NoNnTUkoin 6esonacHoCTy;

- foBepue K MYHKUMOHUPOBAHUIO CUCTEMBI MH(POPMALIMOHHBIX U KOMMYHUKALMOHHBIX TEXHOMNOTWNIA, Ha-
npvMep, B COOTBETCTBUM C NONUTUKOA He30MacHOCTU faHHOW opraH13aLnu.

Kpome Toro, cpaBHeHMe MOXET AaTb OTBET Ha cneyowme BOnpochl:

- N1 KaKMX KOMMaHWA npegHasHavyeH meTof;

- ONA KakuxX poriei B paMmkax opraHvsauum npegHasHauyeHo coaepXumoe;

- HACKOMNbKO MEeToA NMPUMEHUM K OBLLENPUHATBEIM CTPYKTYpam npeanpusaTuin?

5.4.3 XapaKkTepuUCTUKMU

Moaxoa k obecneyeHnio Aosepusi, onpegeneHue kotopomy npuesegeHo 8 MCO/MOK TO 15443-1 un
NCO/M3K TO 15443-2, paccmaTprBaeTcs U pasbsicHsIeTcs B 6.1 HacTosiWero ctaHaapTa.

Kpome Toro, cpaBHeHWe MOXeT AaTb OTBEThI Ha criefylowme Bonpochl:

- HacKonNbKo MeTod NPYMEeHUM K OBLLENPUHATBLIM CTPYKTYpam NpeanpusaTui;

- KaKOBO HasHaueHWe paccMaTpMBaeMoro MeToaa;

- Kakne MeToAoNormyeckme anemMeHTbl OH CoaepKuT?

MpumedyaHue— Oblee pykOBOACTEO MO BbIGOPY Npremnemoro noaxoaa k obecneveHunio goeepus onsi 4oc-
TUXXEHMWS KOHKPETHOW Lienu no obecneveHunto gosepusi cm. B 5.1.

5.4.4 Pa3HOCTOPOHHOCTb

Bo3MOXXHOCTb NMOBTOPHOrO UCMOSL3OBAHWUA YacTel npoueaypbl OLEeHKU No3BomnseT aMopTU3MpoBaTb
CTOMMOCTb paboT, BbIMNOMHEHHbBIX B OTHOLLEHWUW Kakoro-nvbo npoAaykTa, Hanpumep, 6yayliero oueHuBaHus. B
0coBblIX crnyvyasix CTOMMOCTb paboT criegyeT aMopTUSMPOBaTh C MOMOLLBIO, HaNpPUMep, cneunanbHoi Bepcum
npoaykTa B OTNINYME OT CEMENCTBA CYLLEeCTBYIOLUX Unn 6yaymx obLekToB.

Kpome Toro, cpaBHeHWe MOXET AaTb OTBET Ha cnefyowme BOnpochl:

- KakoBa B3aMMOCBS3b Mexay 06beMoM paboT 1 CTOUMOCTLIO MPUMEHEHNS;

- KAKOW BEMUYUHOM 1 CNIOXKHOCTLIO Uccneayemoro obbekra MoXHO onepupoBaThb;

- MOXHO J1 3TO KOHTPONMMPOBaTb NyTEM NPUMEHEHMUS PasHbIX cTeneHen getanMsauun?

5.4.5 CBoeBpeMeHHOCTb

Kpome Toro, cpaBHeHWe MOXeT AaTb OTBET Ha crneaytolme Bonpoch!:

- OTpaxaeT M HacTosILas Bepcust MeToa HOBEMLLIME TEXHOMOruu;

- kak obecneunBaeTcs B criydae HeobxoaAMMOCTU perynsipHoe obHoBNeHWe MeToaa;

- 4YTO Takoe pPbIHOYHOE NPU3HAHWE U KaKOBbI €ro ABWKYLLUUE CUITbI?

5.4.6 3aBeplUeHHOCTb

Kpome Toro, cpaBHeH/We MOXeT AaTb OTBET Ha crneaylowme Bonpoch!:

- 06pasyoT N KPUTEPUU NO OCHOBHOMY BOMNPOCY 3aKPbIThIA UCHEPNBIBAIOLWNIA KaTanor 31eMeHToB Unu
0XBaTbIBaKOT TOMbLKO BbiBpaHHbLIe acnekThl;

- ONA Kakoro ypoBHsi 6e30nacHOCTM aganTupoBaH perieBaHTHLIN KaTarnor COOTBETCTBYOLMX KPUTEPUEB;

- paccMaTpusaeT N1 MmeToa Lienn 6€30NacHOCTU TOMbKO C MOMOLLILIO NOMHOIO MCHepnbIBaloLLero katano-
ra arieMeHTOB UN 0XBayeHbl TOSNbKO BblIGpaHHbIE acneKThl;

- Ansl Kakoro ypoBHsi 6ezonacHocTn aganTuposaH Metoa?

5.4.7 U3pepxku npu BHegpeHMn/o6beM paboT no BHegpeHUIO

Kpome Toro, cpaBHeHWe MOXKET AaTb OTBET Ha crnegylolme BOmnpoch!:

- Yyero Hago XaaTb B OTHOLWEHUN 0b6bema paboT n u3gepXek Npu NPUMEHEHNU AaHHON CUCTEMBI KpUTe-
pueB 6e3sonacHocTU UT K TUNUYHBIM cueHapusM?

XapakrepucTukin aoeepus ABAA0TCS hakTUHEeCKUM UCTOYHUKOM J0BEPUA U MOTYT UMeTb COOTBETCTBYIO-
LI CUCTeMY MokasaTenen. XapakTepucTuki AoOBepUs BKIOHaloT B cebsi CTOUMOCTb U pasnnyHbIE KaYeCTBEH-
Hble acneKTbl, TakMe, HanpuMep, Kak CTPOrocTb, HAAEXHOCTb, BOCMPOU3BOAUMOCTb, 3PEKTUBHOCTL U T. 4.;
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- Kako meToa ofecrieveHnst JOBEPUSI ABMSIETCA NPaBUnbHBIM ANA UMetoLleicst npobnemsl 40BEpUs 1
KaK ero npumeHsATb? [Ns oTBETa Ha 3TOT BOMPOC HAAo MOHATL NpeuMyllecTsa MeToaos ofecnedeHns aose-
puUs, MCxoas U3 O0Bepus, NPUMOBPETeHHOro STUMU MeTodaMm Hapsaay CO CBA3aHHBIMU C HAMWU U3AEpXKaMU.
JpyruMun cnosamu, CBOWCTBa A0BEPUSI, COAENCTBYHOLLIME OMPEAENEHIO Ero 3HAYMMOCTH, A0MKHLI USMEPATLCS
1 cpaBHUBATLCA Nochne UaeHTUMUKaLUA ansTepHaTUB.

OueHka ABNsAeTca AOMNOMHEHWEM A0BepUs, AN NoSTydeHus koToporo TpeGyoTes AoNoNHUTeNbLHOE Bpe-
M#, MepcoHan 1 3HauuTeNbHbIe PacXoabl.

Takum o6pasom, opraHy no obecrneyeHno oBepus cneayeT fnorudecki o60cHoBaTh LienecooBpasHocTb
UCMOMNb30BaHNS TAKON OLLeHKN.

[oBepue CRYXXUT NPUUIMHON U3OEPXKEK, U MOSTOMY MX BEMUYMHA MOXeT BbiTb ocriopeHa.

Mpu onpeaeneHnM CTOMMOCTU KOHKPETHOro noaxoda K o6ecreveHunto JoBepus BaXKHO YUUTbIBATL KOH-
KpeTHOe OKpYKeHWe, B KOTOPOM AeicTByeT opraH obecneyeHuns Aosepus. CTOUMOCTL onpeaensieTcs KoHKpeT-
HbIMM TpeGoBaHMAMU opraHa obecnedyeHWss OOBepus, ANl KOTOPOro oHa onpegenseTcs, W OoOkKHa
COOTBETCTBOBATbL MOTPEBHOCTAM foBepUsl, yaenas ocoboe BHUMaHWe KOHeYHOMY MoMb3oBaTento AoBepus.

Mpu HanMuMM anbTepHaTUB 4OBEPUS HAAo onpeaeniuTb OTHOCUTENbHYH CTOMMOCTL MeTodoB obecrneve-
HUA JoBepUs.

MonuTuka GesonacHoCT UNK KyNbTypa opraHnsaLmMm MoXeT onpeaensats gopMy aosepus. dopma go-
BepMst MOXeT BbITb NPOAMKTOBaHa CYMMOW, KOTOPYIO OpraHv3aLus roToea 3annaTtuTb, U KakUMU-TO ApYriMm
3HAYUMBIMU KPUTEPUAMM, HAMPUMEP, NONMTUYECKUM YKa30M UMW 3aKoHoAaTeNLCTBOM. Kputepumn npeaHasHa-
YeHbl 4715 NOMyYeHUs JaHHBIX O TOM, MOYeMy Monb3oBaTeb roTOB 3annaTiTL 3a 4oBepue U NPUMEHUTENLHO K
YyeMy opraHu3aLIMa HamepeHa okasaTb AOBepue, KOTOPOe OHa onMadMBaerT.

MpunmedyaHue—Tlpy paccMOTPEHUM METOAO0B 0becneqeHnsi JOBEPUS NEPBLIM WAromMm MOXET cTaTb onpeae-
TIEHWE NPUYMHBI FOTOBHOCTM NOMNb30BaTENS 3annaTuTh 3a ZoBepue U TO, ANs KaKoW Lenn OH HAaMepeBaeTCs NPUMEHNUTDb 3TO
Josepue. OnpegerneHye NPUHMHbI FTOTOBHOCTU MONb30BaTENs 3annaTuTb 3a 4OBEPUE MOXET NOCNYXUTb NPUUMHON OTKa3a
OT OpYrMX MeToaoB 0GecrneveHnsl JOBEPWs, a TaKke B 3HAYUTENBHOW CTENEHW BO3AEWCTBOBATL HA [OCTMXKEHME Lienen
obecneyveHnsi goBepus.

5.4.8 MNMoanepxka UHCTPYMeHTaNlbHbIMU CpeaACcTBaMU

CpaBHeHWe MOXeT AaTb OTBET Ha BONPOC:

CYLUECTBYIOT NN Kakue-rinbo MHCTPYMEHTBI MoAAEPXKU NOMb3oBaTens nNpu NpUMeHeHn paccmaTpusae-
Moro metoaa?

5.4.9 Cdpepa penicteuna kpuntorpacpum

CpaBHeHWe MOXeT AaTb OTBET Ha BOMPOC:

COAEePXUT N paccmaTtpusaemasi cuctema kputepues 6esonacHocTv UT kakue-nmbo NonoxxeHUs unm py-
KOBOACTBO NO KpunTorpacduydeckum npoLeaypam unm anroputmam?

5.4.10 OueHka u cepTudpukayun

Ewe Gonbluee ysenuueHve gosepust gocTuraeTcs Npu onpegeneHny nunu ceptudmkaumnmn oLeHku pe-
3ynbTata AOBepUA Mo Kakon-nmbo NpusHaHHON cxeme cepTudukauum.

CpaBHeHWe 3ToW xapaKTepUCTUKA AOBEPUSi MOXKET AaTb OTBET Ha crnefytoLme BOnpochi:

- CylLeCTBYET NN AnNA MeToaa kBanudukaumMoHHas uunu ceptudunkaLMoHHas cuctema,

- NoAXoAMT N MeToA ANA NPOAYKTOB UM UTOFOBLIX PELLEHWIA;

- fonaralTcA N1 Ha He3aBUCUMBbIX OLIEHLLMKOB NpU BbiAade cepTudukaTos, Unu ceptudukaums obecne-
ynBaeTcs cCneunannM3MpoBaHHbIM OpraHOM UMK opraHusaLuei;

- MOANIEXUT NN caM opraH no cepTuduKaLMm oLeHke 1 atTecTaumm? KakoBbl NpaBunia aTrectauuu;

- UMeloTCA N CornalleHns O B3aUMHOM NMPU3HaHUKM cepTUUKaToB;

- KaKOBO BO3AENCTBME YCNELWHOro oLeHUBaHUa cepTudukaumm, To ecTb KakoBa NoTeHuuanbHas Bo3-
MOXHOCTb YAOBMETBOPEHUS TpeboBaHUAM 3aKasumka Uv agMUHUCTpaLUuK;

- KakoBa 3pefioCTb CXembl?

[MpumedyaHune—Mertoas obecneveHnsi LOBEPUsI CO CBSI3AHHLIMU C HUMM CXeMaMun cepTudmKaumMm NnpeacTas-
NeHbl B NPUIOXeHUN A,

5.4.11 HapexHocTb U NpU3HaHUue

HapexHocTb MeToaa obecneveHus AOBEPUS U, BOSMOXHO, CBSA3aHHasA C HUM cXeMa cepTuduKaLmm oka-
3blBaIOT CUMNbHOE BAUAHUE Ha NPUHATUE pe3ynbTaTa ero NPUMEHEHUs1 NoNb3oBaTenem.

HagexHocTb MeToga obecneveHuns 4oBepus onpeaensieTca ero M3BECTHOCTLIO Ha PhIHKE, NOAAEPIKKOM
3acnyXusarollein AoBepUs opraHnsauuei, NpUHATUEM NMPaBUTENLCTBOM UM NOAAEPXKKOW C €ro CTOPOHDI.

Ans rmo6anbHeIX Nonb3osaTenei NpU3HaH1e AOMKHO GbiTb NOMYYEHO HA MEXAYHapOAHOM YPOBHeE.
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6 PykoBoactBO

Ona noboro addekTuBHOro pykoBoAcTea TpebytoTca 0606LeHre, ynpoleHne U cocpegoToYeHHOCTb.
[ns yMeHbLIeHns Yyucna MeToaoB, CPaBHUBAEMbIX CO 3HAYUMBIMU U NPUEMIEMbIMU METOAAMM, aHANU3NPY-
OTCA TPU TUMUYHBIE CUTYaLMK. DTN CUTYauUMK HasbIBaloTCs «NpobneMbl obecneveHnsa goBepusa» 1 onpeaens-
I0TCA cnepyowmm obpasom:

- noBepue K paspaboTke — paspaboTtka npogykTtoB UKT 0bbIuHO ¢ yueToMm Lenel 6esonacHocTu;

- AoBepue K UHTerpaLmmn — 3akyrnka U KOMMOHOBKa NPOAYKTOB B cUCTeMY MH(POPMALIMOHHBIX U KOMMYHW-
KaLMOHHBIX TEXHOMNOIMIA 0BbIYHO AN AOCTWMXKEHUS Lieneid nu nonutukn 6esonacHocTu;

- poBepue K thyHkumoHupoBaHuo cuctemsl KT B coOTBETCTBUM € NONUTUKOK Ge3onacHOCTU AaHHOW
opraHusauuu.

Kaxxgas npobnema nmeet cBoM 0COBEHHOCTU U OTIIUYMSL.

KoHuenuuio npobnembl obecneyeHusi 4OBEPUsi MOXHO Nerko NpeAcTaBUTb HarnsaHo, UCNOMb3ya KOH-
Lenummn XXU3HEeHHOTo LUMKa W noaxoaa k obecneveHunto aosepust, paspabotaHHble B UCO/M3K TO 15443-1,
HanosnHeHHble coaepxxaHuem B UCO/MIK TO 15443-2 n gononHeHHbIe aTanoM KoHuenuus/cneundukaums B
COOTBETCTBUM C 4.2.3 HacTosILero ctaHaapTa.

3HaHue paznnuiHbIX MeToaoB obecneyeHns JOBEPUS U NOAXOA0B K HUM MO3BoMsieT opraHy obecneveHus
[oBepna onpeaensTb MeTOAbl, COOTBETCTBYoWME 6usHec-TpeboBaHuam v npobneme o6ecneveHnsa gosepus.
BaxxHbIM acriekTom, KOTOpbIA criegyeT UMeThb B BUAY, SBMSIETCA KOHeYHas Lenb obecrneveHna goBepust: Nony-
YeHue YBepEeHHOCTU 3anHTepeCcoBaHHbIX CTOPOH HE3aBUCUMO OT NPUMEHAEMOoro(biX) MeTona(os).

Beuay cnoxHocTn TpebosaHuin 6e3onacHoCTU, pazHoobpa3ns MeTooB obecneyeHns gosepus U pasznu-
4nMA MeXQy pecypcamu 1 KynbTypamu opraHusauuid pekoMeHaauusl, npuBefeHHas B HacToAWEM cTaHaapTe,
OyOeT HOCUTb KaueCcTBEHHbIA N 060BLLEHHbIA XapaKTep.

B HacTosIlweM cTaHgapTe pyKOBOACTBO COCPEAOTOUEHO Ha HECKOMbKUX METOoAaX, UCNbITAHHBIX U NoBCe-
MECTHO NPUHATLIX A5 3TUX TPEX cUTyauuin ¢ obecrnevyeHMem oBepusl.

oGecanTeaquml - n P n“ na

AoBepUs
KoHughuus - Mpoextnpo- WnTerpaumn / B DyHKUMOHN-
Moaxoa cneuytukauus BaHue — B 3IKCnyya- posaHue
K obecneueHuio pa3spa6or! / Taum
AOBepUs
! \
OBbekt Meton Meton obecrieveHuyy
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wnu yenyra) l MeTtoa osecnequ? Aosepys A T
noeepus | | |
eton —
Médron o6edneyeHns Mertop
oBecnbuenms nodepun D oGecneueHus
Mpouecc noBebusi C Aoeepusi E
MeTtopa ofecneveHusa
noeepust F —
Cpena eTon Mer
(nepcoHan obgcneqerns oGecneqogHm
WNK OpraHu3aLus) Bepust G nosepusi H /

PucyHok 5 — Obecneuenmne nosepus
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6.1 NoBepue k paspaboTtke (OP)

[P MoXeT npumeHsATLCA BO BpeMsa pas3paboTkv npodykra, CUCTeMbl UNK yeryrn. TeopeTudecku paspa-
6oTKa:

- HAYMHAETCS C KOHLENLUmu;

- pasBMBaeT KOHLIeNUMIo B cneuundukaluio, KotTopas 3aTeM MaTepuanqsyeTcs B npolecc paspaboTky;

- 3aBepluaeTcs NonyvyeHMem npogykta ¢ 3agaHHbIM1 TpeboBaHUAM, YCNeLHOW AeMOoHCcTpaumen sagaH-
HbIX XapakTepucTuK NpodykTa Unn sanugaumnen ero CBOMCTB B LieNneBoi cpeje.

TpeGoBaHua goBepust MOryT cneuudmLmMpoBaTbes, a MeToabl obecneveHns gosepust — BeIGUpPaTLCs U
NMPUMEHSAITLCS B COOTBETCTBUN ¢ TpebosaHusmu [P.

6.1.1 Llenb o6ecneveHnsa noeepus

Llenb obecneveHns goBepust Hago onpedensaTb Tak, Kak nokasaHo Ha npumMepe B npunoxeHun E. B ka-
YyecTBe anbTepHaTMBbl MeTodbl 0becnedYeHns JoBepUst MOXHO BblBupaTb — komMBuHMpoBaTh Ans obecneve-
HMS 3Tana KoHLEeNUUn ¢ y4eToM onpeaeneHns Lenei 6e3onacHoCT ¢ HEOBX0AUMbBIM YTOUYHEHUEM.

Ons OP uensmn 6esonacHoCT MOryT BbiTb:

a) Ans oTAenbHOro Npodykra — nonuTrka 6esonacHocTy;

b) ans cepuitHoro npoaykra — oblme uenm 6e3onacHoCTU, NMPUHATLIE B LIESIEBOM KOJIIEKTUBE NOfb30-
BaTenen.

6.1.2 CyuwecTBylowme MeToabl

HekoTopble cywecTBytowme MeTogbl obecnedeHus gosepus Ans [P B 06Lmx yepTax npusegeHbl B Npu-
noxeHun A.2. [Jpyrme meToabl obecrniedeHns [oBepusi MOXHO BblbpaTb B COOTBETCTBUM C
NCO/MOBK TO 15443-2.

MeToabl, NpuBeaeHHble B NpuioxkeHun A.2 HacTosilero craHgapTta, npuBefieHbl B COOTBETCTBUM C
MCO/M3K 15408, MICO/M3K 19790, NCO/M3IK 21827, UCO/M3K 27001 n MCO 9000. OcHoBHbIe acnekThbl
3TUX MeTOAOB NMpuBeAeHbl B NpunoxeHun B HacToswero ctaHaapTa.

6.1.3 OcHOBHbI€e acneKTbl

Mpun BbIcOKNX TpeboBaHMsAX goBepust k 6e3oMacHOCTU HeOBXOOUMO OLEHUBaTb CTOMKOCTb U KOppeK-
THOCTb (PyHKLMI BGesonacHocTu. B aTom cnyyae BblibpaHHbI MeToa obecneveHuss 4oBepust AOSKEH coaep-
XaTb (CcblNaTbCA Ha HUX MMM OOMOMHATHCA UMKM) Npoueaypbl oueHKWn, obecnevuBarowme CTOMKOCTb W
KOPPEKTHOCTb thyHKLMIA BesonacHOCTW.

6.1.3.1 Bepudumkaums cToikoctu

Bepudukaums ctoikocTu sinsieTcs obecneyeHneM NPOTUBOCTOSAHNUA TakUX KPUTUMECKUX MEXaHWU3MOB,
Kak WwudpoBaHue, XaWnpoBaHue, anropuTMel napornein NPoTUBOAENCTBUA aTakam, B 0COBEHHOCTU rpybbim
aTakam.

6.1.3.2 BepudpukaLmsa koppeKTHOCTH

Llenbto BepuduKaLm koppekTHOCTU ABMAeTcs obecrnevyeHne NPaBUIIbHOCTA BbIMOIHEHUS 3TanoB Npo-
Liecca paspaboTku oT dyHKLMOHabHBIX TPeBOoBaHMn A0 aKennyaTauumM cucteMbl. CnegosaTenbHo, Bepudu-
KaLus KOPPEKTHOCTM OTHOCUTCS K OLIEHKE COrnacoBaHUA HWXKHEro YpOBHSI MPOEKTUPOBaHWUs (BKITo4vast
BHegpeHue) c 6oree BbICOKMMU YPOBHAMU. DTN AeNCTBUS He CBSA3aHbI C yrpo3amu UK LiensiMmn 6e3onacHocTu,
a TOMbKO C AOIMKHbIM MpoBedeHWeM pas3paboTkn. OHW TeCHO cBs3aHbl C Bepudukaumein kadyecTsa Unu
dyHKUMeh oBecrneyeHns 4OBEPUS K Ka4eCTBY.

Bepudukaums KoppeKTHOCTU ABMAETCHA NPoLeccoM NOATBEPKAEHNSI COOTBETCTBUA CUCTEMbI cneLuncu-
KaLm 1 MpoeKTa HUKHEro YPOBHS, U COOTBETCTBUSA cneLmdukanm 6onee BLICOKMM YPOBHSIM NpoekTa. JTa Be-
pudukauma nogpasymeBaeT MpoBepKy cooTBeTcTBMA TpeboBaHuii K cucTeme cneumdmKkaLin, NOCKOMNbKY
TpeboBaHua cdhopMynMpoBaHbl CrnocoboMm, NO3BOMALMM NPOBOANTL NPAMYIO NPOBEPKY COOTBETCTBUA Cre-
undrkauun. Bepudurkaunsi KOPPEKTHOCTY Takke BkItoYaeT B cebsi MeToauKky UCTbITaHWin Hapsay ¢ Hedop-
ManeHbIM W1 opManbHbIM  KOHCTPYKTOPCKAM aHanmMsoM U cpeactsamu Bepudpmkaumm. CTporocTtb
BepudmMKaLmmM KOPPEKTHOCTA 3aBUCUT OT TOYHOTO U OAHO3HAYHOrO NPEACTaBAEHUS Pa3NNYHbIX YPOBHEN Npo-
eKkTupoBaHus. [na popmarnbHbIX METOAOB aHanmaa 1 Bepudukalmn Npu npeacTasneHnn npoekra TpebyroTces
6onee BbICOKME YPOBHWU TOYHOCTW, YTO OFrpaHUYMBaAET YNCIC METOAOB, KOTOPLIE MOTYT UCMONbL30BaTLCA AN
onucaHus npoekTa. MNMpoeKkT He AomkeH BbiTb HeonpeaeneHHbIM, B 0COBEHHOCTU MPU BLICOKMX CTeneHsX
(YPOBHSX) YBEPEHHOCTN B NPaBUMbHOCTN CUCTEMBI.

6.2 JoBepue k uHTerpauum (QN)
AW MoXeT NPUMEHATBCA NPU UHTErPaLn HECKOIbKMX NPOAYKTOB, 06LIYHO MHOMMX NMPOAYKTOB pas/iM4Ho-
ro NPOVCXOXAEHUS U C pasHbIMK pesyrbTaTamun AOBEpUs, B CUCTEMY.
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MHorune npoayKkThl NpeacTaBnsioT coboi roTOBYO 1 NPOBEPEHHYI0 KOMMepYecky NPOAYKLUMIo C pesynb-
Tatamy OOBEPUs, HO YacTo 3TWU peaynbTaTbl He AOCTYMHbI MO 3anpocy none3osatens. CrnegosaTenbHo, B
GoNbWNHCTBE Cry4YaeB NoNb3oBaTeNo Kak nocnegHen MHeTaHuMn obecnedeHns 4oBepus K passopadvsae-
MOI cUCTeme NPUXOAUTCA UMETL Aerio CO CIOXKHOWN cUTyaLuen B OTHOLLEHUN obecrneveHnem JoBepus.

UHTerpaTop kommepYeckol cuctembl, paspabaTtbiBaloLLmi Kakyo-nubo cuctemy, oObIYHO NOCTaBMSAET U,
cnepoBaTenbHO, yHYUTLIBAET TONbKO YacTb PasBepHYTON CUCTEMDI, U CrieoBaTerbHO, Nnepe HUM CTOUT MeHee
CNoXHana 3agaya, ecnu ToMbKO OH He OTBeYaeT 3a CUCTEMY B LIESIOM.

O6bIMHO ANA CNOXHBIX CUTYaUUA, CBA3AHHBIX C UHTerpauuen, TpebyloTca AoNONHUTENBbHBIE NPOAYKTHI
nnu Mepbl 6€30MacHOCTU, UTO MOXeT co3aaTb Aeduumnt gosepus. dednumnt gosepusa HeobxoanMMo 3anonHUTb
Ans Toro, Ytobbl 4OCTUIHYTL YCTAHOBIIEHHBIX Lienei 6e3onacHoCTu.

Ona nonyyeHua HeobxoAMMON yBepeHHOCTW MoxeT noTpebosaTbcs Banuaauua abcTpakTHoro wunu
CMOXHOro (KOMMSIEKCHOro) pesynbTarta AoBepust B AENCTBUN.

Mpumeyvanne—BUCO/MIK TO 15443 He oxBaueHbl acneKTbl CNOCOBHOCTU CUCTEMbI K KOMNOHOBKE U A0OBE-
pYsa K HEN — faxe ecnu Kaxaas NoacucTeMa B OTAENbHOCTU COOTBETCTBYET CBOMM (DYHKUMOHANbHLIM TPeGoBaHWAM 1
TpeboBaHusamM 6esonacHocTH, 06LWan cocTaBHas cUCTEMA MOXET He PYHKLMOHUPOBATL AOMKHbIM 06pa3om u He GbiTb 6ea-
onacHoin. ACnekT AoBepusa K CNOCOGHOCTM CUCTEMBI K KOMMOHOBKE MOXET NoABepratbCs AoNONHUTENbHOMY CUCTEMHOMY
TeCTy 1 Banuaaumm.

6.2.1 Llenb o6ecneyeHun goBepus

Uenb AN pomkHa onpeaenAatbes B COOTBETCTBUM C NpunoxeHuem E. Liensamu AU asnatoTes:

- AN oTAENbHOW cUcTEMbl — nonuTUka 6e3onacHOCTU cucTeMbl UN NPotunb 3awnThl;

- AnNSA cepuiiHbiX cucteM — o6wme Lenu 6e3onacHoOCTU, NPUHATEIE B LENEBOM KOMMEKTUBE Nonb3oBaTe-
nen;

- Ans o4eHb CNOXHOW NoMb30BaTeNbCKON CUCTEMbl — paHee CyLLecTBOBaBLLas NoNnTUMka 6esonacHocTn
opraHumsauuu.

B kayecTBe anbTepHaTUBLI UMetoLMecs MeToabl MOTYT BbIGMPaTbCH/KOMBUHUPOBATLCA B UHTepecax
onpegenexus Lenein 6esonacHoctv iU ¢ HeoBXxoAUMBIM YTOUYHEHUEM.

6.2.2 CyuwecTBylowue MeToAabl

HekoTopble cywecTsyowme Metoabl obecnederHunst AU B obLMX YepTax M3noXKeHbl B NPUoxeHun A.
Opyrue metoabl gonyckaeTcs Bulbpath B cooTBeTCcTBUM ¢ MCO/MOBK TO 15443-2.

MeToabl, NpeacTaBneHHble B NpunoxeHun A, B3saTol n3 MCO/M3K 21827 n UCO 9000.

MpwumMeyaHue—KnepeyHio cywecTByowmx meToaos obecnevenusi iU moxHo gobaente MCO/M3K 19791, B
KOTOPOM COOTBETCTBYIOLLEE PYKOBOACTBO HE MPeACTaBMNEHO.

6.2.3 OcHOBHble BoNpocChl

6.2.3.1 MNpumeHeHne KOMBUHaLMM TEPMUHOB

Ons nonydeHus pesynbTaTa, COOTBETCTBYOLIEro Lienn obecnedeHns oBepus, Ucxoas us coobpaxeHuin
MONHOTBI (3aBepLUEHHOCTM) NPOAYKTa UHTerpaTtopy KOMMePYeCKMX KOMMIIEKCHBIX NPOAYKTOB MOryT noTpebo-
BaTbCsl HECKONbKO MeToAoB obecneyeHns AoBepuUs.

O6bluHO MHTEerpaTop cBoboAeH B BbIBOpe KOHKpeTHbIX MeToAoB obecneyveHna aosepus. Tekyuine u 6y-
Aylwne pacxogbl Ha co3gaHne NPoAyKTa BAUSIOT Ha 3TOT BbIOOP Hapsidy € OXUAAHUAMM 3aKa3umka U PbIHOYHbI-
MU hakTopamu.

Bbibop MeTOA0B MOXET OCHOBBLIBATLCA Ha aHanae CBOMCTB METOAOB obecneyeHus 4oBepuysi B TOM BUAe,
B kakoM oHu npefcTarneHbl B MICO/MOK TO 15443-2. Llenbio HacTosilero ctaHgapTa ABMsSeTcs cpaBHeHue
OCHOBHBIX NPU3HAKOB MeToAa (apryMeHTbl «3a» U «MPOTUB») ANs BLINONHEeHUs TpeGoBaHuiA uHTerpaTopa.

Crparterus dpopmnpoBaHis KoMbUHUpoBaHHOrO MeToAa obecneveHns AoBepua NpeacTasfeHa Ha Npu-
Mepe U3yveHUs1 KOHKPETHOro ciyyas, NnpuseAeHHoro B npunoxexun D.1.

6.2.3.2 Wcnonb3oBaHWe pasHbiX pe3ynbTaToB A0BEpUs

IW Bcerga nogpasymeBaeT MHTErpaLmio HECKOSIbKUX (0BbIMHO MHOMMX) NPOAYKTOB B KaYecTBe KOMMO-
HEHTOB B 3aBepLUEHHY0 paboTocrnocobHyo Wnnu passopavnBaemyto cUCTEMY BMecTe ¢ nakeToM TpebosaHui
[oBepus A1 3TON CUCTEMBI.

[nga co3gaHus Takoro naketa uHTerpaTopy cnegyert:

- CKOMMUITMPOBATL paHee cyllecTBoBaBLIee foBepue MAEHTUYHbIX UK aHaNOrUYHBbIX

MeToA0B obecneyeHus U3 pasfnuiHbIX UCTOYHUKOB;

- NnpeobpasoBaTtb U rapMOHU3NPOBaTb AOBEpUE, MOMYYEeHHOEe pasnMYHbIMKU MeTodamu;

- MHTeprpeTUpoBaTb HeonpeaeneHHble pesynbTaTbl 4OBepUs;
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- no6aBuTL HecylecTByoLee AOBepUE;

- 06beANHUTL BCe BbllLEyKasaHHoe.

Pesynbtathl AoBEpPUA HEOOXOAMMO NepecMaTpuBaTb B KOHTEKCTE CUTyaLun, Anst KoTopon Bbinu ycta-
HoBneHbl Lienu 6e3onacHOCTU 1 6bINo NpoBeAeHo nocneayollee oLeHNBaHWe AOBEpUs.

MoxeT notpeboBaTtbcs chopmmpoBaHUe orpaHUdeHnin Ana u3bexaHust HenpegHamepeHHOro UCNosb3o-
BaHWA 4oBepua ANa HenpeayCMOTPEHHbIX Lenei.

KoHeuHbIM pesynbTaTom aoBepust AomkHa GbiTb YBEPEHHOCTb B TOM, YTO «cucTeMa 6esonacHay ana
NpUMeHeHUs B paccMaTpuBaeMon cuTyauuu.

6.2.3.3 CpaBHeHue 1 uHTerpaums Aosepus

Bbicokas cTeneHb yBEPEHHOCTU KaK pesynbTaT MHTErpUpOBaHHOMO AOBEPUS K CUCTEME TECHO CBA3aHa C
XOPOLWWUM 3HaHWEM OCHOBHOTO Mpolecca obecneveHnsa AOBEPUS, KXKA0ro OTAeNbHOro KOMNOHEHTa A0BEPUS
ncxoas us:

- BXOAHbBIX AaHHbIX, NPUBOAALLMX K obecneyeHno oBepusi;

- niormyeckoro 060CcHOBaHNA U KOHLIENLMN COOTBETCTBYOWEro MeToga obecneveHua QoBepus;

- 0bbeAMHeHHOro pesynbTarta A4OBepUs.

MeHbLuas cTeneHb yBepeHHOCTHU NofyyaeTca Npu CpaBHEeHUN pe3ynbTaToB A0OBEPUS NyTEM OLEeHUBAHWUA
TONbKO BXOAHBIX A4aHHbIX U NOCNEAYIOMX BbIXOAHBIX AaHHbIX, CYATAA KAXKAbIA METOL «4YEePHBIM ALLNKOMY.

HaunmeHblwasn cteneHb yBEPEHHOCTU MOXeT ObiTb MoNydYeHa ¢ y4eTOM TOMbKO pe3ynbTaToB AOBepus.
OpHako Takasi cTeneHb YBePeHHOCTU MOXET ObiTb eAUHCTBEHHBIM BbIBOPOM, AOCTYNHBIM ANA HeBoNbLIMX
opraHusaumin Unu NPUMeHAEMbIM B CUCTEMAaX C HEe3HAYUUTENbHBIMU aKTUBaMN C HU3KOW CTeneHbio pucka.

6.2.3.4 CpaBHeHue pesynbLTaToB AOBEPUA

Mockonbky 60NLWNHCTBO pe3ynbTaToB A0BEPUA He MOTYT BbITb CpaBHUMbI HENOCPEACTBEHHO, OHU 40N-
XHbI GbITb YNOPSAAOYEHbI.

MeToabl obecneveHusa QoBepust, a Taioke CBA3aHHbIE C HUMW pe3ynbTaThl 4oBepusa MoryT 6biTb Bonee
1AM MeHee CTPOrNMMU:

- cTporue (ToyHble) MeToabl obecneyeHns AoBepUs OCHOBAHbI Ha KOHKPETHOW MeTOA0S0MU, YTO NPUBO-
OUT K n3amepsieMbIM 1 BOCNPON3BOAUMBIM pe3yfibTaTaM, AaXe eCliv OHU ABAATCA 3MIUPUYHBIMU U YHUKanNb-
HbIMW AN camoro MeToAa obecneyeHusa goBepus;

- AN MeHee CTporMx MetToaoBs obecneveHms 4oBepUs 0BLIMHO KOHKPETHast METOAONOMMS OTCYTCTBYET, U
NX BPSA N MOXHO BOCMPOU3BECTU C MAEHTUYHLIMU pesynbTaTamy. Takue pesynbTaThl, kak, Hanpumep, oLe-
HeHHas penyTauns opraH13aunm, MOryT CUATaTbCS «HeornpeAeneHHbIMU» U CYObeKTUBHBIMUA.

B cnyyae ¢ pesynbTaTtaMun NpUMEHEHUs TOMbKO CTPOrMX MeToAoB obecneyeHusl AoBepusi CpaBHEHUE pe-
3ynbTaToOB CBOAMUTCA K COrNacoBaHuUto LWKas. BonbwnHCTBO NoA06HbLIX METOAOB UMEIOT onpedeneHHyto oopmy
«LUKasnbl AOBEPUsA», AaxKe eClv 3Ta LWKana cogepXuT TOMbKO 04HO MOPSAKOBOE YUCIIO, TO eCTb pesysbTaT oT-
6pakoBku. [JormkHa GbITb BOIMOXHOCTb MAEHTUDMKALMW MyTEM aHanm3sa TO4YKN NepeceveHnst UM OTHOCUTENb-
HOCTWM Mexay LikanamMu CTporMx MeTodoB obecrneyveHWs OoBepust U CpaBHEHWs pesynbTaTtoB nocre
COOTBETCTBYIOLLEro CornacoBaHms Lwkar.

B cnyyae ¢ pesynbTataMmu NnpuMeHeHUsi MeHee CTPOMMX MeToaoB obecrneveHns JOBEpUs B coMeTaHUN ¢
pesynbTaTamMyi MpUMeHeHUs CTPOrMX MeTodoB obecrneveHus foBepusi obbednHeHUe pesynbTaToB MOXeT
6bITb Bonee cnoxHbiM, 6e3ycrnoBHo, 6onee NHTYUTUBHBIM, CYOBLEKTUBHBLIM U, KaK CriecTBME, MOXET CTaTb
npegmMeToM ocnapuBaHust U o6CyKaeHNs!.

6.2.3.5 dopmupoBaHne pe3ynbTaToB AOBEPUs]

Mpwn HanM4uK 3aTpyaHEHU ¢ 06beaNHEHNEM Pe3yNbTaToB A0BEPUS, B 0COBEHHOCTU pe3ynbTaToB npu-
MEHEHWUs1 MeHee CTPOrMx MeToaoB obecneyeHUss JOBEpusi, 3TM MeToabl MOXHO paLMOHanbHEIM CNOcoGOM
CKOMBUHMPOBAT.

MpYHLMN KOMBUHMPOBaHNA 3aKIoYaeTcsi B rapaHTUPOBaHUM TOro, YTO:

- cobpaHbl NoaaepxuBatoLe pesynsTaTbl AOBEPUS;

- Bce cobpaHHble pesynbTaTbl JOBEPUSI B COBOKYMHOCTM CMOCOBCTBYIOT MOMYyYEHUIO U NOBLILLEHUO Ha-
AeXHOCTU Tpebyemoro cocTaBHOro pesynbTaTta;

- fOBepU1e Cepbe3HO He yMarnsieT BKraz, BHECEHHbIN APYrMMU pesynbTaTtamn 40Bepust (MHaue Leslb KoM-
BUHNPOBaHNA CTAaHOBUTCHA HEAENCTBUTENBHOM).

MpoLecc oLeHMBaHNA 1 TECTUPOBAHWS CUCTEM MoKasaH Ha pUCyHke 6.

B cnyyasx ¢ npoTMBOpeUMBEIMI pe3ynbTaTamMmu AOBEpUs crnegyeT NpUHUMAaTL paLmoHanbHble peLleHns
06 MCnonb3oBaHNU UCTOUHMKA AoBepust. MpUHATUE Takoro pelleHust MoXeT BbiTb TPYAHO OCYLLECTBUMBIM,
ecnu Hapsigy ¢ pesynbTaToM B HEro He BKIoYeHO 060CHOBaHNE UCTIONb30BaHMA UCTOYHUKA OOBEPUS.
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KOMGMHMpOBaHMe cneayet orpaHU4MBaThb TOYHLIM UCNONB3OBAHNEM PE3YyNbTaToOB AOBEPUA NO HA3HaYe-
Huto. Takoe orpaHn4eHne OMKHO BbIThb CCbOpMyJ'II/IpOBaHO ans nsbexaHusa HenpegHaMmepeHHOro UCNosb3oBa-
HUA nakeTa Tpe5OBaHMl71 Aaosepuda no HelleneBoMy Ha3HaYeHUIO.

MNnaH oueHnBaHua
1 TECTUPOBaHMNA

GesonacHocTH
T Ynpaenexue
WUcnbitanuns TecTtupoBaHue €cTUpoBaHue KOH(Urypauuven.
NPOHUKHOBEHUEM (hyHKUMOHAMBLHOCTM KOMMNOHYEMbIX OueHKa Ka4ecTBa.
cncrem Ananus pa3pa6otiv

———~ =

Otuer
06 oueHuBaHWU
M TECTUPOBaHUN
6e3onacHoCcTU

) J

Otyer
0 cepTucukaumm

PucyHok 6 — OueHuBanmne n TectTupoBaHne cuctem

6.2.3.6 lNpoBepka AOCTOBEPHOCTU AOBEPUS

0N moxeT BKtoyaTh B cebsl JOBEPUE K NepeMELLEHUIO NMPOAYKTa MHEOPMALMOHHBIX M KOMMYHUKaLMOH-
HbIX TEXHOMOMMIA OT NOCTaBLUMKA K NONb3OBAaTENO, TO €CTb OT CTaAun paspaboTKU/MHTErpauUumn K akcnmnyaTa-
Lmn.

Llenbto AesiTenbHOCTM MO Banuaaunm A0BepUs SIBNSIETCA BhisSIBIIEHUE KpUTUYECKUx npodbnem ¢ 6esonac-
HOCTbH0, KOTOPbIE MOTYT OCTaBaThCs Mocne AeMOHCTpaLMM COOTBETCTBUSA CUCTEMBI ee cneLudukaumm.

TpeboBaHus 6e30MacHOCTM MOXHO XapaKkTepnu3oBaTb Kak BbICOKOYPOBHEBLIE LIENW, He Bceraa npeobpa-
3yeMble HenocpeacTBEHHO B TOYHbIE TEXHUYeCKNe TpeGoBaHusl, crieqoBaTesibHO, COOTBETCTBUE HEMb3sA Npo-
AEMOHCTPMPOBaTL AEACTBUSIMU BU3YyanbHOW BepuduKaLmm NpaBUiibHOCTU.

Banvaauunsa gosepus MoXeT BbiTb €AMHCTBEHHBIM CPEACTBOM AoKasaTeNbCcTBa 3hdeKTUBHOCTA hyHK-
unin obecrniedyeHns 6esonacHoOCTM U oxBaTa NoGOYHBIX 3PEKTOB CUCTEMBI, HEOXBAYEHHBIX UMM HECOOTBE-
TCTBYHOLUX aCreKToB.

Banvaauunsa gosepusa BktodaeT B cebsA OLEHKY YS3BUMOCTEN, UCMbITAHWE MPOHUKHOBEHUEM, aHanNWU3
CKPBITbIX KaHAMOB, HAAEXHOCTb aHanusa hyHkUMIA obecneyeHns 6e30nacHOCTU, aHanus 3noynoTpesneHui,
BanugaLuto AonyweHnin AedeKToB 1 UCMbITaHWE Ha MNPOYHOCTb.

6.3 OoBepue Kk akcnnyatauuu (03)

03 nmveet mecTo npwn akcnnyatauum cuctemsl UKT nnu coBokynHoctu cuctem UKT 1 akTMBHOro ynpas-
neHus 6e3onacHOCTLIO B orpeaeneHHon obLweii 6esonacHoi cpeae, BkovatoLLen B cebs niogei n obopyao-
BaHue.

O6bI4HO opraH Mo obecrneveHUo JOBepUsA MMeeT Aerno ¢ AeACTBYIOLEen cuctemMol, paboTatowwen ans
nogaepXkaHusi AenoBOW AeATENbHOCTM opraHm3aLmni. BonblUMHCTBO NpoayKToB 0becneyeHUs 4oBepusa ABNSA-
OTCSt FOTOBBLIMU, U OopraHy rno obecrnevyeHno 4oBepUust NpuxoauTcst B 6ONbLUMHCTBE cryYyaeB MMeTb Aeno co
CMoXHOW cuTyauuein ¢ posepuem. CriegoBaTenbHO, B Nlo6OM pykoBoACTBE HEOBXOAUMO YUMTLIBATL MHOXEC-
TBO paHee CYLLECTBYIOLUMX UMK, BO3MOXHO, HECYLLECTBYIOLLUMX UM HeonpeaereHHbIX XapakTepUCcTUK AoBe-
pUs, MPUCYLLMX KakaoMy OTAenbHOMY KOMMOHEHTY npoaykta. B aToit cuTyaumm obbluHO TpebytoTces
AOMONHUTENbHbIE MPOAYKThI UM Mepbl 6e30nacHOCTU ANt KOMMEeHcaUuM HeAOoCTaloLWero YpoBHA A0Bepus,
CoOTBETCTBYtOLLEro Heobxoanmoi Lieny obecneyeHns goBepust.
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6.3.1 Llenb o6ecneveHns aoBepusi

Llenb obecneveHus 03O onpenensatoT, HanpuMmep, B COOTBETCTBUMU C npurioxeHvem E. B kadyecTse anb-
TepHaTMBbI fonyckaeTca BblopaTh U 00beaANHNTL UMetoLMecs MeTodbl obecrnevenus gosepusl, YTobbl nosy-
UnTb 3Tan KOHLENLMA, No3BONALWNIA onpeaennTs Leny 6esonacHocTy ¢ TpebyemMbiM YTOUHEHMEM.

Mpu o6ecnevernn O3 uenammn 6e3onacHOCTN MOTYT BbITb:

- B BonbLUMX opraHu3aumsx — nonuMtuka 6esonacHocTy;

- B He6OMbLUMX OpraHM3aumax — Lenm 6e3onacHoCTU, NPUHATBIE B LIENEBBIX KOMNMEKTUBax nonbsoBaTe-
nen B KAYeCTBE OCHOBHBIX;

- B IOBLIX APYrMX KOHKPETHBIX Criyvasix — Lenv 6e3onacHocTy, onpedeneHHble nocpeacTBOM OLeHNBa-
HUS pUcka.

B uensx cooTBeTcTBMA TPebOBaHMSAM peanbHOro OKPYXXEeHNs (TO eCTb HeCKOMbKUX KOMMOHEHTOB anna-
paTHbIX CPEACTB U NPOrpamMmMHoro obecnedeHus, yenyr no obecnedeHno 6e3onacHOCTI, acnekToB cpedbl Unn
KOMBWHaLMKN 3TUX 3/1eMEHTOB) PYKOBOACTBO Mo obecrnedeHuto JoBepus AN aTana akeniyaTauum goKHO
6bITb NTPUEMAEMBIM A8 CNOXKHBIX CUCTEM, COCTaBMEHHbIX U3 MHOMMX 3N1EMEHTOB.

6.3.2 Umelowumeca metoabl

HekoTopbie meToabl o6ecneveHns 43 B 0Ownx YepTax npnseaeHsl B npunoxeHun A. lpyrue MoxHO Bbi-
6patb no NCO/MBK TO 15443-2.

MeToabl, NpyBeaeHHbIe B NpUnoXeHun A HacTosiero ctaHaapTa, npeactasneHsl 8 UCO/MOK 27001,
COBIT, PykoBogcTae no ocHosam UT n MCO 9000. MaBHble acnekTbl 3TUX METOA0B MPUBEAEHbI B NPUNoXe-
HWK B HacToswero cTaHaapTa.

6.3.3 OcHoBHble Bonpochbl

6.3.3.1 ObnacTn 6esonacHocTn

CyluecTByeT MHOro obnactei 6e30nacHOCTU, HEKOTOPbIE U3 HUX CYUTaOTCS yCTapeBLUMMN, HO BCe eLle
[OOBOMbHO YacTO UCMOMb3YHTCA (CM. Tabnuuy 8). 3Tn obnactn MoryT UMeTb Lenn 6e3onacHoCT 1 KaTtasnoru
mep nsmepeHus. Heobxoaumo ybeantbest B oxBaTte aTux obnactei B COOTBETCTBUM C COBPEMEHHOM OLEHKOMN
pucka.

Tabnwuua 8— Obnactn besonacHocTH

O6nacTb 6e3onacHocTn

AOMUHUCTpPaTUBHAA M opraHu3auuoHHasi 6e3onacHoCTb

BesonacHocTb nepcoHana

duanveckasn 6esonacHoCcTb M Ge3onacHoOCTb cpeabl

Be3onacHoOCTb annapaTHbIX CPeACTs

BesonacHocTb NporpammHoro o6ecneveHus

BesonacHocTb PyHKLUOHMPOBAHMS

KommyHukaumoHHas 6e3onacHoOCTb

BesonacHocTb nepepayn

KpunTorpaduieckas 6esonacHoCcTb

Be3onacHoCTb paboTbl paano3NEKTPOHHLIX YCTPOWCTE

CeteBan 6e30nNacHOCTb

6.3.3.2 ObnacTtu ynpasneHus 6e3onacHocTbo

B tabnuue 9 npeacTasneH NpUMep pasBepHYTOro nepeyHa AoOMeHoB (obnacten ynpaeneHus 6esonac-
HoCTbIo). UMetowmnecst MeToabl obecneveHnst AOBEPUSt MOXHO COMOCTaBUTb C 3TUM NepedHeM AJ1s POBepKn
TOro, 4OCTaTOMHO NK NoApPo6HO ocBeLLeHbl COOTBETCTBYOWME obnacTu.
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Tabnunya 9— Obnactm ynpaBrneHusi 6e30NacHOCTbIO

HdomeH HOomeH COBIT Mpouecc
PO1 OnpepensieT cTpaternyeckun nnad T
PO2 Ob6ecne4ynBaeT COOTBETCTBME BHELWHUM TpeBOOBaHUSIM
PO3 YnpaenseT NoaCKUMM pecypcamm
Mnarvposanme u PO4 MMepegaeT uenv ynpaenenusi u HanpaeneHe
opraHusaums
PO5 Ynpaensiet nueectuumsamm B T
PO6 OnpepgensieT TEXHUYECKOe HanpaBneHue
PO7 [aeTt onpeaeneHne opraHMsaumm n B3amMmocessam UT
PO8 Haet onpegeneHne NHHOPMaLMOHHON CTPYKTYpe
PO9 OueHnBaeT prCKku
PO10 YnpaenseTt npoektamm
PO11 YnpaensieT kKa4ecTBOM
MpuoBpeTeHne u Al1 YnpaensieT usMeHeHnsaMU
BHEApeHune Al2 YCTaHaBNMBAET U aKKPeaNTYeT CUCTEMbI
Al3 MpuobpeTaeT 1 NogaepKUBaeT UHPPACTPYKTYPY TEXHOMOTUN
Al4 PaspabatbiBaeT 1 nogaepxmBaeT npoueaypsl
Al5 MprnobpeTtaeT 1 NnoaaepXuBaeT NpUKagHoe nporpaMmmHoe obecneveHune
Al6 MaeHTnduumpyeT aBToOMaTM3NPOBaHHbIE pPeLLEHs
DS1 Ynpaenset paboTton
DS2 Ynpaensiet o6opyaoBaHvem
DS3 Ynpaensiet gaHHbIMK
DS4 YnpaensieT npobrnemaMm u MHUMAEHTaMm
DS5 Ynpaenset koHdurypauvemn
DS6 Oka3sbiBaeT NOMOLLb U BblaeT pekoMeHgaumm 3akaszqmkam
Egg;‘;ﬁ(g DS7 O6yyaeT » nogroTaBnmeBaeT Nonb3oBartenemn
DS8 OnpepensieT u pacnpegensietT pacxoapl
DS9 O6ecneunBaeT 6e30nacHOCTb paboTbl CMCTEM
DS10 O6ecneunBaeT HernpepbIBHOE 06CNyX1BaHue
DS11 Ynpaenset hyHKUMOHMPOBaHWEM U NPON3BOACTBEHHBIMU MOLLHOCTAMM
DS12 YnpaenseT ycrnyramu TpeTben CTOPOHBbI
DS13 HaeT onpegenexHne ypoBHsIM 06CNyXMBaHWS U YNPaBrsieT UMK
M1 MpegycmaTtpuBaeT HE3aBUCKUMbIN ayanT
M2 MMony4aet He3aBnCcMMOe JoBepue
MoHuTOpUHP
M3 OueHnBaeT a4eKBaTHOCTb BHYTPEHHErO KOHTPOIs
M4 [MpoBOAUT MOHUTOPWHT MPOLECCOB

6.3.3.3 3penocTb (pa3BNTOCTb) AOBEPUS K 3KCNyaTaLlum

Peanusauuio nonutukn 6e30nacHOCTA B opraHu3aLmi MOXHO UCCnedoBaTh Ha npeameT 3penoctu. B
Tabnuue 10 npuBedeHo onucaHue 3peroctn 3. CepTudukaums (noatesepxaeHue) spenoctn O3 moxeT
cTaTb LeHHbIM JOMOMHEeHNeM K JOBEPUIO.
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Tabnwnya 10— OnvcaHue ypoBHeN 3penocTy JOBEPWS K IKCrnyaTauum

YpoBeHb
3penoctu 13

OnucaHue

1

Bce umelowmecs cneuncudeckue nnm odime nonnuTukm

YnpaBnsieMblii U NPUHATBIA KOHKPETHLIA UK OOLWMIA PUCKK

OnpegeneHHble, BHeAPEHHbIE N yNpaBnsaeMbie Mepsbi

OueHeHHble, ncnpaerneHHble U nogaepxaHHblie Mepbl

2
3
4
5

CepTudnumpoBaHHble MepbI M UX NogaepkaHne
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MpunoxeHune A
(cnpaBo4HoOe)

CpaBHeHUs AaHHbIX Tabnuubl

CogepxaHne HacTOosILLEro NpUnoXeHust Bbino cchopmMmnpoBaHo u3 obLLeaoCTyNHOro MaTepuana.

A1 MeToab! v ueneBble rpynnbi Nonb3oBaTenen

Ons ngeHTudukaumm anstepHaTve cchopMmupoBaHa ceogHasi Tabnuua. OHa xapaKkTepuayeT pasnuyHbie MeToabl
obecneveHnsi 4OBEPUS B OTHOLLEHUW TOrO:

- OPMEHTUPOBAHbI NN OHW HA OPraHN3aLWOHHbIE UMY TEXHUYECKUE acneKThl;

- OPUEHTUPOBAHO NN MX UCMOMb30BaHUe Ha NPOAYKTbI Mnu obLwme cucTemsl;

- NpegHasHaveHbl N OHW A4S NOCTaBLLMKa UMW Nonb3oBaTens?

Tabnwnua A.1— MeTtogpl u Lenesble rpynnsl NonNbL3oBaTenen

'_
3 3 N 2 | 28 o3
Kniou: 3 5 © 8 | 82 | =8
~ o 0
P: ocHosHas uenesas rpynna; ;‘ ; g z g g ez o
S: BTOpWYHAA LeneBas rpynna; ® 9] o ® oo ‘,:’[ o S
X: nioban opraHusauus = = = b= ==2 QR = S
o) ) o) (o) Q9 ] @ Q
o O o 0O 00 23 o] s
h N AN h Ny h Ny = a o (@] =
MocTaBLwmk S P P S S X
annapaTHbIX CPeACcTB
MocTaBLwmk P P P S S S X
nporpaMMHoro obecrneyeHus
Tvn OnepaTop cepeepa S P S S S X
npea-
npusitust | CeTeBoli nposaiigep S P S P P S X
MocTaBWWK OHNAaNHOBON P S P P X
MHopMaLmm
MpeanpusiTue B KavecTBe S S P P P P X
nonb3oBarens
YnpaeneHue P P S P P
YnpaBrneHne NpoeKkTomM P P P P P P P P
Ponb | OTBeTcTBEHHBIN 32 P P P P P P S S
B paMKax | gesonacHocte AT
npea-
npusitus | Ynpaenexne AT S S P P P P P S
AOMUHUCTPATOpP S S P S S
AyanTop S S S P S

OCHOBHbIE CXeMbl cepTudukaumm
HekoTopble MeToasl o6ecrneveHusi JOBEPVS UMEIOT aCCOLMMPOBaHHbIE CXEMbl CEPTUMPUKALIMKU ANA OLEHKU peayrb-
Tata gosepus (cM. Tabnuuy A.2).

Ta6nunua A.2— OCHOBHble CXeMbl CepTUUKaLMK

Moaxon k Kputepuit MeTtoponorusa ATTecTauusi nepcoHana c
XEMa OLIEHKM
obecneveHuo ooBepus OLLEHKU OLLEHKM n/vunu obopynosaHus
Mpoaykr NCO/M3K NCO/M3K Attectauua? HauunoHankeHbie opraHbl No cep-
15408 18045 TMhMKaLMM ¢ MexayHapoaHbIM
B3aWMHbIM MPU3HAHUEM
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OkoHyaHue mabnuus! A.2

Moaxon k Kputepun MeTononorus ATTecTauus nepcoHana c
XeMa OLEHKN
obecneveHuto gosepusi OLEHKM OLeHKM n/unu obopyoosaHus
Mpouecc MNCO/M3K SSAM SSO HaunoHanbHble/MexayHapoa-
21827 Hble OpraHbl No cepTuduKaumm,
Hanpumep, ISSEA
Cpepa MNCO/M3K MCO/M3K 27006
(skcrinyatauust UT) 27001
Cpepa MCO 9000 HauuoHnaneHble/Mexay- | HaunonanbHbie/mexgyHapoa-
(opranuzauus) HapogHble opraHbl No Hble opraHbl No cepTudukaunm
ceptudurkaumm

A.2 CyuwecTtByrowmne metoabl o6ecneveHnsa JoBepus
MeToabl, npeacTaBrneHHble B NPUNOXeHun B, n BbIBOAbLI B OTHOLIEHMM Npobrem nonb3oBaTensl, NPUBEAEHHbIE B
5.1.4, npeacTaBneHsl B Tabnuue A.3.

Tabnwuuya A.3— CywecTByrowme metoasl obecneyveHusi 4oBepus

Hoepue k paspaboTke

[Hosepue k uHTerpauum

[osepue k akcnnyaTaumu

Hoeepwve k npogykTy

Mo NCO/M3K 15408,
Mo NCO/M3K 19790

Hoeepue k npoueccy

Mo NCO/M3K 21827

Mo NCO/M3K 21827

Mo NCO/M3K 27001,

COBIT,
OcHoBa UT
HoBepue k cpeae Mo NCO/M3K 27001, Mo NCO/MBK 27001, Mo NCO/M3K 27001,
MCO 9000 MCO 9000 MCO 9000
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MpunoxeHne B
(cnpaBoyHoe)

XapakTepucTUKu A0BepUs BbIGPaHHLIX MeTOA0B

Copepxxanve HacTosiwero npunoxexusi 6eino cpopmmpoBaHo U3 obweaocTynHOro matepuana.
B.1 UCO/M3K 15408

B ocHoBy WCO/M3K 15408 nonoxeHbl 06uime kputepum oueHkn 6ezonacHoctn UT. OCHOBHbIE NOMOXEHNA MeToA0-
norvm no MCO/M3K 15408 nogpo6Ho nanoxeHsl B UICO/M3K TO 15443-1.

B NCO/M3K 15408 rpaHuubl oLeHMBaeMoro onpegerneHsl B pazaene « OGbekT OUeHKN».

O61beKT OLeHKV UMEeET YeTKoe onpederneHne 1 NpeAcTaBnsieT 3agaHHble HYHKUMOHANbHBIE BO3MOXHOCTH NPOAYK-
Ta, CBsi3aHHble ¢ 6830MacHoCTLIO.

O61beKT OLEHKM He 06s3aTeNbHO NPEACTABNEH FOTOBLIM NPOAYKTOM. TEM HE MeHee B LUeNsxX yNpoLeHns B HaCcToS-
wem pasgene o6bekT OLEHKN HAa3bIBAETCS «MPOAYKTOMY.

B.1.1 Lenb o6ecnevyeHns nosepua

MCO/M3K 15408 gonyckaeT CpaBHMMOCTb pe3yNnibTaToB HE3aBUCUMbIX OueHOK GesonacHocTu. [laHHbIM cTaHaapT
JenaeT CpaBHMMOCTb BO3MOXHOW MyTeM npegocTaBneHus oblenpuHatoro Habopa Tpe6oBaHni K OyHKUMOHANBbHBIM BO3-
MOXHOCTSIM MPOAYKTOB, CBsA3aHHbIM ¢ obecneveHnem 6e30nacHOCTH, U K MepaM U3MepeHusi AOBepus, MPUMEHEHHbIM K
npogykram npv oueHnBaHum 6esonacHocTty. [poueaypa oueHMBaHus onpeaenseT CTeNeHb YBEPEHHOCTU B TOM, YTO hyHK-
LUMOHamnbHbIE BO3MOXHOCTM NPOAYKTOB, CBA3aHHbIe ¢ obecrneyeHneM 6e30nacHOCTU, M Mepbl U3MEpPeHUsi, NPUMEHEHHbIE K
JoBepunio K 3TuM npoayktam UT, cooTBeTcTBYOT 06WwenpuHsiToMy Habopy TpeboBanuii. Pe3ynbTaTtel OLEHUBaHWUA MOTYT
NoMoYb MoNb30BATENAM B ONPEAeneHnn Toro, COOTBETCTBYIOT NK 3Tn npoaykTel UT TpeboBanHnsam 6esonacHocTw.

NCO/M3K 15408 noneseH Takke B kKa4eCTBE PyKOBOACTBA Mo pa3paboTke, OUEHMBAHMNIO /MK 3aKynke NPOAYKTOB C
hyHKUMsIMK oBecneveHns 6e3onacHoCcTy.

MCO/M3K 15408 npegycmatpuBaeT 3aWwmuTy OT TpexX TUNoB c6oes B cucteme 6€30NacHOCTU: HECAHKUMOHUPOBAH-
HOe packpbIThe, MOaNMUKaLUs UMM HEBO3MOXHOCTb UCTIONb30BaHUA. KaTeropum 3awmTbl, CBA3aHHbIE C 3TUMK Tpems TH-
namu cboeB B cncTeme 6e30MacHOCT, 0BbIMHO HA3bIBAIOTCST «KOHUAEHUNANBHOCTLY, «UENOCTHOCTbY U «AOCTYNHOCTb»
cooTBeTCTBeHHO. CTaHAapT MOXHO Takke NPUMEHSITb K PUCKY, SIBMNSIIOWEMYCA pe3ynbTaToM YenioBe4eCcKon AeATENbHOCTH
(BpegoHocHOW nnu Ntobon gpyrown), Unu K pucky, SBNSIOWEMYCS Ppe3ynbTaToM AesTeNbHOCTH, HE CBA3aHHON C YENOBEKOM.
NCO/M3K 15408 moxeT Takke NpUMeHATLCH K gpyrum obnactam UT, Ho He npeTeHayeT Ha KOMNETEHTHOCTb B 9TUX 06-
nactax UT.

MCO/M3K 15408 moeT MCNonb30BaTLCA TAKKE NPUMEHNTENBHO K PyHKUMAM 6e30nacHOCTH, BHEAPEHHbIM B anna-
paTHble, NporpaMmmHo-annapaTHbie CpeacTBa MK NporpamMmmHoe obecneveHve.

B.1.2 LeneBas aygutopua

CyLLecTBYIOT TPKW rPynibl, 3aUHTEpeCcoBaHHbIE B OLEHWBAHWUM XapakKTepucTuk 6e3onacHocTn obbekTa OLEeHKU: No-
nb3oBartenu, paspaboT4nkn U OUEHLWMKK. Bce oHM cunTaloTCcs raBHbLIMY NONb30BaTENAMU

B.1.2.1 TMonb3oBaTtenu

Monb3oBatenyu MoryT UCNonb3oBaTh pe3ynbTaThl OLEHMBAHUA ANA NPUHATUA PELIEHNS O COOTBETCTBUM NPOAyKTa
npepbaensembim TpeboBaHuam 6esonacHocTn. O6bIMHO 3TK TpeboBaHNA NASHTMPULNPYIOTCA B pe3ynbTaTte Kak B OTHO-
LIEHMM OLEHKM pUCKa, Tak 1 Hanpasnenus nonutukn. MCO/M3K 15408 npeacraenseT nonb3oeartensiM, B 0COOEHHOCTH
rpynnam v KomnnekTMuepam nonb3oBaTenei, He3aBUCUMYIO OT peanu3aunm CTPYKTYpy Nog HazeaHWeMm «npodunb 3awmTbi»
(«M3»), B KOTOpOW M3N0OXEHbI UX KOHKPeTHble TpeGoBaHus GesonacHoCcTH.

B.1.2.2 PaspaboTtunkm

MCO/M3K 15408 npegHasHaveH ansi cogencTenA paspaboTinkam B NOAroTOBKE OLEHUBaHWUS UX NMPOAYKTOB U Orpe-
Aenexnun TpeboBaHni 6e30NacHOCTU, KOTOPLIM 3TU MPOAYKTHI 4OMKHBI COOTBETCTBOBATL. TpeboBaHus 6e3onacHoCTU co-
AepxaTcs B 3aBUCMMOWN OT peanun3auum KOHCTPYKUMK, HadbiBaemown «3agaHne 6esonacHoctu» («3b»). 3b moxeT umeTs B
OCHOBE OZIMH UNKN HECKOMNbKO Npodunen 3awmTbl (¢ TpeboraHnamm 6esonacHoCcTH, kak 6bINo onpeaeneHo paHee).

3atem NCO/MOIK 15408 moxeT npuMeHsiTbcA Ans onpeaeneHns o6a3aHHOCTEN W Mep NO NoanepXke cBuae-
TENbLCTBA, HEO6X0ANMOTO ANA NOAAEPKKM OLIEHMBaHMS NPOAYKTa B OTHOLWEHUW 3Tux TpeboBaHui. OH Takke faeT onpege-
nNeHve cogepXaHuio U NPeacTaBNEHUIO STOr0 CBUAETENLCTRA.

B.1.2.3 OueHwukn

MCO/M3K 15408 copepxnT kpuTepum, nNpeaHasHaAYeHHbIE AN NPUMEHEHNUA OUeHWUKamu npy chopmMmpoBaHum 3a-
KIMIOYEHUIN O COOTBETCTBUM NPOAYKTOB TpeGoBaHusm ux 6esonacHoctn. B UCO/M3K 15408 onuceiBaeTcsi COBOKYNHOCTb
OCHOBHBbIX I€NCTBUN, KOTOPBIE OLIEHLLMK I0IDKEH BbIMNOMNHATBL, U PyHKUMOHanNbHbIX TpeboBanui 6e3onacHoctm (PTH), B co-
OTBETCTBUM C KOTOPBLIMW AOMKHBI BbINONMHATLCS 3TU AelicTeus. Cnegyet otmeTuTs, 4to MCO/M3K 15408 He cneundmum-
pyeT npoueaypbl BbINONHEHUS 3TUX AENCTBUNA.

B.1.2.4 [Opyrve 3anHTepecoBaHHblE CTOPOHbI

MCO/M3K 15408 moxeT Takke NCMornb30BaTbCsl B KAYECTBE CChINIOYHOIO MaTepuana gns BCex CTOPOH, 3auHTepe-
COBaHHbIX B 6e3onacHocTn UT nnum Hecylmx OTBETCTBEHHOCTL 3a Hee. HekoTopbie A0NONHUTENbHBIE 3aUHTEPECOBaHHbIE
rpynnel, KOTOPbIE MONYT U3BNEYL U3 HETO NOMb3Y, BKIOYaloT B cebs:

- N, OTBETCTBEHHBIX 3a cucTemy 1 ee 6e30nacHoOCTb;
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- BHYTPEHHMX M BHELWHWX ayAUTOPOB;

- apXUTEKTOPOB WM NPOEKTUPOBLUMKOB 6€30NacHOCTU, OTBETCTBEHHbIX 3a crieludukaumio xapaktepuctuk Gesonac-
HOCTW NPOAYKTOB,;

- aTTECTYIOWUX NUL, OTBETCTBEHHbLIX 3a NPUHSATUE peLLeHns No ncnosb3oBaHuio T B onpeaeneHHon cpeae;

- CMOHCOPOB OLUEeHMBaHUS, OTBETCTBEHHbIX 32 3aMnpoc 1 NOAAEPXKKY OLeHUBaHWS;

- OpraHbl OUEHKWN, OTBETCTBEHHbIE 3a yNpasrieHue nporpaMmmamm oueHumBanusi 6esonachoctn UT n koHTponb 3a mx
BbINOMHEHNEM.

B.1.3 Xapakrepuctuku goBepus

YeepeHHocTb B 6e3onacHocTn UT moxHO obecneunts Mepamu, NPUHUMAEMbIMK B X0oe NPOLEeCccoB paspaboTku,
oueHuBanma un skcnnyataumn. MpoaykT cneunduumpyetcs 3agaHnem no 6esonacHocTU. [MPOEKTHO-KOHCTPYKTOPCKasn WUH-
cdopmauus npegoctaenseTcst HedhopMarbHo, NonyopMarnbHO Unu hopmarbHO.

Mogpo6Hbie MHCTPYKUMK NO ucnbiTaHuio aoBepust npegctaesneHsl B UCO/M3K 18045 — ananore «O6went metogo-
NOTUKM OUEHKM» M NpegHasHaqeHbl ans obecrneyeHusi NocrneAoBaTeNbHOrO NPOBEAEHUS OLEHWBAHUS U NPeaoCTaBNeHns
BOCMPOU3BOOUMBIX PE3YNbLTATOB.

dopmanbHbIe CTPYKTYPbI CO3AaHbI 3a Npegenamu obnactm genctena MCO/MIK 15408 ana ynpasneHuns gencteuns-
MW MO OUEHUBAHUIO, OCYLLECTBNAEMbIMN HE3ABUCHMbIMU TECTUPYIOWMMWN OpraHu3aumsiMmn, 1 HabnogeHns 3a HUMK.

B.1.4 Pa3HOCTOPOHHOCTbL

MCO/M3K 15408 npegnaraet Habopbl kak hyHKUMOHANbHbLIX TpeGoBaHuii, Tak U TpeGoBaHWi goBepus, BbIGnpae-
MbIX NMOMb30BaTENEM B COOTBETCTBUM CO cBoMMM noTpebHocTsimu. MCO/M3K 15408 Takke cogepxut ceMb npeaonpeae-
NeHHbIX NakeToB TpeboeaHui gosepwst EAL1-7 ana obnerdeHunst BbiGopa nonb3oBaTenem U NpuaHaHusa Ha poiHKe.

B.1.5 CBoeBpeMeHHOCTb

pynnbl MeTogoB o6ecneqeHns AOBEpUs ABMAIOTCS OTHOCUTENbHO CTaBUNBHBIMU U peako moauduumnpyoTes. Mpe-
Ablaywye cuctemel kputepues 6eaonacHocTn (TCSEC, ITSEC uT. g.) 6binu 3ameHeHsl B MICO/M3K 15408, nepeas pegak-
ums koToporo Bbina onybnukosaHa B 1999 r. ¢ nocrneaytowent pegakumen B 2005 .

B.1.6 3aBeplueHHOCTb

HaHHan xapakrepucTuka cneungmumpoata B 3b.

B.1.7 CtonmocTtb peannsauun/o6bem paboT no peannsaumm

O6bem paboT No OLEeHMBaHUIO OAHOMO 13 HaGOPOR KPUTEPUER M PACXOAbI HA HUX BO3pacTaloT Npu cneunduumpoea-
HuK Bonbluel cTeneHn AoBepus.

MpomMexyTok BpemeHu, TpebyeMblli Ana OLEHUBAHUS, MOXET 3aBUCETb OT HECKONBKMX (DAaKTOPOB, BKNIOYAS:

- CNOcoBHOCTE MOBTOPHOIC MCMONb30BaHWA Npeablaywei paboThl;

- 3penocTb TEXHOMOMMYECKOro Npouecca opraHu3aunm-paspaboTymka;

- 3penocTb NPoAyKTa, onbIT nabopartopuy;

- NPUHATYIO CTpaTervio oLueHnBaHns (Hanpumep, BbINONHEHUE OLEeHMBaHUS NapannensHo pas3paboTke);

- pecypchbl, 4OCTYMHbIE AN OpraHa no Banuaaumm (cxema).

CromnmocTb hopmanbHOro oLeHVBaHWA BKNovaeT B cebsi crepytowme anemMeHTbl:

- onnaTa cxem (N3MeHsIeTCs OT CXeMbl K CXeMe);

- onnata nabopartopuu (n3ameHsieTcst oT nabopatopum K nabopaTtopum);

- BHYTPeHHssi paboTa No KOHTPakTam W He3HauuTenbHble Mogudukaumm, Tpebyemble Ans OLEHLIMKE;

- pa3paboTka 3agaHus no 6e3onacHoOCTU.

Kpome Toro:

- HEKOTOpble JOKYMEHTbI, TaKne Kak Modenb NonmMTWKM 6e30nacHOCTV U aHanm3 ya3BMMOCTEN, peaKo NpeaoCcTaBns-
I0TCH pa3paboTUNKoM;

- Npoueaypa OLeHVBaHWs 4YacTo BbISIBMSET yS3BMMOCTU NPoAyKTa, Tpebyiowme ycTpaHeHus. 3Tv ysi3BUMOCTH MOTYT
PaHXMPOBaTBLCSA OT HE3HAYUTEIBHBIX 40 CEpPbe3HbIX.

B.1.8 Mopanepxka MHCTPyMeHTaNbHLIMWU CpeacTBaMm

Ha KoMMep4eCKOM pbIHKE UMEIOTCS MWW b HECKOMbKO UHCTPYMEHTanbHbIX CPpeAcTB. MimeloTcs BcnomoraTernbHble
AoKymeHThl, Hanpumep, WCO/M3K TO 15446 «PykoBoacTeo no paspaborke npodunen 3awmtsl U 3aganHui no 6es-
OMacHoCTU».

B.1.9 Cdepa npumeHeHuns kpuntorpacdun

dopmanbHOe oueHMBaHUE He BKIoYaeT B cebn OueHKY KauecTBa BblGpaHHbIX KpunTorpaduyeckmx anropuTMoB.
OpHako NpaBunbHOCTL BHEAPEHUs1 BbIGpaHHOIo anroputmMma MOXHO OLUEeHUTb.

B.1.10 OueHka n ceptncdmkaums

OueHMBaHue ¢ NCNonbL30BaHWEM METOA0MNOMMI, cooTBeTCTBYIOWMX TpeboBannsim MCO/M3K 15408, moxeT npoBo-
AWUTLCsT ucnbiTatenbHbiMu nabopartopusimu. Ha npumepe cuctembl oueHku, onpegeneHHon CoBeToM no paspaboTtke
O6wwmx kpuTepues, nabopaTopum AOIKHLI cepTudULMpoBaThes B cooTeeTCTBUM ¢ MCO/MIK 17025, a pesynbTaThbl UCTbl-
TaHWN MOTYT AOKYMEHTUPOBATLCS NyTeM ony6GrMkoBaHus oT4eTa o cepTudmrkauum u Boigaumn ceptudpmkara. Ceptndmkarsl
BblAAI0TCS aKKPEeAMTOBaHHBIMU OpraHamm no cepTudnkaumm (HaUMoHaNbHbIE CXEMbI) M NMyBNUKYIOTCSA Ha MEXAyHapOgHOM
YpOBHe.

B.1.11 YoeauTenbHOCTbL U NMPU3HAHUE

MCO/M3K 15408 siBnsieTcst MexayHapoaHbBIM CTaHAAPTOM, KOTOPLIN COOTBETCTBYET cTaHgapTam O6Lwux Kputepu-
eB, onybnukoBaHHbIM CoBeToMm no paspaboTke O6WMX KpUTEPUEB.

MCO/M3K 15408 n ObLwme KpUTEPUM UMEIOT LWMPOKOE NPU3HaHWE W B AOCTATOYHON CTENEHU ybeanTenbHbI.
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B.2 UCO/M3K 19790

B.2.1 Uenb o6ecneveHnsa goepus

HokymeHT « TpeboeaHusa 6e3onacHocTu Ans KpunTorpaduyeckmx mogyneii» bbin nsHauansHo onybnmkoBaH kak de-
AepanbHeit cTaHgapt no obpabotke uHdopmaummn (FIPS) 140-2 HaumoHanbHbIM MHCTUTYT CTaHAAPTOB U TEXHONOTMIA
(HUCT) CWWA v npumensnca ansa cneumdukaummn kpuntorpadpudeckux mogynen. HACT n MuctutyT 6esonacHoCTU KOMMY-
Hukauun (CSE) Kanage paspabortanu B mione 1995 r. coBmecTHy10 nporpammy Bepudukaumm Kpuntorpadunyecknx mogy-
nen (CMVP), koTopas ucnonb3yeT ucneiTatensHyto cxemy u gononHsiet FIPS 140-2 nokymeHTauvei, BkioyaioLwen B cebsi
«PykoBogcTeo no peanusaummn FIPS 140-2» n «MponssogHble TpeboBanus k ucneitannam FIPS 140-2», npeaHasHayeH-
Hble Ans noaaepXku n pasbsacHenus FIPS, a Takke npouecca ucnoiTaHui 1 Banugauvu.

Mpoeepka cootBeTcTBUA FIPS NpoBoanTca naboparopusamm, akkpeaMToBaHHbIMWU HaUMOHaNbHOW NporpaMmmon go6-
posonbHON akkpeguTaumm nabopatopuii (NVLAP), n no ctaHgaptam Kanagel. CMVP ananuaupyeT pesynbTaTbl NPOBEPOK
Ha COOTBETCTBME M MPY YCNEWHOM 3aBepLUEHUN aHaNW3a NpoBepsaeT AOCTOBEPHOCTL W BbIAAET aTTeCTalMOHHbIE CEPTU-
ukaTbl NPOBEPEHHBIM KpunTorpaduyeckum mogynsam. Ha cerogHawHui geHe 66ino BeigaHo 6onee 650 ceptudukaros
6onee vem anst 1000 npoBepeHHbIX Moayren.

Moarpynna Tpeboeanuii FIPS 140-2 6bina onybnukosara B 2006 1. kak MCO/MIK 19790.

B.2.2 LleneBas aygutopus

MCO/M3K 19790 npumeHseTca ana kpuntorpaduHecknx mogynen n aensetca 6e3 ncknmoveHus obaszatensHbIm
ans npaevtensctea CLUA, kak n FIPS 140-2. fipyrne opraHn3auym n NpaBnTENbCTBEHHBIE yYpeXaeHUss NOATBEPANNN UX
UCMOmNb30BaHMe.

B.2.3 XapakTepucCTHKM goBepwus

Metog obecneveHus 4OBEPUst UCMONb3YET NOAX0A NPOBEPKN HA COOTBETCTBUE U NPUMEHSETCH MaBHbIM 06pasom B
cnegytowmx obnacTsx:

- cneuundukaums Kpuntorpagryecknx Mogynewn;

- NOPTbI U MHTEPDENCHI;

- ponu, ycrnym (CepBeuchl) U ayTeHTuduKkaums;

- MalLUMHHasa Mofenb KOHEYHOro COCTOSHUS;

- hnanyeckan 3awmTa;

- SKCnnyaTauuoHHas cpeaa;

- pacnpegeneHne Kpuntorpathuyeckoro Knova;

- CaMOMnpOBEPKY;

- JoBepue K NPOeKTy;

- ocrnabnexune aTak.

B.2.4 Pa3zHocTOpOHHOCTbL

PasnnyHble ob6nacTv ncnelTaHui CTPYKTYPUPOBaHbI MO YeTbiPEM YPOBHSIM 1—4, pacnonoXeHHbIM 0AWH Ha APYroMm.
Wenbitanne no MCO/M3K 19790 npoBoamnoch o CCbINKON Ha cneumnduyecKyio Bepcuio Kpuntorpadudeckoro moaynsi. B
cnyyae nobbix MoaudUKaLun ncnbiTaHue AOMKHO NpoBoaAuTLest noBTopHo. CMVP npegoctaensiet coboli nporpammHoe
PYKOBOZACTBO M0 PasnuyHbLIM MeTodam nogaepkaHus Banuaaumm (B 3aBUCMMOCTU OT XapakTepa u3aMeHeHus1) ansi obecne-
YeHVs1 CBOEBPEMEHHOIO U 3KOHOMUYECKU 3D(PEKTMBHOIO NoAAEPKaHUS Banugauwu.

Oeontoums TpeboBaHUi K CNbITAHMSAM NpeacTaBreHa Ha pucyHke B.1.

TpebosaHus
TpebosaHus
NPk »| ICOM3K 19790. -2
2006 OueHka 2008 1.
A f
TpebosaHun
TpeboBaHus TpeGoBaHus FIPS 140-2.
—»| FIPS140 || FIPS140-1 || FIPS 1402 |-»| Vsenomnenne > Eg‘?ﬁg";
1994 r. 2001 r. 0 BHECEHWM -
W3MEeHEHUH

PucyHok B.1 — 3Bontoumsn TpeGoBaHui K UCNbITAHUAM

B.2.5 CBoeBpeMeHHOCTb
B.2.6 MNMonHoTa

B kauecTBe cooTBETCTBYIOWEN NPOBEPKU — JOBEPUE K COOTBETCTBUIO KPUNTOIPathnHeckoro moayssi TpeGoBaHnaM
cneundukaummn (MCO/M3IK 19790) siBnsieTCcst BLICOKMM.

Mpon3eogHble TPeGOBaHUA K UCMLITAHWSIM U PYKOBOACTBO MO peanuaaumm npeaHasHaveHbl ans obecneyeHus
MOMHOTLI U BOCNPOU3BOANMOCTU UCTILITAHMWIA.
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B.2.7 CtommocTb peanusaunn/ooswem paboT no peanusaumm

Pacxogbl Ha NpoBepKy 4OCTOBEPHOCTU MOTYT BKMoYaTh B ce6s cnegylowme areMeHTbl:

- pacxofbl Ha opraHn3aumio, NPOBOASILLYI0 NPOBEPKY (Hanpumep, ctoumocte CMVP HUCT);

- pacxoabl Ha ucnbITaTenbHy nadopaTopuio;

- CTOMMOCTb BHYTPEHHUX paboT no NpoBeAeHWIO Banugauuy, NpoBeAeHUIO He3HAUUTENbHbIX MOaNMVKaLWii, Tpeby-
eMbIX 47151 UCNbITaTens, U HAaNUCaHWI0 cneunanbHOW JOKYMEHTaUWN.

MNpoeepka no MCO/M3K 19790 no BpemeHu Bcerga kopode oueHmBanus no MICO/M3IK 15408, nockonbky obnactb
ee pencteus yxe. MNpogomkutensHocTb npoeepkn no MCO/M3K 19790 meHseTcs B 3aBUCMMOCTU OT:

- 3penocTh opraHvaauun-paspaboTumka;

- kBanudmkaumm nabopartopuu;

- OrpaHuY4eHVin No opraHy Nno Banuaauuy;

- 3penocTi NPOAYKTa;

- COOTBETCTBUSA B CPABHEHNU C OLEHUBAHWEM.

B.2.8 MNMoppepxkKa MHCTpPyMeHTaNbHbLIMU cpeacTBaMu

KoMmepueckn QOCTYMHbI MU HECKONbKO MHCTPYMEHTOB. BecnomoratenbHas AOKyMeHTauus M UHCTPYMEeHTapuii
npepoctaenstetes HACT Ha cainTe hitp://csrc/nist.gov/criptval.

B.2.9 Cdepa pericTBuna kpuntorpadpum

MeTog obecneveHns goBepusi onpeaernsieT, YTo Ans KpunTorpaduueckux Mogynen yTBepKaeHHble pyHKumm obec-
neyeHns 6e30nacHOCTU AOMKHLI NPOXOAMTE Banugaumio u cepTUULMPOBaTLCA ANA NPaBUNBHON peanuaaumm no npo-
rpaMMe Banuvgauum Kpunrtorpadudeckoro anroputma (CAVP), paspabotanHoit HWCT, koTtopbii obecnequBaeT
anropuTMUHecKue MHCTPYMEHTLI MPOBEPKM AN UChbliTaTeNbHbIX NabopaTtopuid, akkpeguToBaHHbIX NVLAP.

B.2.10 OueHka u cepTtucmkauma

CeBepoamepukaHckasi cxema akkpegutaumm CMVP cywiecteyeT u nogaepxusaetcs coemectHo ¢ HACT n CSE.

B.2.11 Y6eauTenbHOCTbL M NpPU3HaHKe

NCO/M3K 19790 sinsieTcs npom3BogHbiM oT FIPS 140-2, npnaHaHHow cneyndumkaumm CLUA, onybnvkoBaHHOM
HWUCT. CooTteeTcTBME cneundmkaumm Tpebyetcs agmuHnctpauven CLUA ans npogyktoB 6e3onacHoOCTH, codepxa-
WKX KpUnTorpadnyeckoe yCTporncTBO AN 3alUMThl YA3BUMbIX HECEKPETHbIX gaHHbIX. CepTudukaTtel BbigaroTca ans
KpunTorpadu4eckux mogynemn, npolwegmx NpoBepKy Ha COOTBETCTBME U COOTBETCTBYIOWUX APYIUM NPOrpaMMHbIM
TpeGoBaHuAM.

B.3 UCO/M3K 21827

B.3.1 Lenb obecnevyeHnsa 6e3onacHOCTH

Hasnauennem NCO/M3K 21827 saBnsaetca obecneveHne noBepusi, OTHOCALENOCH K npoueccam NpoeKTUpOBaHusl
6e3onacHoOCTK CUCTEMBI OpraHM3auun Nonb3oBaTens.

B.3.2 LleneBan aygntopna

Hannbin meTop obecneveHna goeepus BknoHaeT B cebn, B NepBylo ovepenb, AoBepue K pa3paboTke u goBepue K
MHTErpauum u, Takmm o6pasom, npegHasHaqeH Kak ans pa3paboTumkoB, Tak U 4N MHTerpaTopoB CUCTEMBI.

B.3.3 Xapaxtepuctukm

MeTtop obecnevennn goeepus UCNonNb3yeT NOAXoA AOBEPUS K MPOLECCy.

B.3.4 Pa3HOCTOPOHHOCTbL

B MCO/M3K 21827 paccmaTtpuBaiotcs TpeboBaHusl Ha NMSATU YPOBHSIX BO3MOXHOCTEN, CBSA3aHHbLIX CO 3perocTbio
npouecca, onpegeneHHbiX opraHm3aumeit Ha OCHOBE ee AOMUHUPYIOLLUMX Liene.

B.3.5 CBoeBpeMeHHOCTb

B ocnoey NICO/M3K 21827 6bina nonoxeHa Gornee paHHsis pabota, npoBegeHHasn ISSEA B nepuop ¢ 1994 no
2001 r. Janubi ctangapt 6bin onybnukosan MCO/M3K B 2001 1. m ocHOBaH Ha npegcTaBneHumn o6LLeI0CTYNHOM cneum-
dukaumm ot ISSEA. Mepecmotp NCO/MSK 21827 6bin Hauat B 2005 1. v 3aBepeH B 2007 r.

B.3.6 3aBeplweHHOCTb

B MCO/M3K 21827 nogpobHo paccmaTpusaioTcsi NiTb ypoBHeN TpeboBaHui K hyHKUMOHANBHBIM BO3MOXHOCTSIM,
BKITIOYaloWmm B ce6s BCe acnekTbl AMCUMMNUHEI NpoekTupoBaHus 6esonacHocTn. OpraHn3aums 6a30BbIX NPaKIUK, yyac-
TBYIOLMX B npouecce, o6ecneunBaeTt opraHnsaumm notpeburensi rmbkocTb ans KOMGMHMPOBaHMS NPOLLECCOB Croco6om,
COOTBETCTBYIOWWM €€ OPraHn3aunoHHON CTPYKTYpe.

B.3.7 CtoumocTb peanusaunn/o6bem paboT no peanusaummn

OcHOBHas YacTb CTOMMOCTH oueHnBannsa no MCO/MIK 21827 npuxoauTcst Ha nepebit NpoekT. CToMMOCTb Aonor-
HUTENbHbIX MPOEKTOB, NCNONBL3YIOLWUX aHANOMMYHYI0 METOAOIONMIO, NPEACTaBNAeT co6oM TONbKO Manyl 4YacTb 3TOW Ha-
YarnbHOM cToMmocTU. HavanbHan CTOMMOCTb yMEHbLLAETCS NOCPEACTBOM NPUBNEYEHUS BHYTPEHHUX OLeHLMKOB. OBbIvHO
HMKakas crneuyanbHan JOKYMeHTauusa He npunaraeTcs.

Mpn Hann4n Heo6xo0ANMOro NepcoHana Npouecc oLeHMBaHNUs MoXeT GbiTb He4ONMMM U ANWUTBLCS OT ABYX 10 Tpex
Heaerb.

B.3.8 Moanepxka NHCTPYyMEHTaNbHLIMK CpeacTBaMM

CyLiecTByIOT HECKONBbKO O6LWEA0CTYNHbIX OCHOBAHHbLIX Ha 3NEKTPOHHbLIX Tabnuuax UHCTPYMEeHTanbHbIX CPeacTB,
NoAAEPKUBAIOLNX NPOCNEXUBAHNE PE3YNbTAaTOB OLLEHKW, CYMMUPYIOLLUX U NPeACTaBNSoWmX 3TV pe3yrnbTarhbl.
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B.3.9 Cdepa peicTBua kpuntorpadum

Cneuuduyeckve TpeboBaHUsi OTCYTCTBYIOT.

B.3.10 OueHka n cepTtucmkauma

B oTHOLIEeHUM JaHHOrO MeToAa CyLLEeCTBYIOT CUCTEMA NOArOTOBKM U KBanunKaLMoHHas cuctema.

B.3.11 Y6eauTenbHOCTb M NPU3HaHWe

Cxema, npeactaenenHas B MICO/M3OK 21827, o6ecnevnBaeT OLeHMBaHWE MPYNMNON OLEHKU.

Opranun3auma noggepxkn SSE-CMM (SSO) nmpepocTaBnsieT OMbITHBIX METOAUCTOB W IPYMMbl MO OUEHKE MO
NCO/M3K 21827 ansi okasaHusi NOMOLLM OpraHn3aumsiM Npu oLEeHKe NX BO3MOXHOCTEN NPOeKTUPoBaHns 6e30MacHOCTH.
Hwxe npvBeaeHsl cnegylowme NpegocTaBnaemMble yernyru:

a) copevictere B oueHke no MCO/MOK 21827;

b) oueHka no NCO/M3K 21827;

¢) nocneaytowmn ayant no MCO/M3K 21827;

d) coctaBneHve nnaHa ynyuweHus npouecca NpoekTnpoBaHnsa 6e3onacHoCcTu.

B otnnumne ot NCO/M3K 15408 nnn MCO/MBK 19790 nioboe ocdmumnansHoe nnm dhegepanbHoe areHTCTBo, npea-
cTaBnsilowee kakyo-Hmbyae cuctemy ceptudmkaumm no MCO/M3IK 21827, oTcyTCTBYET.

B.4 NCO/M3K 13335

B 4.1 Lenb obecnevyeHnsa 6e30nacHOCTH

Komnnekr, B HacTosiwee Bpems cogepxawmun NCO/M3IK 13335-1, Obin onyGnukoBaH kak TEXHUYECKUA OT4eT
(vactb 1 —B 1996 1., yactb 2 — B 1997 r., 4yacTb 3 — B 1998 1., yactb 4 — B 2000 1. M yacTb 5 — B 2001 r.). B yactun 1
«KoHuenuum n mogenu 6esonacHoct M T» gaHel onpegeneHns OCHOBHbLIX TEPMUHOB, OTHOCSLLMXCH K BeaonacHocTn UT,
3MNeMeHTapHbIM acnekTam (yrposbl, pUck, y3BUMOCTM U T. 4.) U npoleccam (Hanpumep, NraHnpoBaHne HenpeaBuaeHHbIX
06CcTOsITENBCTR, OLIeHKa pUCKa, NOBLIWEHUE OCBEAOMIEHHOCTH). [laHHas YacTb NpegHasHaveHa aAns OTBETCTBEHHbLIX PYKO-
BoauTenen n paboTHWKOB cnyx6bl 6e3onacHOCTV B opraHusaumsx. B yactn 2 «YnpaeneHue 6esonacHoctbio AT 1 ee nna-
HUpOBaHWe» MNpeacTaBneHa uHMOPMauMs MO MPOeKTUpPOBaHMIO npouecca obecnedeHnsi GesonacHoctm UT um ero
WHTerpauum B CyEeCTBYIOWMNE TEXHONOTMYECKMEe NpoLecchl NpeanpusaTMsa 1 npeanaraeTcs opraHnsauusi 6esonacHocTu
WUT. B yactn 3 «Cnocobbl ynpaenenusi 6esonacHoctsto UT» yTouHsIl0TCA 9Tanbl npouecca obecnevenusi 6esonacHoctn AT
W NpefoCcTaenaeTcs nHopmMaums 0 Metodax u crocobax, KoTopble MOTyT UCMONb30BaTLCA Arst AOCTMXKEHWS 3TON Lernu.
HakoHeu, B 4actn 4 «Bbibop Mep Ge3onacHOCTM» nNpeacTasneHa nHopMmaLmst 0 TOM, Kakue Mepbl 6e30NacHOCTH COOTBE-
TCTBYIOT KAKMM YIpO3aMm M KaK MOXHO OnpeaenuTb npremnemslil ypoBeHb 6a30oBON 3alumThl A4S opraHusauun. B yacmm 5
«PyKoBOACTBO NO ynpaBneHuio ceTeBon 6e30nacHOCTbIO» NPEACTaBIeHbl PEKOMEHAAUMM Mo ynpaereHuio 6e3onacHoc-
Tbto T 6e3 pernameHTMpoBaHUs Kakux-nmbo onpegeneHHbIX peLueHU.

Bropas pegakuma MCO/M3IK 13335 6bina onybnvkoBaHa kak MexgyHapoaHbii CTaHAApT, COCTOSILMIA U3 ABYX Yac-
Ten; MCO/MBK 13335-1 Gbin usgaH B 2004 r.; oH oTmeHsieT u 3amensieT UCO/MOIK TO 13335-1-1996 r. u
MCO/M3K TO 13335-2-1997 r. MICO/MOK 13335-2 zamensier UICO/M3K TO 13335-3 n MICO/MIK TO 13335-4.
NCO/M3K TO 13335-5 (ynpaenenue cetamm) o6veanHeH ¢ MCO/MIK 18028-1.

CylecTByeT HaMepeHne n3aMeHnTb ob6o3HaveHne craHaapta MCO/M3K 13335-2 na MCO/M3K 27005.

B.4.2 LleneBas ayantopuna

Hannbin meton o6ecneqeHns goBepUsA KacaeTca AOBEPUsT K KCNNyaTaumm.

OCHOBHOW LieNeBoM rpynnon SBNSIIOTCA PYKOBOAWUTENW NPeanpuUATUA NN OPraHn3auuii, HENOCPEACTBEHHO y4acTBy-
IoWKMe B NNaHUPOBaHWUK 1 peanusauumn npouecca obecnevenunst 6esonacHoctn UT.

YacTb 1 npegHasHaveHa ana pykoBOAUTENEN Ha YPOBHE NMpaeneHunsi, 0COBEHHO Tex, KTO HeceT OTBETCTBEHHOCTb 3a
nporpammy obecnevennsn 6esonacHocTn UT B macwTabe npegnpusitus.

YacTb 2 npegHasHaveHa ans pykoBoguTenen, OTBETCTBEHHbIX 3a cuctemsl UT npeanpusitus, unv ans tex, Ybs cde-
pa OTBETCTBEHHOCTU B 3HAYUTENBHON CTENEHN 3aBUCUT OT ucnosnb3osaHus UT.

YacTtu 3 1 4 npegHasHaveHbl AnNA TexX, KOMy NpuxoguTcst MeTb Aerno ¢ 6e3onacHocTbio UT Ha pa3nuyHbix 3tanax
XN3HEHHOrO LMKNa NPOEKTOB.

OT4eTbl MOTYT UCMONB30OBATLCA YHPEXAECHUSIMU HE3ABUCUMO OT UX HA4anbHOW CTPYKTypbl. OHAKo OHW NpegHasHa-
YeHbl A4nA n3yveHns u (Npu HeobxoammocTn) moandmkaumm CTpyKTypbl Heo6xoaMMbIX npoLeccoB obecneveHusi 6esonac-
Hoctn UT. MpegoctaBnaemasa gna 3Toro uHdopmaumsi He 3aBUCUT OT CIIOXHOCTU UMEIOWMXCS CTPYKTYP U LIEeNeBoro
ypoBHsA 6e3onacHocTu.

B.4.3 XapaktepucTtnkm

Metop o6ecneueHunn goBepus BKNOYaeT B cebs noaxoa K AoBepuio kK cpeae. B otaenbHbix yactsax MICO/M3K 13335
He n3naralTcs kakme-nubo KOHKPEeTHbIe NPoLieAypbl M PELLEHUs], a coAepXXaTcsi peKoMeHAauum no paspaboTtke 3Tux nNpo-
ueayp v peleHunii n x aganTtauum Anst KOHKPETHOTO NPEeANpPUsITUS, a TAaKKe CyLLLECTBYIOLLME ATS 3TUX Lenen MeTofbl U Mo-
Aenn. [lokymeHTaumsi He npegHasHadeHa Onisi u3mepeHusi ypoBHs GesonacHoctn UT wnu nmoboi gemoHcTpauum
COOTBETCTBUA CTaHAApPTY.

B.4.4 Pa3HOCTOPOHHOCTL

B ocHoBHOM cTaHAapThl crielyeT aganTMpoBaTh K KOHKPETHbIM OCOGEHHOCTSIM yupeXxaeHuii 1 MHPaCTPYKTYpe UX
UT vnu npoektam. PasnuuHble YacTv cTaHaapTa coaepaTt pekoMmeHgauum s pasHblX YPOBHEW — OT YPOBHS NPaBNeHns
00 ypoBHS npoekTa. B peanbHOCTM npouecchl U npoueaypbl MOTYT peanu3oBaTbCsl MOMHOCTBIO TOMBKO B yUPEXAeHUAX
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cpegHero macwrtaba unu KpynHbelx yupexgeHusix. OgHako NOBCEMECTHO CTaHAapThl UCMOMb3YIOTCHA B KAYeCTBE PYKOBO-
actea.

B.4.5 CBoeBpeMeHHOCTb

MCO/M3K 13335 Gbin onybrnvkoBaH He@aBHO M Haxogwncsi B npolecce nybrnvkauMm Ha MOMEHT pa3paboTku
MCO/M3K 15443. OgHako ob6wmi xapakrep nonoxeHun MCO/M3K 13335 He npeanonaraeT HEOOGX0AUMOCTU B MOBTOPHOM
ux nepecmoTpe B 0603pumom Byayiem.

B.4.6 3aBeplUeHHOCTb

HaHHble cTaHaapThl SBNSOTCS 3aBEePLUEHHBIMWU OTHOCMTENBHO ONMUCaHUS OPraHU3auMn U KOMIMOHEHTOB Mpouecca
ob6ecneveHns 6eaonacHocT T. OHW gatoT TONbKO HanpaeneHve onpeaeneHnst 3TMX NPoUecCcoB U CTPYKTYP BHYTPM opra-
HU3auuy; ypoBeHb B6e3onacHoCcTh He 0603HaYaeTCs, Tak Kak onpeaeneHne 3Toro YpoBHsI NPOUCXOAUT TOMBKO B PaMKax
chOPMMPOBAHHbIX C UX UCMONBb30BaAHMEM OpPraHu3aLun 1 NpoLEeCcCoB.

B.4.7 CtommocTb peanusauun/ob6bem paGoT no peanusauun

Pacxoabl Ha BHegpeHve u nogaepxaHue npouecca obecnevenns 6esonacHoctn T Ha npeanpusitum 3aBUCAT OT
UMeLoLWENca opraHn3aunoHHON CTPYKTYpbl U He MOTYT yTBepXAaTbCa ANSA BCEX acnekTtoB. AHanormyHble coobpaxeHus
npumerHnmMbl kK MCO/MBK 27002.

B.4.8 MNMoppepXkKa MHCTPYMEHTANbHbLIMKY CPeACTBaAMM

Moaaepxka MHCTPYMEHTanbHBIMU CPpeACTBaMM He KaxXeTcsl uenecoobpasHoi. PeweHus no ynpaeBnexHuio, KoTopble
AOMKHbI MPUHUMATBLCS € y4eToMm hopMbl ynpaBneHus 6esonacHocTeio UT Ha Nnpeanpusitum, He 3aBUCAT OT CUCTEMBI NMOKa-
3arenemn.

B.4.9 Cdepa pericTBusa kpuntorpadum

KpunTtorpachus paccmaTpuBaeTcs Ha YPOBHe Mep (eanHny namepenuns). Tpeboeanus He 0603HaueHb!, @ BMECTO HUX
Aaetcs cebinka Ha MCO/MOK 11770-1, 0cobeHHO B OTHOWEHWUN YNPaBNeHUs KIioyamu.

B.410 OueHka un ceptudmkauma

CepTnchmkaums He NpegycMaTpuBaeTcs U He cUMTaeTcst Heo6xoanMon.

B.4.11 Y6eauTenbHOCTb M NpU3HaHne

Mpu3HaH B Ka4ecTBe MexayHapoaHOro MeTactaHgapra.

B.5 UCO/M3K 27001 n UCO/M3K 27002

B.5.1 Lenb obecnevyeHnsa 6e3onacHoOCTH

HasHa4eHnem NCO/M3K 27001 n MCO/M3IK 27002 sensieTca npeacTaeneHune TpeboBaHWi K nogxody «nepesoBov
onbIT» B ynpaeneHmn nHopmaLmnoHHol 6esonacHocTbio. B UCO/M3K 27002 paatotca pekomeHgaumm no metogam obec-
neveHusi nHpopmaumoHHoln GesonacHocTH, Toraa kak B MICO/MOK 27001 onpegeneHol TpeboBaHua K CUCTEMaM MeHea-
XMeHTa MHpOpMaLNOHHON Ge30NacHOCTH.

OcCHOBHble paccMmaTprBaeMble TEMbI BKIOHAT B ce6s1 nnaHnpoBaHne, BHeAPEHNUE (peann3aumio), 3KCnnyaraumio n
ynyJleHre CUCTEMbl MEHEXXMEHTa UHCOPMaLMOHHON 6e3onacHoCTU. CBsi3aHHbIE C OCHOBHLIMU TEMbI KACAIOTCA UAEHTU-
hbuKaLMm U OLLEHKU PUCKa, a Takke BblGopa COOTBETCTBYIOLLMX Lienel CPeacTB yNpaBneHus.

B.5.2 Llenesas ayautopus

MCO/M3K 27001 n MCO/MBK 27002 npegHasHaveHbl Ans NPeAnpusTUil K yYpexaeHuin BCex pa3smepoB, HO He Ans
YacTHbIX Nonb3oBaTtenen. Kpome Toro, craHaapTsl MOTYT NPYMEHSITBCA CePBUCHBIMU dopMamy B obnacTtsax ayauTta u cep-
Tncbmkaumm.

Lleneson ayanTopuei cTaHaapTOB SIBISIOTCA:

- pyKkoBOOAUTENU, OTBETCTBEHHbIE 32 0becneveHne aekBaTHOW 3alunTbl MHpOPMaLMK, COOTBETCTBYIOWEN NX 065-
32HHOCTSAM;

- NMua, OTBETCTBEHHbIE 3a BbIGOp M BHegpeHue mep BesonacHocTn UT, Takue, Hanpumep, kKak paboTHUKKU CryxObl
6esonacHoctn T, nuua, oTBeTCcTBEHHbIE 3a UT;

- nepcoHan ¢ 0653aHHOCTAMM MO MOHWTOPUHIY, HANPUMEP, BHYTPEHHUE W BHELWHWE ayanTopbl;

- BHELWHVE 3aMHTepecoBaHHble CTOPOHBI, TAKUE, HaNpUMep, Kak 3aKa34nkn U NOCTABLLUKK, NMONararLLmMecs Ha Mepbl
6esonacHocTn UT;

- opraHbl No cepTUUKaLMN CUCTEM MEHeIKMeHTa MHAOpPMaLMOHHON 6e30NacHOCTH.

MpUMeHNMOCTb CTaHAapPTOB B LLENIOM HE 3aBWUCUT OT OpraHn3aLnoHHON CTPYKTYPbl. OpUeHTUPOBaHHBIN Ha PYKOBO-
OCTBO NOAXOA He orpaHuuYMBaeT NMPYMEHUMOCTb CTaHAAaPTOB K onpeaerieHHbIM TEXHOMONMYECKMM CMcTeMam 1 Tunam
CUCTEM.

B.5.3 XapakTepuctukm

HaHHbI MeToz 06ecneyeHns OBEPUS UCMONb3YeT NOAX0A K IOBEPUI0 K NPOLECCY M OXBaTblBaeT cnegyowme
aTansi:

- hopMMpOBaHKE CUCTEMbI MEHEPKMEHTA MHpOpMaLMOHHOW 6e30NacHOCTY;

- BHEAPEHVE U 3KCTIyaTaunsi CUCTEMbI MEHEXXMeEHTa UHOPMaLUMOHHON Be30MacHoCTy;

- MOHUTOPUHT U NMPOBEPKa CUCTEMbl MEHEKMEHTa MHOPMaLNOHHON 6e30NacHoCTH;

- NoA4epX)aHve U ynydleHne cucTeMbl MEHEPKMEHTa MHpopMaLMOoHHOW 6e30NacHOCTY.
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Byay4m cBasaH ¢ atumm atanamm, MCO/M3K 27001 copepxuT TpeboBaHWA K AOKYMEHTaUWK, 06513aHHOCTAM pYKO-
BOACTBA, BHYTPEHHUM ayauTam CUCTEMbI MEHEXKMEHTa nHhopmaLmoHHon 6e30nacHOCTH, ee NPOBEPKaM CO CTOPOHbI py-
KOBOZICTBA W YIYULLIEHUIO CUCTEMbI MeHeaXKMeHTa MHOPMaLMOHHON 6e30onacHOCTH.

MCO/M3K 27001 copepxut TpeboBanua k Bbibopy mep ynpaeneHusi o6paboTtkon pucka nHdopmaunoHHon 6e3o-
nacHocTU, ocHoBaHHbIM HA MCO/M3K 27002.

HaHHble cTaHaapThl MOXKHO NPUMEHATL pa3nuyHbiMKU NyTAMKU. Bo-nepebix, MCO/M3IK 27002 MoXHO UCronb3oBaThb
KaK CCbIMKy ANs1 KOHKPETHOIO PYKOBOACTBA B OTHOWEHWM cneuudukaumm m NpuMeEHeHns1 oTAEerNbHbIX MEp YNpaBneHusl.
Bo-BTopbix, MCO/M3IK 27001 MmoxeT ncnonb3oBatbCa AnNs BHeAPEHUS COBPEMEHHOW CUCTEMbI MEHEKMEHTA UHopMa-
umMoHHoM G6esonacHocTu. B-TpeTbux, aAns BHEAPEeHUs1 CUCTEMbI MeHeKMeHTa uHdopMaumMoHHo 6e30MacHOCTH, KoTopast
MOXET cepTMPMLUMPOBATLCS HE3ABUCUMbBIM OPraHOM MO cepTudMKaunm, MOXET NPUMEHSTLCS KOMOMHaUMs TpeGoBaHWiA
MCO/M3K 27001 n MICO/M3K 27002.

B.5.4 Pa3HOCTOpPOHHOCTb

MCO/M3K 27001 n NCO/M3K 27002 npegHasHaveHbl anst opraHvsaumin nioboro paamepa, a TaKke anst oTAenbHoO
ngeHTnuumnpyembix nogpasaeneHnin opraHnsaumi. Mpu Hanuuum y opraHm3anmm HECKOSIbKMX CUCTEM MEHEPKMEHTA WH-
chopmavmoHHoi 6e3onacHoCTH, BKNIOYaOWMX B ce6s paznuyHelie cdepbl NPUMEHEHUs (HanpUMep, pasnuyHbIX nogpasae-
NEeHWn opraHu3auum), OTCYTCTBYeT KakoW-nMbo aeTOMaTM3UpOBaHHbBIN Cnocob, nomoralwmii caenaTth BbiBOg, O
6e3onacHocTn nHdopmaumm Boobue. OgHako Ha OCHOBE AOKYMEHTaUWK, UMEIOLLEICS MO KXKA0W CUCTEME MEHEePKMEHTA
nHdopmaumuoHHon 6e30NacHOCTH, MOXHO NPOBECTU SKCNEPTHYIO OLEHKY W ONpeAenuTb COrnacoBaHHOCTb NOAXO0A0B K UH-
dopmaumnoHHomn 6e3onacHOCTH ¢ OGLWUMN LENAMMN.

B.5.5 CBoeBpeMeHHOCTb

MCO/M3K 27001 n UCO/M3IK 27002 anpobupoBaHbl M NOMHOCTBIO COBMECTUMBI. 3annaHupoBaHbl perynsipHbie 06-
HOBIEHUS B COOTBETCTBUM C 061WmM noaxogom k mogudukaumm ctangaptos MCO/M3IK u coxpaHeHue npu Takmx oGHOBIe-
HUSIX COBMECTUMOCTU CTaHAApTOB.

B.5.6 3aBeplueHHOCTb

MCO/M3K 27001 n UCO/M3K 27002 B 3HaUNTENBHOW CTENEHN OPUEHTUPOBAHBI HA HUCXOLSILLMIA NOAX0A U CO-
Aepxart obwue TpeboBaHna n pykoBoacTBO No BezonacHocTu. 3Tn TpeboBaHusa oxBaTbiBalOT BCe 06nacTu, MMelo-
wMe 3HaveHue B HacTosiwee BpemsA. CTaHgapTel He coaepxXaT Kakux-nubo OpUEeHTUPOBAHHLIX Ha NPOOYKT
Tpe6GoBaHWIi, a OpPUEHTUPOBAHHbIE HA TeXHONOrMK TpeboBaHnsa 0606LWeHbl M cogepXaT NUWb He3HAYNUTENbHOEe YNC-
no noapoGHOCTEN.

MCO/M3K 27001 n MCO/M3K 27002 He orpaHU4MBaIOTCA OQHUM KOHKPETHBIM YPOBHEM H6E30nacHoCTH, a pEKOMEH-
Jyemble UMW Mepbl yrpaBrieHnsi OPUEHTUPOBAHbI HA OCHOBHOM NoAaxof K obecneveHnio 6e30nacHOCTU U NPUroaHbl TONbKO
AnsA ypoBHel 6e30NacHOCTU OT BbICOKOTO 40 MakCMMarbHOro nocrie moaudukauum. OgHako OpUeHTUPOBaHHLIN Ha PYKO-
BOACTBO nogxog obecnevrBaeT Nogaep:KKy BCEM ypoBHsiM Ge3onacHocTu.

MCO/M3K 27001 no3sonsieT UCKITIOYUTE MEPBI ynpaBneHusi, uanoxeHHole B MICO/M3K 27002, Ha ocHOBaHWK, Ha-
npumep, NX HeCOOTBETCTBUS AeATENBHOCTU B pamkax cdepbl AENCTBUS UMK OTCYTCTBUSI Heo6xoaumocTn 06paboTkm cBsi-
3aHHbIX C 3TON [AesATenbHOCTbIO puckoB GesonacHocTw. [Ansi agantaumm K HeGonbWMM MNPeanpusTUSIM BO3MOXHA
MoandMKaLMA Mep YNpagrneHus.

B.5.7 CtoumocTb peanusaumn/o6bem paboT no peanusauumn

MpuaaHue ocoboro 3Ha4eHUs1 AeATENbHOCTM PYKOBOACTBA AernaeT yeunus, Heobxoaumele Arisi BHEAPEHUS CUCTEM
MEeHeKMEeHTa UHOpMaLMOHHON Ge3onacHocTH, B BONbLUION CTENeHN 3aBUCHMbIMM OT OOLIEro KavecTBa OpraHM3oBaH-
HOCTM yupexaeHus. [Ins HeJOCTaTOYHO XOPOLLO OPraHN30BaHHbIX YHpexXaeHWii TpebyloTcs 3HaunTenbHO GOnblMe you-
VS, YeM Ons yYpexXaeHuid ¢ BrnosHe onpeaeneHHbIMY OpraHn3auoHHbIMY CTPYKTYpaMu.

MeToa ucnonb3oBaHWs Npaswn ansi obecneyeHnsi pekoMeHaaLui No BHEAPEHUIO Mep yrNpaBreHusi B OCHOBHOM Jie-
naeT BO3MOXHbIM MPYMEHEHUE UMEIDLLIMXCS Mep YNpaBIieHns ANs BbINONHEHUs OTHOCSALWUXCA K HUM TpeboBaHui 6e3 fo-
NONTHUTENBHbIX 3aTpar.

O6bem paboT No BHEAPEHUIO CUCTEMBI MEHEIKMEHTA MH(DOPMAaLMOHHOW 6e30nacHOCTM Ha OCHOBe TpeGoBaHWi
MCO/M3K 27001 B 3HaunTENbHOM Mepe onpeaensieTcs obnacrelo AeWCTBUS cuCTeMbl. BbiGop MeToaa oLeHKM pucka oka-
3biBaeT 6oMbLlWOe BMsHME Ha HeoBxoanMbli 06bem paBoThbl.

CrommocTb ceptudmkaumm no MCO/MIK 27001 aHanornyHa ctommoctu ceptudukaumm no MCO/M3IK 9000.

CnegyeT 0OTMETUTb, YTO CTOMMOCTb CEpTUMDMKALMM HAJ0 paccMaTpUBaTh OTAENBHO OT CTOMMOCTU BHEAPEHUS COOT-
BETCTBYIOLLEN CUCTEMbI MEHEPKMEHTa MHopMauuoHHoW GesonacHocTh. MNogoGHble 3aTpaThl 3aBUCST OT macluTaba
opraHusaumm, xapakrepa npuHsTLIX Mep 1 umetoLmxcst yrpo3. O6o6ueHHoe onpegeneHne Takux 3aTpaTt HEBO3MOXHO.

Onsa oueHvBaHus o6blvHO TpebyeTcs onpeaeneHHbIn Nepuo BPpEMEHU C NEPEPLIBAMU HA BHEAPEHWE Pa3NYHbIX
acnektoB CMUB unu pewerne Bo3Hmkaowmx npobnem. O6bIvHO dhakTnyeckasi NpoaorKMTeNbHOCTb OLEHMBAHUSA COCTaB-
naeT o1 Tpex Ao 12 mecsiues.

B.5.8 MNMopaepxka MHCTPYyMEHTaNbHbLIMMU cpeacTBaMu

MCO/M3K 27001 n UCO/M3K 27002 MOXHO NoaaepKMBaTh pasnuyHbIMU UHCTPYMEHTaNbHbIMK cpeacTBamu. Jns
OLEHKV pUcKa, NoOAAEPXKU pa3paboTku u CoOXpaHeHnsi HeoOBXoAMMbIX JOKYMEHTOB U 3anucei U CpaBHEHNSI BHEOPEHHbIX
Mep YNpaBreHWs C NOCTABMEHHbIMY LENsIMUA CYLLLECTBYIOT Creumdnyeckne MHCTPYMeHTarnbHble CpeACcTBa B COOTBETCTBUM
¢ NCO/M3K 27001.
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B.5.9 Cdepa penicTBusa Kpuntorpadpun

Kpuntorpadums paccmatpuBaetcss B UCO/M3K 27002, B kKOTOPOM NpeacTaBneH NPakTMHeCKUi OnbIT, KACaloLWMNCst
NOJNTMTUKM NPUMEHEHUS KpUINTOrpadhmyeckmx Mep KOHTPONsA W YNpaBneHus kniovamu. YunteiBasi oblwmi Xxapakrep AaHHOMo
cTaHaapTa, kakue-nmbo cneundmryeckne Ans Npogykra pekomeHgaumm oTCyTCTBYIOT.

B.5.10 Ouenka n ceptncdmkaums

MCO/M3K 27001 6bin pa3paboTtaH ansi Toro, YToGbl caenaTb BO3MOXHOW cepTudmKaumio peanusauuii He3aBucu-
MbIMK opraHamu no ceptudumkaumsim. Hezasucumas ceptudpmkaums CMAB agenctButernbHa HECKOMBKO NeT (06bIYHO TpU
roaa). HapsopHble ayavTsl NpoBoasTCs Yepes kaxable 6—12 mecsiues B TeveHue aToro nepuoga. Ceprudmkaums aHHynm-
PYEeTCs NPy HaNWuMm Cepbe3HbIX HECOOTBETCTBUI U/MNUN €CN OHU CBOEBPEMEHHO He ycTpaHeHbl. Haxogsawmics B HacTos-
wee BpeMsi Ha cTagum paspabotkm MCO/MOIK 27006 cneunduumpyet TpeboBaHMA MO akkpeauTauuu OpraHoB Mo
ceptTudmkaummn.

B.5.11 Y6eanTtenbHOCTb M NPpU3HaHWe

PasnuuHbie hegeparnbHbie U pervoHarbHbie cnyxobl No akkpegutaumm obecneumBaloT He3aBUCUMOE OBEpUE K
TOMYy, UTO opraHbl o ceptudukauum no NCO/M3IK 27001 ebinonHAlT cTabunbHbie Npoueaypbl, 3a0eNCTBYIOT KOMNETEH-
THBIW NepPCoHan U BbIAAIOT HENPOTUBOPEUMBLIE pe3ynbTaTsl. [pumepamm 3Tux opraHoB no akkpeauTauum sinsiotes UKAS
B BenukoGputanum n JANSANZ B Asctpanuv n Hosor 3enangun.

degepanbHble M perMoHanbHble CnyX0Obl No akkpeauTaummn CoTpyaHWYaloT B MexayHapogHoM maclitabe nocpe-
AcTBOM dopyma mexayHapogHoro akkpegutoBanus (IAF) n EBponenckon opraHMsaumm cCoTpyaHUYECTBa Mo akkpeamTa-
uuKn. 3TN perMoHanbHbIe U MeXAyHapoOHble accoumaumum o6ecneumBaloT COrnacoBaHHOCTbL 4ENCTBUM MO MEXAYHAPOAHON
akkpeauTauumm.

B.6 PykoBoacTBo no 6azoBon 3awmte UT

B.6.1 Llenb obecneyeHnsa noBepus

B pykoBopacTtBe no 6a3oBoii 3awmre T npeacraBneHsl cTaHgapTHbIe Mepbl 6e3onacHoCTH, HanpaeneHHble Ha dop-
MUpOBaHUe NpeaonpeaeneHHoro ypoBHsi 6esonacHoctu gnsa cuctem UT. 3TOT ypoBEHb MOXKET TaKKe CINyXWTb OTNpaBHON
Toukom ans obnacren ¢ 6onee ctpornmm TpeboBanmsiMm GesonacHocT. PykoBoacTBo no 6asoBon 3awmte UT cogepxut
nepeyHn cTaHAapTHbIX Mep 6e30nacHOCTM B Kaxaon n3 obnacren: MndpactpykTypa, MNepconan, AnnapaTtHble cpeacTBa u
nporpamMmHoe obecneveHne, KommyHukauusi 1 nnaHvpoBaHue HenpeaeuaeHHbix obcrositenscTB. Moaxon BkrovaeT B
cebs cneayolme aencTBus: aHanum3a cTpykTyp T, oueHka TpeGoBaHuii K 3awmTe, MOAENMPOBaHWE, OCHOBHbIE MPOBEPKN
6e3onacHOCTH, JONONHUTENBHBIA aHanua 6esonacHocTn U BHeapeHue mep GesonacHoctn UT.

B.6.2 LeneBas ayautopusa

HanHbin meTog o6ecneveHns goBepusi BKIOYaeT B cebs AoBepue K IkcnnyaTaumm, a Takke gosepue k paspabotke u
WHTerpauum B ycnoeusix akcnnyataumm UT.

PykoeogcTteo no 6a3oeoii sawute UT npegHasHaueHo Ans yupexaeHui u NnpeanpusaTuii Bcex maclutabos, a He gns
4YacTHbIX noneaoeartenei. [ns obnerdeHus agpecauum craHaapTHbIX mep 6e30NacHOCTU OTBETCTBEHHbIM PaGOTHMKAM
TEKCTOBasA MHPOPMALMSA NO KAKAON Mepe HAa4MHAETCs ¢ MHOPMALIMK O TOM, KTO HECET OTBETCTBEHHOCTb 32 MHULMUPOBA-
HWe 1 BHeJpeHne paccmMaTpuBaemMon Mepbl. B K&Xgom criyyae Ansi 3Toro B paMkax yupexaeHust unv npeanpuatmsa o6o3Ha-
YeHbl ogHa unn Bonee ponei. Mpumepamu Takux ponei sIBRSOTCS HavanbHUK oTaenenust UT, paGoTHUK crnyx6bl
6eaonacHocTn VT, nepcoHan, MHCMEKTOp NOXapHOW oXpaHbl, a4MUHUCTPATOP U nonbaoBatens UT.

OCHOBbIBasACb Ha TUMWYHBIX KOMMOHEHTAX, KOTOPbIE NPEVMYLLLECTBEHHO PACCMAaTPUBAIOTCS B PyKOBOACTBE No 6a3o-
Boln 3awute VT, gaHHOE pyKOBOACTBO OYeHb MOMe3Ho ANs NPoBaiJepoB YCnyr, Co3gatolmxX v npeaocTaBnsiiowmx co-
aepxaHue B VIHTepHeTe, HO MeHee NOMne3Ho Ans onepaTopos ceTu. o npuynHe pacwmpeHHoro Habopa TpeGoBaHwuii Mo
6esonacHocTn VT, cogepxalimxcs B pykoBoacTee no 6a3osoit 3awmte T, 4OKYMEHT Takke NPUMEHUM A5 NOCTaBLMUKOB
annapaTHbIX M3genvin unm nporpaMmmMHbIX npogykros. OaHako o pa3paboTke nporpaMMHOro obecrneveHns yrnoMmHaeTcst
NV MMMOX0A0M. AOMUHMCTPAaTOPbl HANQYT B PYKOBOACTBE No 6azoson 3awmte VT BceobbemnioLyo 1 nogpobHyto Tex-
HUYECKY0 MHAOpMaUKIo.

Mockonbky pykoeogcTeo no 6asoson 3awmrte AT cnegyeTt obwemy NPUHLMNY PACCMOTPEHUS TUMUYHBIX KOMIMOHEH-
TOB (LT), OHO B OCHOBHOM He 3aBUCUT OT CTPYKTYpPbI MPeanpusitus. PykoBoACTBO NPUMEHMMO Ansi Bcex obnacTei, B KOTo-
PbIX WMCNOMNB3YIOTCA CTaHOAAPTHbIE CUCTEMbl U Mpunoxenns T u B koTopbix (B o6uem) TpeboBaHus GesonacHocTu
SBNstOTCS 00bIUHBbIMK. Mepbl 6eaonacHocTn AT ¢ Gonee BbicokMMM TpeboBaHUsIMU 6830MacHOCTU COXPaHSIIOTCH NMULLb B
orpaHu4eHHoMm ob6beme.

B.6.3 XapakTepuctukm

MeToa obecneveHusi goBepusi UCNONb3yeT NOAX0A K AOBEPUIO K MPOLLECCY, HO BKIoYaeT B cebs Takke aNeMeHT Jo-
BEpUS K NpoAyKTY B Cry4Yae ero moaumkauum Bo Bpemsi akcrnyatauum. B 3aBUCUMOCTY OT KOMNOHEHTOB paccMmaTpuBae-
mow cpegbl T none3osaTtens BbIGMpaeT Nogxogsiume pasaernbl (UNu «MoAynvy» ) B pykoBoAcTee no 6asosoi 3awmte UT un
UCMOnb3yeT uX Ans «mogenvposaHusa» cpegbl AT. Mogxoa AenvTcs Ha NsiTb YPOBHEW: acnekThl BbICLLEro nopsiaka, uH-
pacTpykTypa, cuctemsl VT, ceTv n npunoxeHms.

YpoBeHb 1. AcnekThl BbICLLEro NOPsiaKa OXBaThbIBaloT acnekTsl 6ezonacHocTn T, koTopble Henb3si 3ahUKCMPOBATb
ans otgensHor T unu KoMnoHeHTaMn MHMPACTPYKTYPbl, HO KOTOPbIE OKa3biBaloT BNMsiHWE Ha Gonbline obnactn unm
Jaxe Bclo cpeay UT.

B.6.4 Pa3HOCTOPOHHOCTL

MockonbKy pykoBoACTBO Mo 6a3oBon 3awmTe VT npeaHaszHaveHo Ansi KOMNOHEHTOB paccmaTpuBaemon cpeabl VT,
o6bem paboT 1 pacxodpl, 3aTpaveHHble Ha MPUMEHEHKE 3TOrO METOAA, B 3HAYUTENBHOW CTEMNEHU 3aBUCSIT OT OQHOPOAHOC-
TV paccMmaTtpmeaemon cpeapl. B pykoBoacTee no 6asosor 3awmte VT cogepruTest MexaHuam rpynnupoBaHust MOEHTUYHbIX
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KOMIMOHEHTOB, 14TOGblI 36exaTtb HeobxoanmocTn o6pabaTbiBaTh KaXabl KOMNOHEHT B oTAenbHOCTU. OgHako, ecnu cpeaa
WUT HeopgHopogHa B uenom, o6beM paboT u pacxoibl BO3PACTaloT NPONOPUMUOHANBHO YUCY KOMMOHEHTOB (cuctem UT,
npunoxenmi UT, n 1. a.).

B.6.5 CsoeBpemeHHOCTb

PykoBoacTteo no 6a3oBoii 3awmTte VT nepecmaTpmBaloT U pacwmpsioT Asaxasl B roa. 310 0cobeHHo Heobxoanmo
Ansi aganTauum TEXHUHECKOTO CoAepXaHusl K HoBeMwuM paspaboTkam. [lononHUTeNbHbIN MaTepran ocCHOBaH Ha TpeboBa-
HUSIX, ONpeAeneHHbIX 3apermcTpMpoOBaHHbLIMM NONb30BaTENAMU PyKOBOACTBA No 6asoson 3awmTe UT.

B.6.6 3aBepweHHOCTb

PykoBoacteo no 6asosoin 3awmte UT cogepxuT kak obwme, Tak u cneundmyeckme ana NpoaykTa u TEXHOOMMN
cTaHfapTHble Mepbl GesonacHocTu. O6wme Mepbl OXBaThIBAOT BCE BaXkHble acnekTsl 6e3onacHoctn UT, Hanpumep, nna-
HUPOBaHWUE OPraHN3aUNOHHON CTPYKTYPbI UITK HenpeaBuaeHHbLIX 06¢cToaTenscTB. C y4eTOM OrpOMHOro pasHoobpasnsa npo-
AyKTOB 1 pewieHni B o6nactu UT HemabexeH oxeat creumdrnieckumm ans npoaykra u TexHonorun mepamm 6e3onacHoctu
TONbKO Hanbornee WHPOKO NPUMEHSIEMbIX KOMIMOHEHTOB.

PykoBozacTeo no 6asoBoi 3awmre T opueHTMpOBaHoO, B NEPBYI0 ovepeab, Ha 3awmTy MHADOPMaLUK, NPUNOXEHNS
WUT un cnctembl UT, K KOTOPBIM NPeabsIBNSAIOTCS TAK Ha3bIBaEMble «HOPManbHble» TpeboBaHus 6esonacHocTu. Mpu Gonee
BbICOKMX TpeBOBaHUAX K CTaHAApPTHLIM Mepam 6e30nacHOCTH, NPpUBEAEHHBIM B pykoeoacTee no 6asoeon 3awmrte UT, He-
06xoaUMO NpuBNeKaTh OMNONMHUTENBHLIE MEPbI.

B.6.7 CtoumocTb peanusaunn/o6bem paboT no peanusaummn

MockonbKy cTaHaapTHble Mepbl 6e30MacHOCTU OPMEHTUPOBAHLI HA HOpManbHble TpeboBaHua 6esonacHocTH, 06bIY-
HO IOPOroCTOsILLME YCNYIW UMW KOMMNOHEHTHI 6@30nacHOCTM Ny MHAPaCTPYKTYpbI He TpebytoTea. CnegoeaTenbHO, OCHOB-
HbIMW M3JepXKamn BHepeHusi mep 6e30nacHOCTU SIBMSIIOTCS] OPraHU3auMoHHBIE YCUNMA W 3aTpaTthl Ha onnaty Tpyaa.
CnepayeT Takke yyuTbiBaTb paboTy Mo NpoBeAEHUI0 aHanm3a. 310 B 3HAYMTENBHOW CTENEHN 3aBUCUT OT OAHOPOLHOCTH
paccmaTtpuBaemoi cpefpl. [inst aHanu3sa 6asosoit sawmTtsl T npeanpusaTtus cpegHero macwraba HeobxoauMo nnaHmpo-
BaThb MO KpaWHeN mepe Tpyu mecsua.

B.6.8 Mopnepxxa NHCTPyMEHTaNbHLIMKU CpeACcTBaAMM

PykoBozacTeo no 6a3oBoii 3awmte UT noaaepXMBaeTcsi MHCTPYMEHTanNbHbLIMY CPEACTBAMY B OTHOLWEHUU KaK NOAXO-
Aa (nporpamma 6a3oson 3awmtsbl UT BSI), Tak u cogepxanus (agmuunctpauma UNIX nporpammel USEIT-BSI).

HanbHerwas pa3paboTka MHCTPYMEHTarbHbIX CPEACTB OPMEHTUPOBAHA Ha NpoaneHne AeNCTBUA PYKOBOACTBA NO
6azoson 3awmrte UT. [ipyrue nHctpymeHTtanbHble cpecTBa obecrnieueHnsi 6630nacHOCTU, OPUEHTMPOBAHHBIE HA NOAX0A,
WU cofiepkaHne pykoBOACTBA Nno 6a3oBon 3awmTe NT unum K ero cogepkaHuio, Takke UMeInTC B NPoaaxe.

B.6.9 Cdepa gencreusa kpuntorpadpun

MogobHo gpyrMm pekomMeHgauusiM peKoMeHAaUMM No NPUMEHEHUIO KpunTorpaduyeckux npoueayp TaioKke OpUeHTH-
poBaHbl Ha cTaHAapTHele TpeboBaHWA GesonacHoOCTU. PykoBOACTBO BKNIOHAET BBEAEHME B OCHOBHOE NOHSITUE O KPUMTOI-
pachmu, obme pekoMeHZaumMmn No NPUMeEHEHNI0 KpUnTorpaduHeckux MexaHu3moB U creumduyeckme peKoMeHgaumm no
npogykram.

B.6.10 OueHka n cepTudpmkauma

HepaeHo pa3spaboTtaHa knaccudvkaumoHHas cxema, npeanaratowas agMUHUCTPaUnmU U NpeanpuUsTUAM BO3MOX-
HOCTb AOKYMEHTMpOBaTb (hakT ycrnewHoro BHeapeHws nMn 6asoeon 3awmtbl UT B MHTepecax BHewWHero mupa. bbinm
npegycMOTPEHbl TPY YPOBHS: CamMONpPOBO3INAWEHHBIN «HaYalbHbIN YPOBEHb», CAMOMPOBO3MMALUEHHbBIN KMNOBLILLEHHbIN
YpOBEHb» N AeNCTBUTENBHBIN cepTrdhmkaTt 6a3oBom 3awmTel AT. Takon cepTndmkaT BbIAAIOT TOMBKO HE3aBUCUMBIE CEPTU-
OUKaLMOHHbIE OpraHn3aLmm.

B pamkax oTaenbHbIX rnae pykoBogcTea no 6a3oson sawmte UT gaeTcsi pasbscHeHWE O TOM, Kakue mepbl TpebyioT-
€51 AN KaX[oro KeanuukaunoHHOro ypoeHs. 3aBeplleHne pa3paboTky KnaccupuKaLMOHHON CXeMbl MNaHUpOoBasock K
KoHUy 2001 .

B.6.11 Y6eauTenbHOCTb M NpMU3HaHKe

PykoeogcTteo no 6a3oBoii 3awmte AT ABNSETCA HALMOHAMbHBIM CTaHAaPTOM, AOCTYMHLIM HA HEMELKOM W aHImni-
CKOM sI3bIKaXx.

B.7 COBIT

B.7.1 Lenb o6ecnevyeHns nosepua

MHTeHcuBHOE ucrnonb3oBaHve UT ans noaaepxku n o6paboTky 3Ha4YMMbIX Ans GuaHeca onepauui genaet KparvHe
BaXXHbIM CO3JaHNe COOTBETCTBYOWEN cpeabl koHTpons. COBIT (Lenu KOHTPONA MHAOPMALMOHHBIX M CBA3AHHbLIMW C HUMK
TexHornorvi) 6einu paspabotarbl ISACA kak MeTo4 TECTUPOBAHUS NOSNHOThI M 3MEKTUBHOCTU TaKON Cpeabl KOHTPOMA Npy
OrpaHuYeHnn pucka.

B.7.2 LleneBas aygutopus

OT0T MeTog obecneveHusi fOBepUs BKIoYaeT B cebsi AoOBepue K SKCnyaTaumm.

COBIT npumeHsieTcs crnegylowumm LenesbiMy rpynnamm:

- PyKOBOACTBOM — [r151 OKa3aHWs NoAAepKKM MpU B3BELLVBAHUM PUCKA B COMOCTABMNEHNM C KAMUTANOBITOXEHNSAMMY,
COMPSBKEHHBIMU C MPUMEHEHMEM Mep KOHTPOIS;

- NONb30BaTENAMN — ANS YryYLIEeHN OLEHKM HAeXHOCTU U MOHWTOPUHIa yenyr T, npegocTaensiemslX B paMKax
opraHusaumm unu TpeTbMMKU CTOPOHaMM;

- ncnbiTaTensMm — ans 06beKTUBHOTO 060CHOBaHMSA (DAKTOB MCTBITAHWIA U BblAa4M KOHCYNbTaUWl B CBSI3U C co3aa-
HUEM M 3KCNnyatauuen BHYTPUPMPMEHHbIX CPeACTB KOHTPOIS;

- BNnagenbuamu npouecca unu nuuamm, OTBETCTBEHHbIMU 3a T — ansi nogaepXku ceoei paboTh!.
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COBIT moxeT NPMMEHSITLCH B Ka4eCTBE OPMEHTUPOBAHHOMO Ha NPOLLECC MeToAa HE3aBUCMMO OT BHYTPEHHEN CTPYyk-
Typbl MNW NPaBoBOV (DOPMbI NPEANPUATUSI.

B.7.3 XapaxkTepucTuKn

OTo0T MeTog obecneveHusi QOBEPUs MPMMEHAET NoAXod K AOBEPUIO K cpede.

Mpu ucnons3oBanmm COBIT nonbaoBaTenb BHavarne onpegenseT npoueccs! VT, 3HauMmMble Ansi KOHKPETHON CUTya-
umn. 3atem AN KaXgon Lenu KOHTpons BblbpaHHbIX npoueccoB T emy HE0GX0aUMO B3BECUTL U PELLNTL, B KAKON CTene-
HU CYLLIECTBYIOLLME MEPbI KOHTPOMSI COOTBETCTBYIOT ero TpeboBaHmsaM.

COBIT pasnuyaeT cemb pasHbix BuaHec-TpeboBaHuii U rpyNNMpyeT UX No TPEM KaTeropusim — kadecTea, 6esonac-
HOCTM U PErynsipHOCTU:

- kauecTBO UT, onpeaensiemoe sOeKTMBHOCTbIO U 3KOHOMUYHOCTBIO BbIMOMHSEMbIX NPOLIECCOB, BbIPaXXaeTCA KPU-
TepuaMK 3PPEKTUBHOCTM U pe3yNbTaTUBHOCTY;

- TpeboBaHusi 6e3onNacHOCTU NO KOHMMAEHLUMANBHOCTH, LENOCTHOCTU M AOCTYNHOCTN — oTpaxeHsl B COBIT;

- KpUTEpUI HagexHocTn — npumensietTcs B COBIT anst o6ecnevenns HageXHOCTU (OMHAHCOBOW OTYETHOCTH (Tpe-
6oBaHusi No PUHAHCOBOW OTHYETHOCTU) Hapsdy C KpuTeprem cobniogeHns NpaBoBbIX TPeOOBaHWI BHYTPEHHUX U BHELLHWUX
CTaHJapTOoB.

B cooTtBeTcTBUM ¢ COBIT noaaepxuneaemblie T G13aHec-npoLecchl OCHOBLIBAKOTCH HA CNeayoLLMX pecypcax:

- AaHHble; 3MeMeHTbl 4aHHbIX OT BHYTPEHHUX W BHELLHUX UCTOYHWUKOB B CAMOM LUMPOKOM CMbICIIE;

- COBOKYMHOCTB PYYHbIX M 3anporpaMMMpOBaHHbIX NPOLEeayp, Ha3biIBAEMas «KMPUNOKEHUSMUY;

- TeXHoMnoruu, BKNoYawwme B ceba annapaTtHble cpeacTBa, onepaunoHHbIE CUCTEMBI, CUCTEMbI aAMUHUCTPUPOBA-
Hus 6a3amu faHHbIX, CETU, KOMMYHUKALMOHHBIE NMPUMOXKEHNA U T. A.;

- aKTUBbI; BCE pecypchbl, UCnonb3yemslie ans obecneveHnsi u NOAAEPNKKN MHEOPMALMOHHBIX CUCTEM;

- MepcoHan; 3HaHWsl, 0CBe4OMIIEHHOCTb U NMPOAYKTUBHOCTb, CBSI3aHHbIE C MNAHUPOBAHWEM, OpraHu3auunen, 3aKyn-
Ko, obecrneveHMem COOTBETCTBUS, NOAAEPKKON U MOHUTOPUHIOM MHMOPMALMUOHHBIX CUCTEM W YCNYT.

Pecypcol T cnepyeT nnanmpoBaTb, paspabaTtbiBaTe, BHEAPSTE, IKCNNyaTUpOBaTh U NogBeprate MOHUTOPWHIY KOH-
Tponupyemeim cnoco6om. B COBIT gaHo onpegenenve 34 kpuTryeCckMm npoLieccam, Urpaiowym BaxXHYI0 porb B onpeae-
neHun ycnewHoctn ynpaenenuss AT. 3Tu npouecckl, ncnonbayowme pecypcbl VT, MOXHO crpynnupoBaTe B YeTbipe
OCHOBHble 06nacTu, koTopble 06pa3yloT CneayroWwmi 3aMKHYTbIN KU3HEHHBIN LMKI:

- NNaHVpOBaHWe 1 OpraHn3aums;

- 3aKyrnka v BHeapeHwue;

- SKCnnyarauusa n NogaepxKa;

- HabrnioaeHve.

Ons 34 kputnyeckux npouecco UT ykaszaHo obwee uncno n3 300 ocHoBHLIX 3aaad (3aganun). [ina kaxgoro 3aga-
HUSsI pacnpegeneHbl HeoGXxoAUMbIE Ppecypchl U onpeaeneHbl Lenu KOHTPONA, OCHOBaHHbIE HA TPeboBaHUsX KaTeropwn ka-
YyecTBa, 6€30NacHOCTU U PerynsipHoOCTU.

B.7.4 Pa3HOCTOpPOHHOCTb

Bbnarogapsi matpuuHoii ctpyktype COBIT nonb3oBartens MOXeT paccmaTpuBatb TONBKO OTAenbHbIe ob6nacty nnm
npouecchl uunu BolbnpaTts nogrpynny ua cemu 6uatec-tpebosannii (Hanpumep, Tonbko TpeboBaHnsa 6e30MacHOCTU K KOH-
duaeHUManbHOCTU, LENOCTHOCTU U AOCTYNHOCTH).

B.7.5 CBoeBpeMeHHOCTb

COBIT 6binm paspaboTaHbl B 1996 r. Accoumaumen ayamta n KOHTpons MHOPMaUNOHHbIX cuctem. B 1998 r. onm Gbinn
pacLLUMpeHbI M NOMHOCTLIO NepepaboTaHbl. Bo BTopoii pegakumm 6binn npeanoxeHs! matepuansi M nporpamMmmHoe obecnevueHne
Aansi pabotsl ¢ COBIT. Tpetbsi pepakums (onybnmkoBanHas B 2000 r.) 6bina n3gaHa Kak «OTKPbITbIA CTaHAAPT».

B.7.6 3aBepleHHOCTb

COBIT npepnaraet metoz hMKcMpoBaHUS OPUEHTUPOBaHHLIX HA UT 1 conyTcTByIOLWMX MM NpoLeccoB. CBsidaHHble
C HUMM LLeNN KOHTPOIS onpeAensitoTCsl He3aBUCUMO OT TEXHOMOIMMIA U MOTYT UCNOMNb30BATLCSA AJIS PA3INIUYHBIX CUCTEMHbIX
oKkpyxeHuii. OgHaKo Ansi co3aHusi KoHUenumn 6esonacHocTn Heo6xogMmo fo6aBUTL AONONHUTENBHBIE MEPbI KOHTPOIS,
cneuunduyeckne ans Tom UNn MHOW CUCTEMBI.

COBIT opueHTMpoBaHbI HA MHTEPECHI TMMIMYHOTO NPeAnpUsATUsA, CBA3aHHble ¢ 6e3onacHocThio. PaccmatpuBalotces
COXpaHeHNe OCHOBHbIX MUHTEPECOB KOMNAaHUM (LLeNoCTHOCTb U KOH(PUAEHUNANbHOCTL BHYTPEHHEN MHpOpMaLmMK 1 npouec-
coB) ¥ cobrniogeHne o6s13aTenbHbIX NMONOXEHUI (3aWMTa CEKPETHOCTU AaHHBIX, (PUHAHCOBas OTYETHOCTD).

®duKcnMpoBaHHbIN ypoBeHb 6€30NacHOCTU OTCYTCTBYET, a OpUeHTaUusa AenaeTcsa Ha Lenu npeanpusitusi.

B.7.7 CtoumocTb peanusauvun/paborta no peanusauumn

MonHbI aHanNM3 Bcex Lener KOHTPOorsi B pamkax npeanpusitus cpeaHero macwraba ¢ COBIT anutes He 6onee oa-
Horo pa6overo mecsua.

B.7.8 MNMoanepxxa MHCTPYMEHTaNbHLIMKU CPeACTBaAMM

Mpumenenne COBIT nogaepxmMBaeTcs pasnuyHbIMA MHCTPYMEHTaNbHBIMU CPEACTBaMU, CPEAN KOTOPLIX:

- «KoHcynbTtaHT no COBIT» — Methodware Limited, r. BennuHrton, Hoeasa 3enangus;

- «CamooueHka no COBIT» — MHctutyT no o6y4eHunio B obnactm ceptudhmkaumm, CLLIA.

Bropas peaakumsi COBIT cogepXuT Takke nonesHyio 4ononHUTENbHY0 nHdhopmaumio, 3asiBOUHbIe MaTepuansl U
mMartepuvansl no NpeacTaBneHunio.
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B camom COBIT ynomuHaioTcs NpuMepbl NPoBeAeHUs NPOBEPOK (cneunduyeckne mepbl 6eszonacHocTun). C no-
MOLLbIO 3TUX MPMMEPOB MOXHO OLIEHUTb CTEeNeHb YAOBNETBOPEHUA Lenel koHTpons. OpHako, kak NpaBunio, Nofb3osarenu
COBIT (Hanpumep, ayanMTOpCckue opraHnsauymmn) NPUMeHsT COBCTBEHHbIE CXEMbI OLIEHKM.

B.7.9 Cdepa penicTBuna kpuntorpadmm

KpunTtorpachunueckne npoLeaypel paccMaTpuBaloTCs Kak Mepbl, MPUMEHUMbIe A1 3aWwuTel MHdopMaumm u sepudu-
Kaunu ayTeHTUYHOCTU. B aTol CBA3M yuMTLIBaIOTCS Kak cobniogeHne oba3aTernbHbiX TpeboBaHui, Tak u Npobnemsl nerans-
HOIo COXpaHeHWs 3aWnGPOBaHHbIX AaHHbIX.

B.7.10 OueHka un cepTudmkaumns

CepTtncomkar COBIT B NonHOM CMbICNe 3TOrO CnoBa He cywecTeyeT. OgHako MeToa NCnonb3yeTcs ayanToPCKNMm
opraHu3aunsiMy B YCNOBUSAX EXerogHoro ayamTa c4HeToB Ans TeCTUPOBaHWA cpedpl KoHTponsa UT. PesyneTaTel TeCTUPOBa-
HuA VT nomeLwLaroTea B PEBM3NOHHBIV OTYET O FOA0BOW OTYETHOCTM.

B.7.11 Y6eanTenbHOCTb M NPpU3HaHWe

COBIT siBnsieTcsi CTaHAapTOM, NoA4EPXKMBaeMbIM KPYNHENLIMMU MEXAYHapPOAHbIMY ByxranTepckumn oupmamu.

B.8 UCO 9000

B.8.1 Llenb obecneveHnsa noBepusa

HaaHaueHnem cepun MCO 9000 siensieTcA onpeaeneHve MeToda UCnbiTaHUI, B KOTOPOM 0603HaueHa Heobxoaw-
MOCTb JOKYMEHTUPOBaHUsI TPeBOBaHWI K cUCTEME MeHeAKMeHTa Ka4ueCTBa Kak JoKa3aTenbCTBO ee CnocobHOCTM COOTBE-
TCTBOBaTb TpeOOBaHWAM 3akasyvka M BO3MOXHOCTU OUEHMBATb 3Ty CMNOCOOHOCTE BHYTPEHHUMW W BHELUHUMM
KOHTponepamu. NpoBOASTCA Takke NPOBEPKU B OTHOLLEHWM BbinonHeHus cpegovi T oprannaaummn TpeGoBaHuii 3akasymka
M ee COOTBETCTBUSA GU3HEC-LeNnsiM 3akasquka.

HaHHbIl cTaHgapT He NogpasymeBaeT OAHOPOAHOCTb CUCTEM MEHeIKMEHTa kavecTBa. Ha npoektupoBaHue 1 BHea-
peHue cucTemMbl MeHedXXMeHTa KaHeCcTBa B OpraHu3aUnm OKasblBaloT BIUSIHUE Lienu opranmaaumm, TpeboBaHus 3akasymka,
NpoayKums unu npegnaraemele yCnyrv v npoLeces!.

B.8.2 LleneBas aygutopus

K aaHHomy meToay obecneyeHns 4OBepUsi OTHOCUTCSI AOBEPUE K cpeae B paMkax ftoboi opraHn3aumm Ha OTHO-
CcMTEenbHO BbICOKOM ypoBHe. Cogepxawmecsi B MCO 9000 TpeboBaHusA SIBNSIOTCS BbICOKOYPOBHEBLIMU U HE3ABUCHUMbI-
MM OT Kakoro-nnGo NpoMbILLIEHHOIO UMK SKOHOMUYeCcKoro cektopa. OHU OTHOCATCS K opraHu3auusim nioboro Tuna n
macTaba.

B gaHHOM cnyvae AoKyMeHTaums No npoueccam nomoraeT opraHm3aumm 4octuyb eaguHoobpasus, onpeaenvTs 06-
nacTv B3aMmMoAeicTBMA M PA3bsICHUTE YCTAHOBMBLLYIOCS NPAKTUKY KaXaoMy paBoTHUMKY.

Brarogapsi MHTErpauum B NpoLecChl MEHePKMEHTAa CTPYKTypa cTaHAaapTa CTONPOLEHTHO NpUMeHMa K Npeanpus-
™Mo, CTaHgapThi NPUMEHUMBLI KO BCeM 0BNnacTsaM, B KOTOpbIX CTPYyKTypa UT npumeHsieTcs anst noaaepX kU BHYTPEHHNUX
npoueccoB u/unu Tpe6oeanuii 3akasumnka. bonee Toro, No NPUUMHE X AOMUHUMPOBaHUSA AaHHLIE CTAHAAPTHI MOXHO NPpUMe-
HATb KO BCEM KaTEropuam NPOAYKTOB UNW YCMYT U B NIOGOM NPOMbILLNEHHOM WUITU SKOHOMUYECKOM cekTope. OHM Takke He-
3aBUCHMMbI OT TUNA U MacwTaba opraHn3aumn.

B.8.3 XapakTepuctnkm

3T10T MeToa obecneveHns JOBEPUS UCMONb3YET AOBEPUE K cpeae.

Copgepxawmecs B faHHOM cTaHaapTe TpeboBaHWA He 3acCTaBNAIOT NPeaAnpUsTUS M3MEHSITb CTPYKTYPbl CBOMX CUC-
TEM MEHeKMEHTA KaqdeCTBa Uy NoAroHATb CBOI0 AOKYMEHTaUMIo Nog CTPYKTypY cTaHaapTa.

Bornee Toro, AOKYMeHTaLus Mo Npoueccam B CUCTEME MEHEAXKMEHTA KaueCTBa opraHM3aumm gomnmxHa 6biTe cosaaHa
B BUe, Haubonee COOTBETCTBYIOLWEM AEATENBHOCTU 3TOW OpraHnsaumm.

HokymeHTaums no conpoeoxxaenuio UT Ha npeANpUATUM MHTErPUPOBaHAa B cpefly NPOLECca CUCTEMbI MEHEIKMEHTA
KauyecTBa U B Ka4eCTBE TAKOBOr0 MOXET BOCNPUHMMATBLCA TOMBKO B KOHTEKCTE APYIMX NPOLECCOB YNPaBneHusl.

B aaHHom cnyqae UT cryxuT ans NoAAepkM BHYTPEHHWUX NpoLeccoB 1 TpeGoBaHuiA 3akasunka U 4onxHa Bceraa
paccMaTpuBaTbLCA KakK CPEACTBO CONPSDKEHUs. PYHKUMOHANBHBIN aCNEKT CyLLECTBYET TOMNbKO Kak hyHKUMA ApYrMX JOKY-
MEHTUPOBaHHbIX NPOLECCOB YNpaBneHns OpraHn3aumm.

B.8.4 Pa3HOCTOPOHHOCTL

Mockonbky UT B cepun ctanaaptos UCO 9000 3asucuT OT Apyrnx NPoLLeccoB ynpaeneHusi, oobem pabor, 3atpavyeH-
HbIX HA TECTUPOBaHWE, 32aBUCUT OT COIMIaCOBaHHOCTU AOKYMEHTauun 1 dyHKLMOHANBLHOCTU APYMX npoueccoe. Ecnu gons
UT B Nnpon3BoACTBEHHOM Npouecce, NpoLecce NPeaoCcTaBNeHNs YCNyr unu na3-3a TpeboBaHui 3aka3umka OYEHb BENUKA,
MeToz ucnbiTaHun 6yaet 6onee aetansHbiM. OgHako, nockonbky UT-npouecc HMKoraa Henb3si paccMaTpuBaTh OTAEINbHO
OT APYIMX NPOLECCOB YNpaBneHusi, 06bem TECTMPOBaAHUS OCTAETCS NPONOPLMOHANBHO NMOCTOSIHHLIM.

B.8.5 CsoeBpeMeHHOCTb

Copepxawmecsa B UCO 9001 TpeboBaHMA OTHOCUTENBHO CTabUNBbHLI M MOANMULNPYIOTCS peako.

OpHaKo OHW YacTo NepecMaTpPUBAlOTCA Ha NPeAMET UX COBPEMEHHOCTU U None3HocTn. Hanpumep, TEXHUYECKUIA KO-
muteT MCO onybnukoean nepepaboraHHoOe n3gaHme AaHHOro ctaHgapTa nog o6o3HaveHnem MCO 9000:2000. B Ha3Ba-
HUM, a TakKe B NEPEeCMOTPEHHONW 06nacTn NpPUMEHEHUs 4aHHOrO U34aHusl cTaHaapTa UCKIIOYEH TEPMUH «AOBEpUe K
KauecTBy». JTO 03HA4aeT, YTO OCHOBHOE 3HaYeHWE UMeeT CNOCOBHOCTL BLINOMHATH TPpeGOBaHUSI 3aKa3uuka U ocylle-
CTBMSATb NOCTOSIHHOE YNyJleHne kavecTBa NnpoaykTta. bonee Toro, pesynbTar nyulie cooTBETCTBYET TpeboBaHUsIM cepum
crangaptoB NCO 14000 u cucteme ynpaBneHusi cpeaon.
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B.8.6 3aBepuweHHOCTb

TpeboBaHWA B OTHOLLIEHUM CUCTEMbI MEHE/DKMEHTa Ka4vecTBa, B NEPBYIO ovepeb, CryXaT Leny JOCTUKEHUs yaoB-
NeTBOPEHUN 3aKa3unKa Yepes BbINornHeHne ero Tpe6oBaHui, Kak MUHUMYM, NyTem NpUNoXxeHns aTux TpebosaHunii u nocTo-
AIHHOTO UX COBEPLUEHCTBOBaHMA U NpeaoTBpalyeHusi olunbok. Takum o6pasom, B AaHHOM crnyyae obecrnieumBaeTcs ToNbKo
dyHKuMoHaneHoCTh cpedbl UT B pamkax AOKYMEHTUPOBaHHLIX npoueccoB. CnegosatenebHo, TpeboBaHue o0 nepecmoTpe
camor TEXHONOMMM OTCYTCTBYET, a CyLECTBYET TONbKO NepecMoTp PYHKUMOHANBHOCTM B paMKaxX OpraHu3auum, Hanpu-
Mep, KOHLenums HenpeaBMAEHHbIX 06CTOATENBCTB, HA3HAYEHUE NULIA, OTBETCTBEHHOIO 3a 3aWMTY CEKPETHOCTU AaHHbIX.

B.8.7 CtonmocTtb peanuzauun/o6bem paboT no peannsaumm

O6bem paboT 1 u3gepskkm, CBsi3aHHble ¢ MHTerpauuen cpegbl T B npouecc, OTHOCUTeNbHO HeBenuku. [Mpu ycrosum
COCPeaoTOMEeHNst Ha BHYTPEHHUX npoleccax u TpeboBaHusIX 3akasumka o6bIYHO OTCYTCTBYET Kakas-nnbo noTpebHOCTL B
AOPOroCcTOAILMX yCryrax unu KomnoHeHTax obecnevenns 6esonacHocT. BoNbWKMHCTBO M3aepKeEK B AaHHOM crnyqae oTpa-
XKaloT TPYAOBbIE Y OpraHN3auuoHHbIE YCUINUS, 3aTpadyeHHble Ha MHTErPUPOBaHWe NPOLIECCOB B NPOLIECCHYIO CPeAY W Bbiaa-
Yy onpegeneHuii CpeacTB COMNPSIKEHMSI.

Tak kak aToT npouecc T Henb3s oTAemMTE 0T 06Wero paccMoTpeHns aokymeHtaumm cepumn MCO 9000, oueHka ycu-
nus, Tpebyemoro ansi 3Ton nogobnactu, BpsiZ NI BO3MOXHA.

B.8.8 Mopanepxxa MHCTPyMeHTaNnbHLIMU CpeacTBaMm

B aaHHOM crnyyae BOMPOC O TOM, KaKMe MHCTPYMeHTanbHble CpeAcTBa crnegyeT UCrnonb3oBaThk, B 3Ha4YMTENbHON CTe-
NeHn 3aBUCUT OT NPeanpUsTUSI.

HonyckaeTcs paccmatpuBaTth BCe MMEIOLWMECS B NPOAAXKe MHCTPYMEHTAarbHbIE CPeACTRa.

B.8.9 Cdepa pencrBusa kpuntorpacdmm

Kak n Bo Bcex gpyrux npoueccax cpegpbl YT, cepus ctaHgapToB ICO 9000 opueHTUpOBaHa HA AENOBbIE Onepauunn
opraHuzauum u TpeboBaHusi 3akasudvka, NpMMeHMMble ANns 3ToW opraHmnsauun. CriegoBaTenbHO, BO3MOXHbI CEPbe3HbIe
NPOTUBOPEUUS MEXAY HAMM.

B.8.10 OueHka n ceptucpmkaumsa

TectnpoBanve n ceptudprkaumst no cepum ctaHgaptoe MCO 9000:2000 npoBoAsITCA HE3ABUCMMBIMN aKKPEeaUTO-
BaHHbIMUW OpraHamu, n pesynbTaTbl TECTOB 4OKYMEHTUPYIOTCS NOCPEACTBOM Bblgayum ceptudukara. 3tm ceptudmnkaThl Bbl-
AaTcs 1 NyGnvKyTCA BO MHOTMX CTPaHax MHOTMMW OpraHu3aunsimm.

B.8.11 Y6eauTenoHOCTbL M NpPU3HaHWe

CyuwiecTBYyeT BO3MOXHOCTb Hanbornee WNPOKOro NPU3HaHWA B KAYECTBE MEeXAyHApOAHOro craHgapTa.
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MpunoxeHune C
(cnpaBo4Hoe)

¢OpMI/IpOBaHI/Ie MeTo40B obecneveHus AoBepusa

CopepkaHue HacTosILLero NpunoxeHnsi 6uino cchopMmpoBaHo 13 obLEea0CTYNHOro MaTepuana.

MponseoguTenn annapaTHbIX CPEACTB M NPOrpamMMHOro obGecreyeHust JOMKHbI obecnevnBaTe CBOIO NPOAYKLMIO
dyHKUMsIMK obecneveHus 6e3onacHOCTU, COOTBETCTBYIOLWMMY 334aHHON Lenu U Npeanonaraemon 3KCnnyaTaumoHHON
cpege. C y4eToOM cUCTEMATNYECKOro Noaxoaa Arns 3Toro criedyeT NPYMEHsITb YCTAHOBITEHHbIN MeToa obecneveHns noBe-
pusi, Takon kak B UICO/M3K 15408 u MICO/M3K 19790.

Co cTOpoHbI nornb3oBaTenen AOIBKHbI NpeanpuHUMaThes Wwarn no obecnevyeHnio BHEAPEHNA CONYTCTBYIOWMNX
Mep, Heobxoaumbix Anst 6e3onacHoOro MOyHKLMOHMPOBaHUSI BCEMO pelleHus], YTo nogpasymeBaeT 3hheKTUBHOE yrnpas-
neHue 6esonacHocTbio VT, a Takke opraHM3aunoHHbIe U TEXHUYECKMe Mepbl obecneveHnst 6e3onNacHOCTU U mepbl obec-
nedveHnsi 6esonacHoOCTV nepcoHana. B aTux uensx AOIKHbI NPUMEHATLCS TakMe METOAbl, KaKk NpeacraBrieHHble B
NCO/M3K 13335, NICO/MBK 27002 n PykoeoacTee no 6asosow sawmte UT.

Mpodomnum sawmtel n3 NCO/M3K 15408 moryT cny>xkuTe MOCTOM MeXAy NPou3BoguTensiMm n nonb3osarensiMu. [po-
huny 3aWwmUTbl MOryT NOMOYb NONb30BATENAM CHOPMYMPOBaTb TOYHbIE TPEOOBaHUS K XapakTepucTukam U (OYHKLUSIM
6esonacHocTn npogykunn. Co CBOEN CTOPOHLI MPOU3BOAUTENM MOTYT KOHKPETU3NPOBAaTL, Kakue Npounm 3awmTbl COOT-
BETCTBYIOT KOHKPETHOMY NMPOAYKTY, U COMPOBOXAaTh Takue 3asiBNeHnsi cepTudpmkaTom.

YacTo ucnonbayoT koMGrHaLWIo, NPEACTaBMNEHHYIO B HACTOSALWEM MPUINOXKEHWMN.

C.1 NCO/M3K 15408 + PykoBoacTBo no 6azoBown 3awmTte UT

Crangapt cepumn MCO/M3K 15408 n PykoBogcTeo no 6a3osoii 3awmte T MoryT ucnonb3oBaTtbcsl B KOMGUHaumm.
MpvMeHeHne cTaHaapTHLIX Mep 6e30nacHOCTH, YKa3aHHbIX B PYKOBOACTBE no ba3oBon 3awmte UT, npuBoauT K 3awmre
BCEW CUCTeMbl, OXBaTbIBas Kak ynpasneHue 6esonacHocTbio UT, Tak M TexHu4eckue mepbl 6e30nacHOCTU Ha YPOBHE KOM-
noHeHToB. OgHako 06bIYHO BO BPEMS OLEHKM TpeBoBaHWiI 3aWwmThl UKW CPABHUTENBHOIO aHanu3a 6e30nacHoOCTH CTaHo-
BWTCSl OYEBUOHO, YTO B NOAPa3deneHusiX yUYpexaeHusl, KOTOPble HEBO3MOXHO 3alMTUTL C MOMOLLLIO OZHOTO NULb
pykoBogcTea no 6asoeor 3awmte AT, umetoTcst cneuududeckme notpebHocTn unu Tpeboeanus. B atom cnyuae gns dop-
MynmMpoBaHus TpeboBaHuii 6e3onacHoCTh U BbiGopa Noaxoasei No BO3MOXHOCTH A0IMKHbIM 06pa3om cepTudULmMpoBaH-
HOM NpodyKuuW MOMyT MPUMEHSTbCS npodunn 3awmTbl, obecneumsarowme Heobxogumble yHKUMKM oBecneveHusn
6e3onacHocTu. Takum 06pa3om, COOTBETCTBYIOLLLEro YPoBHS Be3onacHocTu UT MOXHO 4OCTWUYL NOCPEeACTBOM KOMOUHUPO-
BaHHOIO MCMOrb30BaHUs pykoBoacTea no 6asosoit 3awmte UT n MICO/MOK 15408.

C.2 UCO/M3K 27002 + PyxoBoacTBo no 6aszoBon sawute UT

MCO/M3K 27002 cBsizaH ¢ ynpaeneHmem nHhopMaumnoHHoN 6e30nacHOCTbIO U NpeanaraeT NpUMeHEHNe OPUeHTU-
poBaHHOro Ha npouecc gocTyna. OCHOBHBIM COAEPXaHUEM AaHHOTO CTaHAapTa ABNSETCA KaTanor obwmx mep, nony4eH-
HblX HA OCHOBE NepeaoBoro onbiTa. [Ans 3awmTel 06LWEro peweHna OT NPOrHO3MPYEMON Yrpo3bl 3TH o6Wwme Mepbl AOMKHBbI
peanv3oBbiBaTbCS NPV MOMOLLM CreunanbHbIX U TEXHUHECKUX UHCTPYKLMIA MO ASWCTBUSAM MO UX peanu3aumm U Mep no
obecnevenuio 6ezonacHocTy. B gaHHoOM criyqae pykoBoacTeo no Gasoson sawmte UT MOXeT okasaTb CyWeCTBEHHOe CO-
Jericteme. PykoBOACTBO COAEPXKMT KaTanor ¢ nogpoSHBIMU pekoMeHAaumsMmn, NOCTPOEHHbIMU HA nHdopmaummn no o6-
nactsam «Opranusauus», «epcoHan», «MHdpacTpykTypa» u « TexHonorusi». CnegoeaTtensHo, KOMGUHaUMS pykoBoACTBa
no 6a3oeov 3awmte UT n MCO/M3IK 27002 moxeT oGecneumnTb Noaxo, KOTOPbIN HETKO OTAENAET KOHTPONb 6e30NacHOCTH
WT oT npaktuyeckoro BHegpenusi. Mo aTomy cueHapuio B cnydae ¢ nogobnactamm co cneuyucdundecknmmn TpeboBaHnsiMm
Be3onacHocTM MOXHO 06paTUTLes K MCO/M3K 15408 n/mnu npocdmnam sawmTsl.

C.3 UCO/MIK 27001 n UCO/MIK 27002

NCO/M3K 27001 cneunduumpyeT TpeboBaHUS K CUCTEMaAM MEHEMKMEHTa nHcopmauuoHHol 6e3onacHocTu. Cy-
LeCTBYIOT CTaHAapThl Ha cepTndmkaumio, ocHoBaHHbIe Ha PykoBoactee 62 MCO n MCO/M3K 17021. fanHbivi nogxon,
MOXHO NPUMEHNTB K COBEPLUEHHO Pa3HbIM NPEANPUSTUSIM M OPraHU3aLmMsIM, YTO NO3BONSAET UHTEIPUPOBAaTb AEATENbHOCTb
no MeHeKMEHTY MHDOPMaLMOHHON 6830NacHOCTU B CUCTEMbl MEHEKMEHTA, OCHOBAHHbIE Ha Apyrvx ctaHgapTax MCO.

Ha Bcex 3Tanax XM3HEHHOro LUMKNna onpegeneHsl nognexatwme oueHke TpeboBaHus N0 MEHEMHKMEHTY MHCpOpMaLIN-
OHHoW 6e3onacHocTU. [lOKyMEHTUPOBaHHbIE NPOLECCHI MOTYT BbiTb OLEHEHBI B KOHTEKCTE Lienei opraHu3aumu. [nsi onpe-
AeneHnsi NpaBnNbHOCTU CNeA0BaHNs NPOLECCaM U BOCTUMKEHUS HYKHBIX Pe3ynbTaToB MOXHO OLEHUBATbL acCoOLMaTUBHbIE
3anucu. B cnyyae Bo3HWKHOBEHUs1 OBCTOATENBCTB, KOTAa CUCTEMA MEHEIPKMEHTA HE MOXET AOCTUUL TPEGYEMbIX pe3yrib-
TaToB, Tpe6oBaHNA K CUCTEMAM MEeHeXKMEHTa BKNoYaloT B cebsl TpeboBaHUA K KOPPEKTUPYIOLLMM U MPEBEHTUBHbLIM Me-
pam. CobniogeHne MCO/M3K 27001 TpebGyeT OT pyKOBOACTBA NPOSIBIIEHNS OTBETCTBEHHOIO OTHOLUEHUS K MEHEPKMEHTY
nudopmaumnoHHon 6e30nNacHOCTH, Urpast B HEM rMaBHYI0 ponb U obecrneunBas aaeKBaTHbIE Pecypcbl U NOAFOTOBKY Nepco-
Hana.

MCO/M3K 27001 tpebyeT ucnonb3oanust mep ynpasnerusi no MCO/M3IK 27002 kak ocHOBbI gnsi 06paboTku He-
NprUemMIemMoro pucka.
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C.4 UCO/M3K 27002 + UCO 9000

B MICO 9000 onpegeneHbl TpebOBaHWs K CUCTEMaM MEHEKMEHTa Ka4ecTBa U AaHo onpeaeneHue COOTBETCTBYIO-
LLLero MeToaa ucrnbiTaHuin. Metog MOXeT NPUMEHSTLCS HA COBEPLUEHHO PasHbIX NPEeANPUATUSX U B Pa3HbiX OpraHn3aumnsx;
0HaKO KOHKpeTHble coobpaxkeHns 06 nHopMaLMoHHO 6e30nacHOCTU OTCYTCTBYIOT. CneundnuMpOoBaH TOMBKO TECT Ha
cooTBeTCTBME cpeapbl T opranmnsauum tpeboBaHusiM 3akasyunka u GusHec-uensim. [inst ysennyeHusi obnactm nHcopmauu-
oHHoW 6esonacHocTn MCO/M3K 27002 MOXeT MCMONb30BaTLCH Kak NPUNOXEHUE, KOHKPETHO CBSI3aHHOE C yNpaBneHuem
MHOpPMaLNOHHON 6e30MacHOCTbIO.

B uactHoctn, MCO/M3K 27002 Takke cogepXuUT Mepbl, OXBaTbiBaloWme Npouecckl pa3paboTkm Tak, 4Tobbl ABa
cTanAapTa JononHsnum apyr apyra. TpeboeaHmsa Heob6xoamMmMo 060CHOBaTL U BIMNONHWTL, TAK KaK BbIMONTHEHWE TpeGoBaHWN
nm MCO 9000, n MCO/MBK 27002 npegnrcaHbl Ha ypOBHE PYKOBOACTBA.

C.5 COBIT + 6asoBas 3awmta UT

B 10 Bpems kak 6asosasi 3awmrta T opueHTnpoBaHa Ha TexHndeckue cuctembl, COBIT cocpeoToueH Ha rmaBHbIX
Lensx KoHTpons. MockonbKy BHYTPEHHSS opraHusaumns npeanpusitusi CTPYKTYpUpoBaHa, B OCHOBHOM, C OpUeHTauuel Ha
BbINOHEHWE 3a4aHWiA, a He Ha TexHonoruu, ¢ nomoubio COBIT yacTo nerye onpegensTe ASWCTBUS U pacnpeaensiTe 00s-
3aHHOCTW OTAEMNbHbLIM OpraHU3aunMoHHBIM eauHuLam. C gpyroi ctopoHsl, COBIT npegbsBnsieT TpeboBaHNSA TOMBKO K He-
obxoaumbiM mexaHuamam 6GeaonacHocT MT Gea KoHKpeTusauumm Kakmx-nubo cneundmrueckux TEXHUYECKUX Mep.
KoM6uHupoBaHue gByX MeTOACR MOXET NPUBECTM K NoNy4eHnto 3 eKTMBHOroO nogxoaa K hopMUpPOBaHMNIO KOHKPETHBIX
ANA NpeanpusaTus KoHuenuuin o6ecnevenns 6eaonacHocTu UT. [ns aToi wenw ¢ nomoubio COBIT BbiGupatoT 6usHec-npo-
Lecchl 1 onpegensiiot ux TpeGoeaHust GeaonacHocTU. PoPMUPYETCS TEXHOMNOTMYECKWIA Npodunb (TexHonorum) (pacnpeae-
nexHue cuctem UT no GusHec-npoueccam), creays koTopomy Metog 6asoson 3awmTtel T cTaHOBUTCS NPUEMIEMBIM NyTEM
nony4YeHusl cneuncrUyeckMx Mep Mo BeIMONHEHUIO peneBaHTHbIX TpeboBaHuii He3onacHocTy.

NanoxeHHble Bbile cueHapum criegyeT paccmaTpuBaTh NPOCTO Kak NpuMepbl cnocoboB yenewwHoro KOMGUHMpoBRa-
HUA HaBopPOB KpUTepmeB GesonacHocTu. B 0cobbIix cnyyasix 4onyckaeTcs NpyMeHeHne apyrvx nogxodos. Hanpumep, npu-
meHeHne COBIT pekomeHgyeTcsi, ecnu npoBegeHWe ayanTa SfABNSAETCA OCHOBHOW Uenblo, a MpUMEHeHne
MCO/M3K 19790 — ecnun npegMeToM MHTEpeca sSIBNATCS KpunTorpadmyeckue npoueaypei.
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Mpunoxexune D
(cnpaBovHoe)

UsyyeHUe KOHKPETHLIX CriyJyaes

D.1 CtpaTternsa doopmvpoBaHua KOMOMHUPOBaAHHOro MeToAa obecnevyeHna AOBePUA NPON3BOANTENA

MMKPONPOLIECCOPHBLIX KapToveK

MpounseognTens MUKPOMNPOLECCOPHBIX KapToyek BbiGpan kombuHauuiw UCO/MOBK 15408 + UICO/MBK 19790 +
+ UCO/M3K 21827. Ctparterusi obecneueHusi JOBEPUsi OCHOBLIBANach Ha NPOLLNOM ONbITe U CHWKEHUN ceGecToMmocTu B
Gyaywem.

KomnaHus npoBena ycnewHyio pacluMpeHHyio OLEHKY Nno OLEHOYHOMY ypoBHIO goBepusa (OY[) 4 n pacwmpeHHyio
oueHky no OY[1 1. OTo 03HauYaeT, YTO HECKOMBLKO IPYMN MMEIT onbiT paboTel ¢ MCO/M3K 15408.

[ononHnTenbHO KOMMaHWUsi NPOBENa TpU YCrnelHble oueHkM ypoBHsa 3 no MCO/M3K 19790.

Komnanuio npmenekna uaesi ceptudpmkaumm npoueccoB, HO, K COXaneHulo, oHa He umena onbita paboTbl C
MCO/M3K 21827.

MpuunHoK co3naHns 3Ton KoMOMHaLMK sIBNSieTCsl NOTPEBGHOCTb NPOU3BOANTENS B ONTUMANbHOM COYETaHUN BUAOB
Joeepus.

O6ocHoBaHMeM KOMOMHALMKM cTan CpaBHUTEIbHbIA aHanua NpousBoauTenbHOCTU. BriGop Gbin caenaH Ha ocHoBe
cneyoWwmx NONOXEHUN;

- NCO/M3K 19790 paccmaTtpuBaer:

cooTtBeTCcTBUE hyHKUMIA BesonacHOCTH NpoaykTa TpeboBaHusMm,

CTOWKOCTb NPOAYKTa;

- NCO/M3K 15408 paccmaTtpuBaer:

cooTBeTCcTBME (DyHKUMIA Be3onacHoCcTH NpogykTa TpeboBaHusim,

CTOMKOCTb NPOAYyKTa,

MeTOZOoNorIo U cpedy paspaboTku;

- NCO/M3K 21827:

paccmaTpuBaeT npouecc pa3paboTku 6e3onacHbIX yCryr v NPoAyKToB,

o4veHb xopouo cornacyetes ¢ MCO/MOK 15408.

O6wmin noaxos 3aknyaeTcs B UCMONb30BaHUM COOTBETCTBYIOLWMX NpoueccoB MCO/M3K 21827 ans o6ecneyvennsi
paspaboTkn npoaykToB, a MCO/M3IK 19790 unu UCO/M3K 15408 — ansi ux oueHku. MNpermyLLecTBOM ABMAETCA TO, YTO:

- AOKYMeHTbI, Tpebyemble ana OY[4 no MCO/M3BK 15408 nnm MCO/M3IK 19790, moryT 6b1Tb B BUAE OBbIYHBIX Bbl-
XOJHbIX aHHbIX NPOLIECCOB, COOTBETCTBYIOLLMX BCEM TEXHUYECKUM TpeGoBaHMsAM;

- ANA MeHee KPUTUYHLIX NPOAYKTOB AOBepue nonydvaeTtcs B cooTBeTcTBUM ¢ MICO/M3K 21827 6e3 Heobxoanmoctu
onnarbl OLEHKM FOTOBOIO NPOAyKTa U 3aJepKKU Ha 3Ty OUeHKY. Kak cepTndrumpoBaHHbIN NPOLECC, TaK U CChiNKa Ha oue-
HEHHble NPOAYKTH! JAIOT YBEPEHHOCTb, JOCTATOYHYO AN 3aKa34MKOB;

- AN KPUTUYHBIX NPOAYKTOB U B 3aBUCMMOCTU OT (DMHAHCOBLIX TpeboBaHui u TpeboBaHuii 3akasunka NpoBoasT
oueHky u ceptndomkaumio no OYl 4 NCO/M3IK 15408 n MCO/M3K 19790 cooTBETCTBEHHO.

D.2 MNMpoBangep ycnyr obecneynBaeT MoaepHM3aLmnio 6usHec-npoueccoB

MpegocTaBnsiower ycnyri komnanumy notpeboeanock MogepHM3MpoBaTe CBOM BraHec-npoLeccsl Ansi:

- NOCTaBKW TOBAPOB U YCIYT B PEXUME «OH-NarH» B AONOMHEHWE K UCMONb30BaHMI0 TPAAULMOHHbBIX KAHAIOB;

- CHUXXEHWS pacxooB, CBA3aHHbIX C TOPrOBbIMK OnepaunsmMm Nno Lenoyke NocTaBok;

- NPegoCTaBNeHNst MepcoHany BO3MOXHOCTU paboTaTb AUCTaHLMOHHO.

WHdopmavumoHHas 6e30nacHOCTb U KOHIUAEHUMANBHOCTL GblNN NPU3HAHBI KPUTUYHBIMK A YCNELWHOro N3MeHe-
HKA BraHec-npoueccos U cuctem UT. CneumnanbHble TpeBGoBaHus Gblnm chopMynMpoBaHb! HA OCHOBE OTUYETOB BHYTPEHHe-
ro 1 BHELHEro ayamToB 1 00paTHONM CBA3W OT 3aKa34YMKOB, NapTHEPOB Mo GM3HECY U NOCTABLLMKOB.

Komnanus BbiGpana NCO/M3K 27001 u MCO/MBK 27002 n3-3a MmexayHapoaHoro NpuaHaHus NepeaoBoro onbita nx
NPUMEHEHNSA Y MPUrOAHOCTU ANs BCEX BUAOB YNPaBneHus MHGOpMaLunoHHOK 6e30nacHoCThI0.

BbINo npu3HaHo, 4To NporpamMmMa yrnpaeneHus MHOpMaLMOHHON 6e30NaCHOCTBIO AOMKHA OXBATbIBATE BCIO MHGOP-
MaLmio HE3aBUCUMO OT €€ HOCUTENEN M TEXHOMOMUIC, UCMONb3yemyto aAnsi ee 06paboTku. MeToasl U cpeacTBa MeHedXMeH-
Ta PUCKOB W AOKYMEHTauusi OCHOBbIBanucb Ha TpeboeaHusix MCO/MIK 27001, B MCO/MOK 27002 Gbinv BHECEHB!
M3MEHEHMWS MO MHMLMATUBE NOMb3oBaTenen ¢ AONONHUTENbHBIMY NOAPOBHOCTSMM, OTHOCALMMUCS K TPeOOBaHUSIM KOH-
Tpons 6e30MacHOCTU, OTBEYAWMM CreunduyHeckum noTpebHOCTSM KOMMIaHuu.

BHeapeHue 6b1no NpeanpuvHATO B BUAE NPOeKTa € UCMONb30BaHWEM 00bIYHbBIX BHYTPEHHUX Npoueayp yrnpasneHusi
NPOEKTOM, Korga BHegpeHue obycrnoBnvMBanock Npodunem pucka kaxaon 3aaecTBoBaHHOW obnactu. ns BHeapeHus
BbIGpaHHOro nogxoaa notpeGoBanock MHOMO YCUIMIA, OTKPLITOTO M YECTHOrO MHAYOPMUPOBAHNS 3aMHTEPECOBaHHBIX CTO-
POH ¥ NonyYeHusi Heo6xoaMMON noadepkn. MNoaaepPKKa, NoNy4YeHHas NPW 3TUX HavanbHbIX YCUNUSIX, B pesynbTaTe 3Ha-
unTenbHO obnerynna nNpoLece BHeaPEHUsI.
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MpoBeas nocrne BHeAPEHWs aHaNn3, KOMMNaHUs NMpuULLINa K BbIBOAY, YTO KPUTUYHBIMU hakTopamu ycnexa Obinu:

- NoAAepKa PYKOBOACTBA Ha paHHEM 3Tare;

- UCMOJIb30BaHME METOAOB MEHEPKMEHTA PUCKOB Arisi 060CHOBaHUsi BbIbopa Noaxoaa v HazHauveHUsi NpMopuTETOB
BUAAM OesITENbHOCTY;

- BOBIIeY€HMEe BO3MOXKHO GonbLIero Yncna nogen B npoLecchl NNaHupoBaHnst U BHEAPEHUS;

- MHPOPMUPOBaHME PaGOTHMKOB O NMPOUCXOASILLLEM U €10 MPUYMHAX B NPOLECCe BHEAPEHUS;

- Npu3HaHne HeobXOAMMOCTH HEMPEPBLIBHOCTU YNpaBneHns MHpopMaLMoHHOW 6€e30NacHOCTLI.

Mony4eHHbIMM YPOKaMU CTarnm:

- COCpeaoToOYeHNEe yCunui Ha Hanbonee paHHeM OOCINYXMBaHUM CUCTEMBI MEHEIKMEHTa MHOPMaLMOHHON Be30-
NacHoCTY;

- CTpPeMIIeHME K MakCMarbHOMY YNpPOLLEHWIO NpoueccoB (6bino obHapyXeHo, YTO HEKOTOPbIE NPOLIECCHl BHavarne
ObINM CrIULWKOM YCIOXHEHbI);

- obecrneyeHne KOHLEHTPaLMKN JOKYMEHTUPOBAHUSI CUCTEM YNPaBIEHWS HA BONPOCax YNpaBlieHusl, a8 He Ha TeXHU-
YEeCKUX BOMPOCaXx.

B pesynbTare BHeApeHWsi CBOEW CUCTEMBI MEHEIPKMEHTA MHAOPMALIMOHHON 6e30MacHOCTU KOMMaHWs yaOBNETBO-
peHa Hanmumem o60CHOBaHHOW CUCTEMbI MHEpOpMaLMOHHON 6e30NacHOCTH, COOTBETCTRYOLLEN ee NnoTpebHocTAM. KoMmna-
HUSI TAKKE MMEET BO3MOXHOCTb U3IOXMTb CBOO Nporpammy o6ecrnedeHnsi MHPOpMaLnoHHOW 6€30NacHOCTY 3aKka3ymkam u
OPYIMM BHELWWHVM 3aMHTEPECOBaHHbIM CTOPOHaM, NMPUMEHSIIOLLUM KPUTEPUU, MPU3HAHHbIE HA MEXAYyHAPOAHOM YPOBHE.
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MpunoxeHue E
(cnpaBo4HOE)

OnpegeneHne Lenn obecrnevyeHns goBepust

E.1 OueHka pucka

B uaeane uenb o6ecnedyeHns oBepus ABNsSeTCs pe3y/ibTaToM OLEeHKU M 06paboTku pucka. OCTaTOUHbIA pUCK ABNSA-
eTCsl PUCKOM, OCTaloLMMCA nocsie ero 06paboTkn. OCTaTOUHbIV PUCK AO/MKEH GbITb MPUEMIEMbIM U GbITb NPUHATLIM 3aWH-
TepecoBaHHbIMM CcTOpoHamu. EcCiu OH  Henpuemsem, To cneayeT ero o6pa6oTka, Hanpumep, 3anpaluusaroT
[lONO/HUTENbHbIE Mepbl 6e30MacHOCTY.

MpumedyaHune — OCTaTOUYHbIA PUCK MOXET MUCMOMb30BATLCS KAk NokasaTeslb 3HAYMMOCTH, oGecrneynBaemoit
[loBepuem.

E.2 MeHeOXMeHT pUCKOB

Mpun BHeApeHUN N060I Mepbl 6€30MaCHOCTM U ee LWKasibl PYKOBOACTBYHOTCA MEHEAKMEHTOM pucka. MeHemKMeHT
pucka siBisieTcA NpPoLeccom naeHtTudmkaymm, ynpaBieHnst U YCTPpaHeHNsa Uan MUHUMU3aumMm NoceacTBUn HebnaronpuaT-
HbIX COBbITUIA, CNOCOOHbLIX BO3AENCTBOBATb HA aKTUBbI, MMEKLNE NPUeMIEMY0 CE6ECTOMMOCTD.

MpumeyaHune — MpumeHsemass B HacTOsLLEM [OKYMeHTe TEepMUHOJNIOMMS OocHoBaHa Ha PykoBoacTtBe 73
MCO/M3K. Bo3moxHo npumeHeHne MCO/M3K 27005.

BO3MOXHbIMK BrAaMn 06paboTKu PUCKOB AB/AOTCA:

- usbexaHve pucka;

- CHWXEHWE pUCKa,;

- CMSITYEHVE PUCKa;

- NepeHoc pucka.

OcTaruwuinca nocne 06paboTkM PUCK ABNSETCA OCTATOUYHbIM. XOpOoLUel NpakTUKOW SABNAeTCs aKenyaraums npoayk-
Ta TO/IbKO NpW NpuemMaemMom v NPUHATOM OCTaTOYHOM pucke. MNpegHasHayeHHan 4NA BHeAPEHUA NoanTrka 6e3o0nacHoCcTu
CUCTEMbl COOTBETCTBYET aTany «CMArdyeHne» o6paboTkm pucka u ABAsSeTca pesynbTaToM OLEHKM pucka.

CaM MeHe[XMEHT pucka W noslyyeHHas B pesynbTare noanTuka 6e30nacHoOCTU CUCTEMblI MOTYT MPONTW npouecc
obecrneyeHns foBepus.

E.3 Mogenb 6e3onacHocTu

B OTHOLIEHWUU NPUBEAEHHOTO HUXE pUCYHKA [.1 MOXHO CCPOPMY/NNPOBATL CleayoLLne NONOXKEeHUs:

UT0 [O/MKHO BbITb AOCTUTHYTO?

Kak aTo fenaetcs?

PucyHok .1 — Mogenb 6e3onacHocTun

- Mofienb 6e30MacHOCTU ABMSETCA CXemMaTUYeCcKUM OMUcaHueM rpynnbl 06bLEKTOB U B3aMMOCBA3eii, NocpeAcTBOM
KOTOPbIX 3aAaHHbI Habop ycnyr no o6ecneyeHunto 6e30NacHOCTV NPeoCTaBASeTCss CUCTEMON UM B paMKax CUCTEMbI;

- apxuTekTypa 6e30nacHOCTM NpefcTaB/ieHa NAaHoOM U COBOKYMHOCTbIO MPUHLMMNOB, KOTOPbIE CUMTAlOTCA YacTblo
NPOEeKTNPOBaHNs 6e30MacHOCTU CUCTEMBI:

ycnyrn no o6ecnedyeHunto 6e3onacHocTy, TpeGyemble OT CUCTEMbI A5 BbINONHEHUA Tpe6oBaHuii Nonb3oBaTtesnei,

3/1eMEeHTbl CUCTEMbI, TPeGyeMbIe A/ BbINO/IHEHUS YCAYT,

YPOBHU NPOV3BOAMTENLHOCTU, HEOGXOANMbIE B 3/IEMEHTAX CUCTEMbI A1 paboThbl B YCIOBUSIX YIPpo3;

- Mepa obecneveHns 6e30NacHOCTY ABAAETCS NPOLECcCOM (MU YCTPOWCTBOM, OCYLLECTBASIOWMUM NoA0GHbIA Npo-
Liecc), KOTopblii MOXET NPUMEHATLCA A5 BbINO/IHEHUS YCYrU No o6ecneyeHno 6e3onacHocTu, npeAocTaBnsemoli cucTe-
MoOii UNIM B paMKax CUCTEMbI, HaNpYMep MexaHu3mMoM npeaynpexaeHns cobbiTuii, Mepoit No 06HaPYXeHWIo aTak, Mepoii no
BOCCTaHOB/IEHUIO NOC/e CO6bITUS.
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Ha ocHOBe pe3ynbTaToB OLEeHKM pucka Mepbl Mo 06paboTke pucka MoryT OblTb ONpefesieHbl B paMkax npowecca pas-
paboTkn KoHuenuun 6e3onacHoCTU.

B pamkax KoHLenuun 6e3onacHoCTn gaeTcs onpegeneHne mep 6e30nacHOCTU, KOTOpble ONPeAenanncb B KOHTEKCTE
OLEHKN puUcKa Kak Heobxogumble.

O6bEKTOM [0BepUs, CBA3@HHbLIM C MOAe/blo 6€30MacHOCTU, MOXEeT OblTb aHann3 UM npoBepka AOCTYMHOCTU U
CBSA3HOCTM Mogfenun 6e30macHOCTHU.

MeToabl o6ecneveHnss AOBepUsi, OCHOBAHHbIE HA OLLEHKE pucka, npegnaratloT noaTanHblli NoAXo4 ¢ Bo3pacTallLuei
getanusauueli oT NONUTUKN A0 onpefesieHNs BbINOMHEHHbIX Mep 6e30NacHOCTMU.

E.4 Monutnka 6e3onacHOCTU opraHusayuu

Cuctembl VT cnepytoT onpeaeneHHoin nonmtuke 6e3onacHocTu cuctemMbl VT, koTopas MOXET crieoBaTb NONTUKE
6e3onacHoOCTM opraHusauuun. MNonntruka 6e3onacHOCTN opraHusaLMmM B OCHOBHOM 6a3upyeTcs Ha OLEHKe pucka C y4eToM
uenen opraHusauyum (Hanpumep, 6musHec-uenei). OHa npuMeHMMa Ko BcemM npob6nemam 6e30nMacHOCTM OpraHuM3auun um
o6sA3arenbHa A4/ PyKOBOACTBA BCEMMW YCUAMAMM NO obecneveHnto 6e30nacHoOCTU.

B aTux cnyyasax nonntuka 6e3onacHoCTU opraHusauuym moguduumnpyetcsa n agantTupyetcsa B uepapxuyeckom suae
ONA BCex noapasfesieHnin opraHnsaunym n cUcTem.

Nio6as nonntuka 6€30MacHOCTM AO/IXKHA NePUoANYECKN MHCNEeKTUPOBAaTLCA A8 yyeTa BCeX USMEHEHUIA yrpos, puc-
KOB 1 aKTUBOB.

MonuTuka 6e30MacHOCTM MOXET BK/o4YaTb B cebs cnefytolme TeMbl N8 06CYyXAeHUs:

- 06n1acTb NpUMEHeHNs NOANTUKN 6e30NacHoOCTH;

- NOAO0TYETHOCTb PYKOBOACTBA;

- NogyepkMBaHne BaXHOCTU 6e30nacHoCTy;

- onpegeneHne 06LWNX N KOHKPETHbIX posieil n 06a3aHHOCTEN; pacnpegeneHne A0MKHOCTeN;

- onpegeneHue uenei obecneyeHns 6e3onacHoCTy;

- Knaccugmkaymsa nHgpopMaunu;

- BOMPOCbl KOMMYHUKaLMK, OCBEAOM/IEHHOCTU, 0BYYEHMA 1 NOATOTOBKN.

B KpynHbIX OpraHm3aumnsax AN KOHKPETHOro oTAaena, nogpasaeneHns unv ounvana, a tTakke npu Hanmuny pasHooo6-
pasHbIX OTAENbHbIX CUCTEM MOXET noTpeboBaTbeca pa3paboTka bonee cneumduyecknx NoNnTUK 6esonacHocTu. Ha ypos-
He KOHKPETHO cucTeMmbl, YCnyru uavm npogykra paspabortka npuHumaeT opmy LeneBor nonutuku 6esonacHoctu UT,
KOTOpas COOTBETCTBYET Mepapxun nonunTuk.

Bo3moxHaa unepapxvs noaAnTUK npeacTaB/ieHa Ha pucyHke E.2.
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Ons o6ecneyeHns 3aBUCUMOCTEN Mepapxun NONUTUK A0/MKHbLI NPeAnpUHUMATLCA COOTBETCTBYOLME Mepbl No o6ec-
neuyeHunto aosepust. JONOMHUTENbHBLIM 06BEKTOM 06ecnedeHns 4oBepUs MOXET GbiTb aHaNU3 UK NPOBEPKA AOCTYMHOCTY
1 COrNacoBaHHOCTY MOMUTUK 6E30MaCHOCTY.

E.5 MpumeHnmasn uenb obecrneyeHust oBepus

Llenbto o6ecneyeHns ntob6oro nosepusi kK 6esonacHocTu siBnsieTcs obecneyeHre yBePeHHOCTU B COOTBETCTBUN CUC-
Tembl T 06beKTa pykoBOASLLEN NOMTHKE Ha cneaylowem 60/iee BbICOKOM YPOBHE A/18 rapaHTUM COOTBETCTBUSI 06bekTa
NoINTUKE OpraHun3aunu.

Takum obpasomM, B JaHHOM C/lyyae foBepre MOXET ObiTb MPOU3BOLHON OLEHKM pucka U/Mnm noamTruku 6esonacHoc-
TW opraHm3aumu.

[ns MHorux onepauuii ¢ UT, B ocobeHHoCcT T cpefHMX Win HeGOoNbLUMX OpraHu3aluii, onpeesieHHas nonauTuka
6€30MacHOCTU He NpeAnucbiBaeTcs. B 3TOM criyyae MOXHO MCMOMNb30BaTh MMEKLYHCA B HANNUYUK 06LLYH0 NOMTUKY 6e3-
OnacHocCTM.

[laHHOe monoxeHue Takke OTHOCUTCS K C/yyalo, Korga nosib3oBaTtesib BHeApsieT cTaHAapTHY cucteMy Gesonac-
HOCTU, HanpuMep, U3 cnpaBoYHKKOB Mo 6a30Boii 6e3onacHocTU. 34ech foBepue obecneumBaeTcs Ans 06LW KX NOTpe6HOC-
Teli cpefbl, KOTOPbIE AO/MKHbI ObITb Pa3bsCHEHbI B Npuaaraemblx CNpaBoYHMKax No 6a30Boi 6e30nacHOCTU.

Lpyrvm noaxofom siBNsieTcs MpUMEHEHNE UMEIOLLLEroCs 3aAaHuns o 6€30NacHOCTU UK NPodUSA 3aLnUTbl, KOTOPBIN
6blN NOArOTOBAEH ANSA AaHHOW LeneBoi cpegbl B cooTBeTcTBUN ¢ MCO/M3OK 15408.

MpumedyaHune — MpoBeaeHNe OLEHKU pUCKa ABMSIETCA NPOLLECCOM, KOTOpbIii caM no cebe MoXeT 6biTb npej-
MeTOM obGecneuyeHunsi oBepust K npoueccy. Mpu AaHHOM noaxofe K o6ecneyeHnto [0BepUsi OLeHUBAETCS MPUMeEHeHne
NPOLECCOB 1 UX Pe3yNbTaToB, BK/UAs UX 06paTHYI0 CBsA3b, KOTopas o6ecneynBaeT BbINOSHEHNWE Npouecca, NoyyeHue
pe3ynbLTaToB M Mx 06paboTKy 3afaHHbIM CNOCOGOM CBS3aHHLIM C 6€30MacHOCTbIO NepPCOoHAIOM.

E.6 Mepbl 6e30MacHOCTM

Mepbl 6e30nacHOCTH, onpeaesieHns KOTOPbIM AaHbl B Npouecce MeHeg)XMeHTa PUCKOB, A06aBNAT K PYHKUMN-
OHaNbHbIM TpeboBaHMAM 06bEKTA C LieNIbl0 MPOM3BOACTBA TEXHUYECKON cneyudmrkaumm nam cneymngmkaymm no no-
CTaBKe.

B cnyyasx npyumeHeHus 0606LeHHON NONNTUKMA NOMIMTMKA 6€30NacHOCTU, MOAENb 1 apXuTekTypa npegonpeseneHsl
N HEe N3MEHAKTCA. O,CI,HaKO B B0/IbLUNHCTBE cniyvyaeB npepnaraetca caenatb Bbl60p nnn npegnaraeTca Kartasor, 3 KoTo-
poro BblGMpatT Mepbl 6e30nacHOCTU, Hanbosiee NoAxXoAsWMe AN KOHKPETHON cuTyauun ¢ yrposamu.

Bp,aHHOM cnyyae O4eHb BaXXHO NpoBepuUTb onncaHne MMerLnxca U,ene|7| 6eSOI‘IaCHOCTI/I, ec/in BeCb npl/lMeHI/IMbIVI
puckKk cmar4yaeTcs. Tpe6OBaHVIe HEe OTHOCUTCA K cniy4yalo, Korga aktuBbl o6r|a,u,a+0T ocobol LEHHOCTbIO unnn noaseprarTcA
0C06bIM yrpo3aM. B aToM criyyae u nNpu HanMunm Kakmx-nnbo COMHEHWUIA cneayeT NPOBECTU ChnelmasbHy0 OLEHKY pucka,
KOoTOpasi NpuBeAeT K NPUMEHEHUIO CNeunasnbHbiX Mep. dTa rmbpuaHas TeXHONO0rMA nokasaHa Ha pucyHke E.3.

PucyHok E.3 — 'mbpugHaa mogens 6e3onacHocTu

O6bekToM AoBepusa, cBA3aHHbIM C onpegesieHnem mep 6e30MacHOCTN, MOXET ObITb aHaNN3 UK npoBepka AocTyn-
HOCTW UNn CBA3HOCTU MOAENN 6e3onacHocTu.

MpumeyaHune — B 3aBUCUMOCTM OT METOA0B obecrnevyeHus 6e30MacHOCTV NPUMEHSAIOTCA Mepbl, NMPUHUMA0-
wue Bug, Hanpumep, mep 3awutbl (cM. MCO/M3K 13335), mep koHTpons (cm. MCO/M3K 27002) nnn 3agaHnsa no 6esonac-
HocTh (cm. MCO/M3K 15408).

a7



roCT P 54583—2011

E.7 Mpumep: UCO/M3K 15408

B MCO/M3K 15408 ucnonbayeTcs criegyowasi TEpMUHOMNOIS:

- 06bekT oueHkn (O0) — npopaykT unu cuctema UT u cBs3aHHasA ¢ HUMKU PYKOBOAAWLAS AOKYMEHTaUUA, NOANexa-
LME OLIEHKE;

- nonuTtuka 6esonacHocTn ob6bekTa oueHkm ([T6O) — COBOKYNHOCTb NpaBwi, PErynupyiowmx ynpasneHme akTuea-
MM, UX 3aWmTy 1 pacnpegenexuve B npegenax OO;

- 3apaHune no 6esonacHoct (3b6) — coBokynHoCTb TpeboBanui He3onacHoOCTM U cneumduKkaumin, npeagHasHayeH-
Has Ana UCnonb3oBaHUs B KAYECTBE OCHOBbI [T OLLEHKN NPOAYKTa,

- dhyHKuma GesonacHocTn (Pb) — pyHKLMOHANbHBIE BOSMOXHOCTHM HacTH UNU HacTen npoaykra, obecneunsalowme
BbIMOMHEHUE NMoaMHOXECTBa B3auMocBA3aHHbIX npasun MNBO;

- nonuTUKa yHKuun BesonacHoctu (MPb) — nonutyka 6esonacHocTh, ocywecTensieman ®b.
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